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DSR ) —XIZIE2 DD WAN FAHE Y b =Ty bHH Y EVRAFEICH L TRADEEREZRIET 2R Y —N—A - AEBZRH
LET, TxaIbA—/ EEIE. BRREEORDONICSEITMETICT -2 b5 70 v 7 2RFHLET, AmE0—FN\S IV J#EIE 2D
DWAN A 2271 —R=EBEALTHAAE NS T v IV ZRELT BUBBRZLR5TLOICVAT LOMREZRELLE T, 2EED WAN
V11— 3> TlE SERD LAN DS Y —/\%Z[RBET H7zlc. KR— k% Dedicated (£f) DMZR— &L TRETEE T,

BN EREE

DSR-T000N (&, BNfEEMEEAIRET 2 K DITHRETENTH Y. 24GHz £zl 5GHZ" BIFEHEO LI ID TRIERTAET: 802.11 a/b/g/n ZE#H
LTWET, MIMO (Multiple In Multiple Out) EiliZ AT 2 & BHKOH/N\—TUTRAD [Fv FXARY b ZR/IREICT 2 Tr<mLr—
SBRELRHTELT, "W52 D

EXFE /5 VPN #8E

7 HRER A Tz VPN (Virtual Private Network) (&, SERDZRY b T—7 EDREE ) VI T/INAIVTIEET BAPTIEICIRELE T, A&
ShIXEIREEIC 2018 (DSR-1000/1000N) . 101 (DSR-500) D SSL (Secure Socket Layer) VPN k> 2V AEBEBTCEELE T, £fe. PRICH DHEHDT — 2 X—
RUCVE— TV RERET B ETENNNIVI—FHERTEET, T MREIVPN XU, IPSec (IP Security) 200 b )b, PPTP (Point-
to-Point Tunneling Protocol). L2TP (Layer 2 Tunneling Protocol) A L TSt ENIRB >0 2@ e ENOEF i a BZICLE T, DSR-
500. DSR-1000/1000N (&, ZNZNEBEFIC 35 @B KU 70D IPSec VPN b R)LEHR—FLET,

%hE# % D-Link ) —> 7o /09—

JO—=/NVAZ 27 1 DEFEA/NE LT, D-Link (FRIBICBLWRROEBICEH L TUOET, D-Link 7' —> Wi-Fi & D-Link 71 =>4 —4
v MIBAHEEHH LT, ERERLELEYT, D-Link 71— WLAN R7 T 1—Z34 7 E— 0 DI, BERENFEFMICHITEET, Bk
IZD-Link 71— A=ty b TO7 S LIBE SN —TIVEE UV IV AT — 2 ACEDVWTEIFIBAHAZ L E T, T5IT.RoHS (Restriction
of Hazardous Substances) & WEEE (Waste Electrical and Electronic Equipment) 88 ME5FIE D-Link D7) —VE8ET/\A AICREBEICH WV TEE
HHERETVET,



AEMDTHABICH DT

R—MIE2WT
DSR ¥ 1) —XIFUTDR— b EEURZ E=HEBEH L TWVET,

A~—h DSR-500 DSR-1000 | DSR-1000N
10BASE-T/100BASE-TX/1000BASE-T /K— b WAN x 2. LAN x4 (10/100/1000 Mbps)
a2V —JbR—Fh 1
USB R— b 1 2 2
WPS R42 > 1
BIE/ NIV

AREOFE/ \RIVITIE. RT—2A%EFTT S Power/Status LED. USB R— b / LED. BKTU LAN/WAN R— b / LED BEEBEN T E T, DSR-

1000N Tl&k. TSI, WLAN BB 5GHz/24GHZ LED. XU WPS R2VEEBINTVE T,

DSR-500

Power/Status LED @%ﬁm& \

D-LinkKoosr-500

uss

1 .

AN 4 w2 S comae

USBR—b & LED

1-1  miE/ VU (DSR-500)

DSR-1000

LAN R— b &LED

— VY —JbR—=F

WAN R— b &LED

] D> [Ty

Power/Status LED

use1 use2

‘ D-LinkK osr-1000
T O
< <

etom
< oo

2—LAN—3

1 4

USBAR—b & LED

X 1-2  ®i@E/\%/VE (DSR-1000)

LAN R— b &LED

—— aYY—JlR—t

WAN R— b &LED

13
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REMDTHABITH DT

DSR-1000N

Power/Status LED :’ D: mm
D'LinkDSR-1ﬂﬂUN WIRELESS N SERVICES ROUTER

\ " usst use2 some 2—iaN—3 " f—wAN——2 [~ SU%  Cconsole

seee—ro—d (1L ). @ MEEn W n (W
— JVY—IbR—
24GHzE—F LED —— WPSA R
USBAK— b & LED LAN K=} &LED  WAN K— b &LED
-3 ‘imE/ %IV
AN/ RV DOEHEEIE LU T D@ T,
HERE SiEA

Power / Status LED
5GHz / 24GHz WLAN LED*

RI—2DOREETRLET, RROEREZS VI Liima, BROEEIF. Power/ Status LED (3B EICRUT L
£Y, EENCF 1 DIEEDD Y EEDTTT T2 EHEE LED (HREBO[UTICED Y ET, BREF 7ICLTH
EANCT DHBAIIE. T TOBRICEMNFEOTHSAVNCTEHIEZHEHLET,

USB R—k /LED

RO 4 75 USB 1.1 KTeld 20 DT /INA RAEYIR— T2 EDNTEXT, USB 7/ 1 RZzHH L. BTN
HERBIERITLET, -

c XY NIT=OHBEORODT Sy 2T 4 XY EleldN\— T4 X7,

« WONERE (RTR—H)

- TR (ERYER—b)

WPS R&Z > * WPS ¥ X7 a8 L TSGR S Bt L K,
LAN R— b AAYVFBRONTZEDA—F 2y bTINAREUTP r—TIVTEFLET,
WAN R— k T=7IVETLEIEDSLETLICUTP =)L EFEAL TERLE T, WAN2 R— & 2 DD WAN HHE

LIFREBY —/\T 7 — LBIC WAN2 £7zld DMZ 2T R— b3 28RERJRER— FTT,

avv—JbR—b

RJ45-t0-DBO OV — )L —TIWEBLCCL(ARY RIA VA Y2 T T— AT 7 X T HDIERLET,

*DSR-1000N D+




AEMDTHABICH DT

LED &

DSR /1) —Xl&. Power/Status, USB R— k. ERE— K (DSR-1000N). WAN / LAN R— b, BT WPS (DSR-1000N) (£DWT LED ZHAR— b

LTWET, WAN/LAN R— b D LED IEUTFDBY . UV I AE=RETXRX AT =2 ADH Y ET,

DY ZE=F —‘ FTX/RX AT—2R
(o]

X 1-4

WAN/LAN LED

AT =X LED FUTFOREZRTLET,

LED IRRE & IRRESRER
Power / Status j=vd} & | BROERZILE EIFHRTT,
SE| | RSy LTWED U AN E— RRETY,
=T | BRICERNMUHGTNIERBICEMEL TVET,
R BN\ VATLC T 7—LoxT7 7y T L— ROKMGEDREHAHY £,
JBAT — |HRICEREMEEINTOE A,
5GHz* =T % | 5GHz 4R LAN [T K @S D RIREIRRE TS,
SO | B | SGHZ EAR LAN (LKW 7 — 2B X2ELTVET,
2AGHz* =T % | 24GHz & LAN IC K 2@ E D RIREIRRE TS,
U | 24GHZ BIGE LAN IC KW T — 2 EXZSELTVETY,
WAN / LAN AT | & [1000Mbps TU > 7 BB L TWE T,
VYO RE—=R =T | 8 | 100Mbps TY V7 BRI LTOE T,
BT — | R— kZ 10Mbps TEMEF T,
WAN / LAN =0 U2 BRI LTVET,
R 2752 [ | ™ [F—semmRLT0ET.
M| = |V ob R LTV E A
USB =4 o USB 7\ 2D L TLE T,
SHI T |USB F/NA RBMERE L TLER A
WPS* =T | [EsmmLcoET,
=W | |EScELE LR,
MO | — |V ob R LTV E A

* DSR-1000N D

15



REMDTHABITH DT

LmEm/NRIV
DSR U —=XOBEmE/\xIViciE, Dty bRE2Y BRAAMVF. PLUOBRIRI2ZHNEEINTVET, T
mFHRDYET,

DSR-500/1000

= U =<1

AC LINE 100-240VAC
50-60Hz,0.4A MAX

BERAVF

Uty bRgY BEI5H4

1-5 HE/ RV

DSR-1000N

7T F

=ML T =<1

AC LINE 100-240VAC
50-60Hz,0.4A MAX

® . ® {pP*°

. DSR-TO00N (Zl&.

EBITVTF

BEAAvTF
Uty bRgY BEOROR
1-6 HE/ \RIVK
A HE/ R URE
Bz WEEE
Uty bRZ Y AR A TIHHEREREIC) Yy FLET,
BRERIOART R HBOACT— TV EEGELET,
BRAA( VT AWSOBEAA Y F T
7T iRTF AKERINBDT T+ =EHELET,

16
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25 REmORE

- Ny Tr—IJ0RA
- v b= ESEI D%

- WROBE
Ny r—IDRA
CHAVEI VN BRORIEET . MRDETEL TR EL TS, LTOLORBREN T ES,
- A x T

« 7277+ x 3 (DSR-1000N (Dd+)

- ACERT—7IL x 1

DU IRTVENEY IR (TS Y R 2 RY)
« UTP =T x 1

< OV =)l —T U (RI45-t0-DBO r—T L) x 1
c JLRE GEUTR1T) x 4

c DAVIA VR M=IVAA R

« CD-ROM x 1

- UTILINIL

A= FRLTWVWZELEDPEBEEZZITTVRLOLH Y & LIS, BHR—LR=VICTCI—YEREZTV. YR—-MBROXTTEEEEL,

VAT LEH

AHEDENET TeDICIE. UTDY AT LEEDRETT,
+ Internet Explorer 7.0 L{_ £
APy SO

Z v b7 = &G D%l
WRORBRF AT LREESZET, WTOHA K51 Ui TANSERE L T REW,

- BWERE LodY & LITKTFECMEEERDS 2HRICREBE LTI EEL,

c HEDLEICEVWEDZEBHENTLIREL,

c REEHS 1.82m UAROERI Y FEERLTIIEEN,

- BRT—TIVDNAC/DC ERKR— MM LoD W ELAENTVSHHEES L TREL,

« FEROBI TROBE EFNFMINTES T EZMER L TLIEEL, BIDTHITIIDE < EDEMOFIE 16cm MU E

TLREW,

- HREEBFREEENOEREEEEZRDOIENTES. BANCRLL TERLIBAICRE L TIEEL,
- HRIFBVBHISHFRLET SL GG (E—20AEG L) P &KE FTY. BIUBEFBHEZBFTREBELTIZEL,

ZEEEHRDELDICL

- WREKFEICRET S5FIE. Ay FERICERO ILRER T TLREY, JLMORIIAAMyFDI vy avDREERL. BEXRE

PMOEERITED D DEBALELET,

REBICHTc>TDTEE (DSR-1000N ND#)

ABEROERICE Y BFEENICTRR TR Y T =077t ADEIRRICE N IO BEPRALGEEGESHEB T 2MADHPES. HH7E
ElL&Y . BFEELRINERIF2BaN G Y £, —RNICIE. BEMDOVEPRESH COEKRERED./ A XD EFERIcEE5XE T,

1. AEREMORY b T—07 T\ REDBICABEPIHOEE TESRLIFDEILTLEEL, —ROEDPEHD

ek RNEBDENE

FHEIE 1~ 30 A— MUDEFE LTV E T, BICAZEEMORERST LD 7/ A ADUBZETRLTLEEL,

v NT—=0 TN ABDEARIERIC SR IEE W, BE S50 UV FDE% 45 EOAE CRIFESHNERT 285, BV IRIFSEDEHF 1
A=Y ET, 2EOHBETERT 5L, BUIRITEIEME 14 X— UGBV ET, ESHESWELGLINEAITBBT 5L DG
BICT/N\A RZEHREBEL. BREZELPTLTILEL,

BRESOBBMERIEEMRICKVERYEY, EBEO FT7P7IVZ0OELGEFEFREL/ NS T2IEEDND D ET, FEIELAN 7
INA ZAPESR LAN 7 Z T 2ROV E1—2DREF. EEHEAINCERENHERENFOGEEBS LS GMABICHRBL TIEL,

ERE A AERES DBIMEPREBEGNSIE. RETH 1L 2 A ML TTN\ARAZRBELTLREL,

24GHz DOA— FLRABEEEX-10 (—=U2VTT 720 T4 b BLRUOKR—LtEF 21U T4 VAT LGEEORGRT) ZE> TV HIHE.
CEERDERERIIE L CERMET T 50 LRITE2ATYIITEND AN S Y &9, 24GHz BEROHRMEIZAIEEEIR Y SERDERERS
DOBN TV &2 L TLIEEL, BFREZEALTVEWNEETEH, FIRIIESZEELE T,

MIRIBD ACERT — 7 SEALIEEW,

17
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BBDRE
HmDRE
77+ Om]Y {45 (DSR-1000N D)

I

1=t

Ko

AC LINE 100-240VAC
50-60Hz,0.4A MAX.

sk aD)

B2-1 727 FOEY T

1. NED3IKRDT VT FEARAEDT VT FiFICR I ET, MUMFOBRICIE. 72T FId3r Y siF FICA R0 T > 7 #HEEIcER L. A
BREICHEDE T,

2. WYMIRIATY g d,

3. BERRICEDETCT YT T ORmEZEBLET,

1991 F 5y I \ORY i1

MTOFIBIHE > CAMBERED 194V F SV VITRELET,

737y FOmMY FiF

)
;'%

222 TSy ORI

SvIRTYEFY MINBOXVZEFBL T AERICT 7Y PERUMITET, TRICT STy FHOBEEENTWS T EEHRL. AR%E
MTORIBED 191V Fov IICEELETY,



VAVFS Y 7ICFERENYFTS

T AiE. AEICRZESAYERUMI GV TREERET 56, Sy /hERL. BAICE > TRASSEHES =R TEHBYET.
FOt=6. 5 IRICRRERIT BEICRATREZES A PERYMFITIREEN, SvIICYRATL/ AV R—2 Y FERU A%
. —EICASAR - 7Y TYICELG TR EHETAVRE—2 > MME 1 DRIFELTLREWN, 20 EDNTVR—2Y FAB|EHENS
EL SYIBRNSVRAEE, BINTEAGSERICOGAZENSBY £,

00N

Linke T,
D i.

;;f]‘;nm “

\ o
/
23 BROTYIN\DRE

BRDIZA

1. BRI TN ZFARROBRIX I ZICHERLET, BRI —JIDTS7ZBRIVLY MIERLET,
2. AERBCERODMHEENS L Power LED MREICRATLE T,
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WebN—RBEL—F 1T+

B3IE WebN—RFEI—T1VTa
BREAZ 1 —DRME

FEROBEG UTP 7 — 7 IV TER LI PCHSTVET, Tl Windows 7 TEWES ZEIE CatBL £, FIBLE@EIE. thd Windows OS
IEDOWTEHRLETT,

LAN (CET LIEBEAD PCEIL— 2T L TR > TWVWE E LET, LAN BEd)U— 2 TRIARTRRG AR — Y R v b R— FERAT 5D\ £aid

MEE Y b7y TH—ERT LIEBEIE. RERIELAN TT Uy IEND e, BRI V27 1 —RAEEBALTEERAE T, X170V 7+
#t® Internet Explorer % fzld Mozilla Firefox 7= & D Web 75 D5 %R L TL—2D Web YZ—I v ICT7 7 A LTLEEL,

IW=ZDLANIPT7 FLREZEELILHE. 770507 RLAN—ICZEDIP 7 FLAZAALT IW—2OEBI—F A V2T —RAT7 71X
L/ETO

1. TAFIH—/\EeeE NI LET, Windows D TREZ—b]1-TaY bA—LIARJV] - T4V 2—%w b T3] - TH#E 27 -TLAND
REJ DIBICY w7 Ly TLANICTOF Y —/\EFERAT 2] OF v 7Z20LET,

2. Web 7> 74 (nternet Explorer) ZE&ILEY,

3. ABRDIPT7 FLAEHTIP R—bDESET FLAICAAL (http://192.168.10.1) TEnter] F—Z#WTLE T, REAPC EABRD IP 7
FLADRLCT TRy FRTH BT EITERLTLZEL,

&) http://19216810.1/
3-1 7 RLAANEE

TR ABEO P T KL ASMEN SEESN T B 58I, ZEEOT FLAEANLET.

4, ERICRINT A&, UTFOOV A VEEHIRRENET,

Product Page: DSR-1000M Hardware Version: Al Firmware Version: 1.09861 WW

st s00on ]

User Name: ll_
Password:

[ Login |

LUNIFIED SERVICES ROUTER

3-2  LOGIN EH

5. [UserName) KU lPassword] [ Tadmin) EAALT. Tlogin] REVEV w7 LET,



WebR—ZBE1—F1 )7+

6.

B7AVICHIY % EUTOBENARTENE T,

DSR-1000H //

Device Info [
DEVICE STATUS

0gs

ADVANCED

»
Traffic Monitor (4| | This page displays the current settings and displays a snapshot of the system information.

System Name:
Firmware Version:

Serial Number:

DSR-1000M
1.09861_wWw

QB331A3000002

MAC Address:
1Pv4 Address:
1Pv6 Address:

‘Wan State:

NAT (IPv4 only):

IPv4 Connection Type:

IPv6 Connection Type:

Link State:

WAN Mode:

Gateway:

Primary DNS:
Secondary DNS:
Primary DNS (IPv6):
Secondary DNS (IPv6):

IPv4 Connection State:

TPv6 Connection State:

WAN1 Information

00:18:E7:CD:69:C2

0.0.0.0 / 255.255.255.0

DOWN

Enabled

Dynamic IP (DHCP)

IPv6 is disabled

Not Yet Connected

IPv6 is disabled

LINK DOWN

Use only single WAN port: Dedicated WAN
0.0.0.0

0.0.0.0

0.0.0.0

MAC Address:

1Pv4 Address;

IPv6 Address:

Wan State:

NAT (IPv4 only):

IPv4 Connection Type:
IPv6 Connection Type:

Link State:

WAN Mode:

Gateway:

Primary DNS:
Secondary DNS:
Primary DNS (IPv6):
Secondary DNS (IPv6):

IPv4 Connection State:
IPv6 Connection State:

WAN2 Information

00: D:69:C3
0.0.0.0 / 255.255.255.0

DOWN

Enabled

Dynamic IP (DHCP)
IPv6 is disabled

Not Yet Connected
IPv6 is disabled
LINK DOWN

Use only single WAN port: Dedicated WAN
0.0.0.0

0.0.0.0

0.0.0.0

3-3  DEVICE STATUS &

REEE CEREE{TOIEEIE. [Save Settings) R

A ERLTEELREZRFLET,

HELP

Helpful Hints...

21
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v T =Y DERFE

BA4E XY PFI—VDRTE

UTIEABDREBREDHATT ., BEITISCT, RE/EE /EEETOTILEL,

REIEH EiE] SEBNR—T
LAN E2%E IPv4/IPV6 v kT —27 FBOD LAN ERE. IPv6 @%1. DHCP 4 IP 77 KL RDEREHEEATVET, 22 X—<
VLAN 3%7E R— kK VLAN. <JUF VLAN B 7% v hREGEETOET, 32XR—=
DMZ &% DMZ R— b DERE. DMZDHCP F#IP 7 RL ADHFEGEETVE T, 36 X—2
UPnP %7 & UPnP 2R LTc 7 /N1 ADEREHFTVET, 40 RX—=<
Fv T4 TR=ZI Web OR—2)VERRE AR L1 V2 —X v NEROTH DR EETTOET, 4 R=
LAN &%

IPv4 v b7 —2 O LAN 32E
SETUP > Network Settings > LAN Setup Configuration X — 21—
TTTlE. ZDOLETHWEST 2 DHCP U—N\EEEIL—2DIPVALAN A V2 T T —RERECEEX T,

ERMETIE. Jb—21E WLAN Ffzld LAN v b T —2 EDKRR hcxt LT DHCP (Dynamic Host Configuration Protocol) #—/3¢& L TH#BEL £ 97
Ffc. DHCP ZHERA LT, DNS H—/ . WINS (Windows Internet Naming Service) f—/\, B8XUT 74V TF— I T AIRHTB7 FL R EFHIC
PC & ZDMD LAN 7/3A XICH IP 7 FLRAZEBW HTAHT ENTEELT, DHCP —/\HBWEIHE. IL—2DIP 7 FLXIE LAN & WLAN 75
AT EDEDDT— Tz AT7 FLAELTHELET, LANKRDPCICIE. TOFIETIREESNSG T RLAT—=IULASIP 7 RLADEIIHTS
NEd, EF—IV7 FLRIELAN ET7 FLADEEE BT BIHICE Y Y TRIICT A MENET,

L DT TV —2 3V TR FHRBDODHCP B LU TCP/IPREDVIEMETEMELE T, TEADR Y b T—7 LD PC% DHCP —/\IT LeLi5E
FEFETLPCORY NT—VREETTOHEICIE. DHCP E— F%& None] ICRELEF T, DHCP UL —I& DHCP O —XIEHE Y b T —
2D DHCP H—/\THBHID LAN 7/\1A AD 58x T HDICHERAENE T, TNIRICERY 517> MURIIE £,

DNS —/\&ERT 2h U Ic. WINS (Windows Internet Naming Service) Y —/N\&ERATEE T, WINS H—/Nd. DNS H—/NEEETTH. K
A M BDFERDT=EHIC NetBIOS 70 b L EFERLE T, DHCP 7 547> bHS D DHCP BRZHEGE T 5355, /L— 2D DHCP 3REITIE WINS H—
INDIPT FLADHBY £,

Efee LAND®IZDNS TAF 2 ZBMCT HENTEET, TNHBEEHRE. IL—2IE. INTD DNS ERICNT 57O+ & LTEMEL.
ISPDODNS F—/NEBELET, BHICTDE. TRXTDDHP 751472 A ISPDDNSIP 7 FLREZELET,



Y T =Y DHRE

LIFOFIBICHST. LAN BHETVET, :
1. SETUP > Network Settings > LAN Setup Configuration DIBICAZa2—%2 2 v 7 L. UTOEEmARRLET,

DSR-1000N // | SETUP ADVANCED TOOLS

Internet Settings

4
The L&N Configuration page allows you to configure the LAN interface of the router including the DHCP Server which runs on it.
Network Sefting... [ | Save Settings | | Don't Save Settings |
13

LOGOUT

VLAN Settings » || LAN TCP/IP Setup

External Authentica p Subnet Mask: 255.255.255.0

VPN Settings DHCP

DMZ Setup

Internal Users Data » IP Address: 192.168.1.100

»
bl ML | DHCP Mode:
Captive Portal 1] .
Starting 1P Address:

4-1

Ending 1P Address: 192 165 10.254

Primary DNS Server:

Secondary DNS Server:

Default Gateway:
Domain Name: DLink

WINS Server:

Lease Time:

Relay Gateway:

DNS Host Name Mapping

[ ]

Enable DNS Proxy:

LAN SETUP EIE&

2. [LANSETUP] RX—=I T, IL—RICUTFDBEREATILET, :

Helpful Hints...

Changes here affect all devices
connected to the router's LAN
switch and also wircless LAN
dients. Note that a change to
the LAN IP address will require
all LAN hosts to be in the same
subnet and use the new address
to access this GUL

B5E SHER
IP Address IP7 RLA (THHERERFRTE : 192.168.10.1)
Subnet Mask P72y FRY (THBHRERERE : 255.255.255.0)

2= AN IP 7 RLADZEERIC [Save Settings] REVES Uy 1T 5ETSOPREELELAEYET, HLWIP 7 RLAABELTEE
BEEA— T LTAIA Y LTLEEN, ZBELEIP 7 RLATIL—RICT 72 AT BFNCLAN KRR b Jb— 25 EET 51 HICER
TNBIIY) BETICEY S TONET—ILDS IP 7 RLAEEEBLTWAT &, Fild. IL—2DLANY TRy FDRET v IP
TRLAEESTOBT EITEELTLREL,

3. [DHCPJ £%7 > 3> Tl&. DHCP Model (DHCP E—F) ZZFEIRLFET, :

HE Bk
None JU—2®D DHCP H—/ \#gE% LAN [T L TEMITLE T,
DHCP Server AT avAEFRLT, Ib—2E DHCP T RLAEU VI AR LTWS LAN 7/31 AT L. 18E LIzEEEAD IP
7 RLABLCBMTIRE LIERERVHTET,
DHCP Relay TOF T avEBMNCTBDE. LAN EODHCP 7247 > MEBEZHY TRy MMTdH D DHCP H—/\H 5 IP 7 KL X

J—ZAERGT 2IERERITIBD LD TEET, UL—F—bUTAZBELET, THUTEKY LANISA TV D
DHCP ERZTSEUL—F— DA IPT7 RLRZBLTT 7L ARIREG T —/NUCESNE T,

23



v T =Y DERFE

DHCP &R xHE. LUFD DHCP H—/ VNS A—2EASILE T, :

1BE Bils
Starting / Ending IP Address P77 RLRT—IWCHBIT &G LT FLADRIEREEATILET, LANITEBINT 2E0H LWDHCP 75
A7V MCBTOHEREADIP 7 FLANBUETSET, A7 FLADYPEAEIX 1192.168.10.100] TY, #&
T7 FLADOHIEAEIE 1192.168.10.254] T, INSDT7 RLRIE IL—ZDLANIP 7 FLXEBLCIP 7 RL
AT TRy b (Ry b T—=2) IEHBZNETT, LANICBWTCTNARICREZT 4w IHEIPT7 RLAEE|Y
THSHICT TRy FEEO—EDREL TBHELNH D T,
Primary / Secondary DNS Server | EZ&# DNS (KA A Y R—LY X7 L) H—/\%& LAN THRETERIBE. TTICP 7 RLRAEASILET,
Default Gateway THABTIE. AREIFI—ZDLANIP T RLREBRVET, XY FT—VDTF— b7 TAHRTDIL—2THIF
UL, TNZE LAN S 72y RO EABTENE IPICEARAERA AT BT ENTEET, TDHE. DHCP ¥ —
NE TR = b I A ELTHRELIEIP 7 RLREDHCP 7547 > M5 LET,

Domain Name BANCERTZRY FT—UD AL 2EZATILET,

WINS Server (7> 32) WINS H—/\XDIP 7 RLRAEASILET, LRETEBOXY M7 —7ICEET 55HEICIE Windows NetBIOS
Y—NDIPT7 RLAEASILET,

Lease Time P77 RLADNY AT MU —XENZHE &) ZANLET,

Relay Gateway F—hrI1A4T7 RLREANDLET, THuk. DHCP Mode] % DHCP Relay] I LIiBEICEAL I 3 VDA
NOHRETY,

4. [DNSHostName Mapping | £ 3> Tk, UMTOEBEEZRELE T, :
1B B
Host Name BWERAREASILET,
IP Address RAMZITHTBIP 7 FLAZANDLET,

5. TLANProxy )] 7> a>Tld. UTDBEEZRELET, .
B[] Bk
Enable DNS Proxy |/L—2HD G XTDDNSERICITT 2O+ & LTEMELISP D DNS H—/NEBET BTedicid Ry 7V A%EF v LET,

6. [SaveSettings] Ra>&EVZUvI L INTCOEEZBEALET,

DHCP F#J IP 7 KL ADEEE
SETUP > Network Settings > LAN DHCP Reserved IPs X =1 —
DHCP H—/\SRED=OHICFHEND IP 7 FLAZRELF T,

A)V—2D DHCP F—/\IF. DHCP H—/XDT—ZN—=RIBIWEHTONBZ Y ZA TV bDXY b T—=0 A VB2 T T —RICHBFBN—FoT77 K
LAEIPT RLAZIBINT 5T & THRMIC LAN EOO>E21—2ICTCP/IPREEBIVETAHTENTEEL T, DHCP =1\ ATV bH 5
VO IANERETBROIE. 74TV bDIN—FDZT7T7 FLRE T—=EN—RAIFETB/N\—FI 77 LAY b EEELET, IP
T RLADNT = ARN=ZRDAVE1—2EFTNA RICBY HTONTWE E AREIAXEN P T FLADNRE SN, £ 5 THVISEIE
P77 FLRIE DHCP =L S BEINICY S 47> MMCEID HTHNE T,

1. SETUP > Network Settings > LAN DHCP Reserved IPs DJBIC A Z2—% 7 1) v/ L. UTOBEEAZFRRLET,

SNTY// BTN oo | wos | owe |

Helpful Hints....

Operation Succesded
In order to ensure certain LAN
DHCP RESERVED IPS (LAN) bt e e
enabled on the LAN, bind the

Intemet Settings

Wireless Settings

This page allows user to configurs the reserved IP Addresses for the DHCF Server configuration. VAR A M ety
preferred IP address. This IP
DHCP RESERVED IPs (LAN) address will anly be assigned to
the matching MAC address.

3
»
Network Setting.. [
b

DMZ Setup

Computer Name 1P Address
DHQ 192.168.1.13

4-2  DHCP RESERVED IPs (LAN) [EimE

FHIEH P 7 RLRAITATTONS 772 3 viE LUTO&Y TY,

bi=[= Bk

ZBEDFTYVIRYIA|UAMADITNTDIP 7 FLRAEREIRLET,

Edit BIRENIENA VT4 VI IV—IVERET BTcsdlcid. 7 1) w7 LTIDHCP Reserved IPs for LANJX—Y & — > LE T,
Delete BIRLEEIP 7 FLAFHNEHBRLE D,

Add FLWINA T 7)b—)V BT Bfzslcid. 71 w7 LT TDHCP Reserved IPs for LAN] X—I&A =TV LE T,
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AE2T 1y IPDEE
1. TAdd] RE>&E27 Uy LT TOEEZFRRLET,

DSR-1000N ‘z-l SETUP | ADVANCED STATUS HELP

Helpful Hints...
i DHCP RESERVED IPS If you reserve an IP Address for
et L a particular MAC Address, DSR
- . will ensure that your MAC
Wireless Settings 3 This page allows user to configure reserved IP Addresses for the DHCP senver, Eiiesiny
Network Setting Save Settings | | Don't Save Settings | everytime it ashs for a lease.

[
DMZ Setup >
DHCP Reserved IPs for LAN

VLAN Seftings 3

Computer Name:
internal Users Data  »

IP Add :
External Authentica » s
VPN Setiings b MAC Address:

USB Settings N Associate with IP / MAC Binding:
Captive Portal 3

X4-3 RZT1v7 IPDIBM

2, TOmEBEZEASILET,

5H Bz
Computer Name LAN R X b DI —FEES.
IP Address DHCP H—/\H'"FH T HHRA MDD LANIP 7 FL X,
MAC Address LAN EICHBHBEICIE. FHIP T RLAHEY HTE5NS MACT RL X,
Associate with IP/MAC Binding | BZhIC g 5 &. OV Ea—42%. IPBKU MACIE IP/MAC /A > T« > 7 FER L CEEMITSNE T,

3. ERTEH. [SaveSettings] RZ>%&V Uy Y LTRENBERESSOBERALET,

LFICRTHET &0 DHCP F49IP 7 L R ED$IRIC SR < 2L,
- DSR-500:96
- DSR-1000/1000N :128

I b OHIBR
1. [DHCP RESERVED IPs (LAN) | EE CHIFRRYT 2T k1) ZEIRE. Delete] RE&>%T v I LET,

LANDHCP V=R 7547k
SETUP > Network Settings > LAN DHCP Leased Clients X — 31—
LAN DHCP H—/\ICE#E T 57 2147V DU R M ERRLE T,

1. SETUP > Network Settings > LAN DHCP Leased Clients DIEICA Z2—% 2 ) v o L. UTOBEEAERRLET,

ST/ T oo | s | sws

Helpful Hints....
Plezse enzble DHCP in IPv4 Lan Configurstion Page o view DHCP Leased Clisnts.
= If the LAN is serving DHCP
Internet Settings » e Bl rosour [ addresses, this table will show
Wireless Settings » the list of DHCP dients for the
This table displays the list of DHCP dlients connected to the LAN DHCP Server and to whom DHCF Server has given leases. router's LAN DHCP server.

Netwark Setling.... [

DMZ Setup » || PHCP Leased Clients (LAN)
VLAN Sefings » IP Address MAC Address
Internal Users Data  »

External Authentica »

VPN Setlings
2]

K44 DHCPYU—XRU 47> hEE

2, TOEEEXRRLET.

== 597
IP Addresses FHRIIP A MC—HTDRAMDLANIP 7 FLZ,
MAC Addresses REBHD IP T RLXFHERFD LAN KX FD MAC T RL X,

AHEREA BT 5 fc&IId SETUP > Network Settings > LAN Setup Configuration TIDHCP Mode | TDHCP Server IS 28 HH ) £9,
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IPv6 v F7—% B LAN $&E
ADVANCED > IPv6 > IPv6 LAN > IPv6 LAN Config X =1 —
T TIXIPve MEEET B LAN REAEITLVE T,

IPv6 E— FTl&E. (IPv4 £— FEERIT) LAN DHCP H—/\IZHIERME CEIN TS, BRICT & DHCPv6 T —/ & LAN [CE) HTH5NTWLS IPVE
Prefix Length (IPv6 L7« v U RER) LHICEREHT FLAT—ILDS IPV6 7 FLAEHIEGLE T,

IPv6 54 7S 3 EEMICT HI-0Ils. ADVANCED > IPv6 > IP Mode T MPv4/ IPv6 mode | AEMICT HUERSH £ T,
1. ADVANCED > IPv6 > IP Mode DJBIC * = 1—% % 1) v & L. M FOBEEETRLET,

S/ | o TN s |

Application Rules » Helpful Hints_.

o 1P MODE In order to support IPv6 on the
LRI ’ LAN, you must set the router to
Firewall Setting... b This page allows user to configure the IP protocol version to be used on the routsr. be in Imi!?:flw I stﬂ

Cnit 3 communicate with IPv6 devices
Wireless Setfings » | Save Settings | | Don’'t Save Settings ‘ through this router.
Advanced Network...
Routing Mode

Routing »

IPv4 only mode: 0
Cerlificates

IPv4 [ IPv6 mode:
IPMMAC Binding
IPvE [»
Switch Setfings
Intel® AMT
Package Manager

4-5  IPv6 LAN & DHCPV6 S27E

MPv4 /IPv6é model ZF v L. [SaveSettings] R2>%& 71U v LET, KV AT LIFBREHLEITOTC, EBBRBEO/1VLET,

2. ADVANCED > IPv6 > IPv6 LAN > IPv6 LAN Config DIEIC A Za1—%2 U v o L. U TOBEEZRRLET,

Application Rules Helpful Hints...

IPVG LAN CONFIG The IPv6 address is 128 bits,
WEDSTE Rltes with a default 64 bit prefix that

ite Fi 3
: = . defines the network and is
Firewall Setting... 3 This page allows user to IPv6 related LAN configurations. R all LAN ;
i 4
»

1
z - ——— o i Changes here affect all devices
Wireless Settings | Save Settings | | Don’t Save Settings | connacted ta the routers LAN

switch. Note that a change to
Advanced Network_. » the defaul LAN IP address will
LAN TCP/IP Setup require all LAN hosts to be in the

Certificates

1Pv6 Prefix Length: lea
IPv6 [

DHCP Status: [ Disable DHCPYE Server v |

DHCP Mode: B

Domain Name: {dlink.com

Server Preference: |5

= same network prefix and use the
IPv6 Address: [fec0:1 new address to access this GUL.

DNS Servers: [UseDNsPowy v

Primary DNS Server:

|
Secondary DNS Server: |
!
;

Lease/Rebind Time: FE4D0 {Seconds)

Prefix Delegation

List of IPv6 Address Pools

Start Address End Address

[ Ean | [ peiete |[ g |

List of Prefixes for Prefix Delegation
Prefix Address Prefix Length

[Ee | [oeite | [ Ags ]
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LAN £57E

JU—2 D IPv6 LAN 7 R L Z DFHREIE fec0:1 1T, THERADZ Y FT—7 DBHHCEDNTIN 128 Y FDIPV6 7 RLAEZEBTEET, Jb—

ZDLAN BREEEETBOIBERT A —ILRIKETL T4 v I ZAEDNSBUET, IPv6 v FT—2 (B TZy B @ TL T4 v REMENS
7 RLZADBEE Y MCLURBESNET, MHETIE. Chides by FOEETY, Xy M T—ZRDTRTORR MidE. ZnS50 IPve 7 R

pzc:;i\asﬁ;@%%a\y FABYET, Zv bT—27 FLRICHEEBAC Y FESRE L 71 v I RET — IV RICE > TRESNE T,

LAN IP 7 FLXEZE LIBAIC [Save Settings] %4 U v 0§ 5ETSOHASE LA AUES, HLLIP 7 KL AEERLCEE
BEEA— 72 LTO0( Y LT REN, BBLEIPT FLATIL— 2T 22T BHIC LAN KA b (l— 2 £ BET 51|

TNBITY) DFRICEIVETONET—ILHS IP 7 FLREERIRLTWVWA T &L Ffeld. IL—2DLANS TRy bDXEZT v IP
7 RLREF>TWASZ EITFRLTLREN

IPv4 LAN X b T —2 EERRIC, JV—2IZI1E DHCPV6 T —/ \HBEED H W £, BR7EIHE. IL—213. DHCP HMitad 57 FL AZHEY % LAN
TINA RITIEESHERD IP 7 FL AL EBMEREZE B TET,

T OFENF DHCPV6 T —/\ZRET BTcdDIFEREINET, ¢

=[S Bt
DHCP Status DHCP #ge% [Enable DHCPv6 Server)] (%) / Disable DHCPv6 Server] (%) ICLE 9, BMICT 3 EUTOEENE
ETEEY,
DHCP Mode IPv6 DHCP t—/\ic [Stateless| Ffzl& IStateful] ZI8ELE T,

- Stateless - IPV6 LAN FRR b DVE/L—2(C K > TEERE ST NBIHZEICHED IPv6 DHCP H—/\ERESL LELA, T
DBE. )V—2BMT—E> (RADVD) ZZDT/\A XICHKET 2REHHY T, £few KA MIBEREDHIC
ICMPV6 Jb—2 T4« ZAN) A v —IBFERLET, LAN ./ — R d 287 FLAEH Y £ A,

- Stateful - IPv6 LAN 7R R b &, HEBMEREZIRET 572DICHERD DHCPV F—/NIcikiE L E T,

Domain Name DHCPV6 H—/N\D K XA 2 %=RELET, (AT 3Y)

Server Preference H—/VBREIL. TDDHCP J—/\DBRELNIVE RS OITERETNE T, LAN KR ML TREBWY —/ VBEE

{EZFED DHCP H—/ @R A v £ — 130D DHCP H—/\D@il A v vt —I KBS I NEd, #EREIX 255 T,

DNS Servers - Use Below - DNS H—/\Da#fliAR FENC KW LLFICASAALE T, (Primary/Secondary DNS Server 72 3>)

+ Use DNS from ISP - LAN DHCP 7 177> F AV ISP A5 DNS H— /DA BESE TS A TJREE LE T,

- Use DNS Proxy - Jb—4Id&. INTDDNS ERITHTHTOF> & LTEMEL. ISPDODNS H—/NEBELET, (WAN
RE/NT A—R)

Primary / Secondary | & 5h* L& IDNS ServersJ T lUse Below] Z3#R L E 9, LAN LICRIFARIAERERAH B A YR =LY X T L (DNS) F—

DNS Server INDHBBE. TTICIP 7 FLAZEATILET,

Lease/Rebind Time |LAN 754 7> I\Lliﬁ'éﬁlbf’ib‘Bd) DHCPv6 ) —XDHE (B)) ZRELE T,

Prefix Delegation DHCPV6 H—I\TTL T4 v I RTITAY 3V EBMMCLET, AF T2 3 VIE DHCPV6 —/\DRAT— L X7 FLX
BEREE— FTOHBEIRENET,

List of IPv6 Address Pools (IPv6 7 KL X 7—JU)

TOMEEIC LY. T — N T T A D DHCPVE Y —/\HMIHET % IP 7 KL ADEHECT IPVv6 TS A 3> (ERER) L7414 v I REEETCEET,
')’74’/3 DI T v REFALT, BlVHTENET LT 1y 7 XIT, BFED DHCP IBRDEMICH D LAN (LB IF Aty b T—0%
BEBNY 2B EEELTEET,

IPv6 7'—)LODEIR
1. [List of IPv6 Address Pools| TERT 2 /—ILEF v 7 LET,

2. [SaveSettings] R2>&V v I LTRENBEZRESLCERALET,

IPv6 7—ILDEER
1. TAdd) RE2>%Z7 )y o LT, MTOBEmZRRLET,

o (T - R —

Application Rules

‘Website Filter » |} IPV6 ADDRESS PREFIX AND POOLS CONFIGURATION LoGouT | An IP address prefix and pool
consists of start address, end
Firewall Setting... 3 This page allows user to configure the IPv6 address prefixes and pools address and prefix length.

Wireless Seffings » ;. Save Settings .| | Don't Save Settings .|
Advanced Network... ¢
IPv6 Address Prefix And Pools Configuration

Routing 4

Start IPv6 Address:
Certificates
IPIMAC Binding End 1Pv6 Address:
IPvE b IPv6 Prefix Length:
Switch Setfings
Intel® AMT
Package Manager

4-7  IPv6 Pool 387E
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2. [Start IPv6 Address] / TEnd IPv6 Address] (Z7—)LDBEtA /#7777 KL AL Profile Length) (c L T4 v IV XAEZATILE T,
3. [SaveSettings] R2>%& 71wy LTRENBERESLCBALET,

List of Prefixes for Prefix Delegation (FL 74 v VATV 5A43)
LIFOREIE T L 74 v I RTIVT A 3 v ARET BIcITEREINE T,

1. [DHCPv6] 7> a>T. AA TV av&m#RLT. DHCPV6 H—N\TTL T 4wV AT U A a3 v EBMITLE T,

2. Y TomEBZERR/BEMLET,

=[S ELiE
Prefix Address DHCPV6 H—/I\NTFL T4 v R T—IVRD IPV6 TL T 4w 7 X7 KL,
Prefix Length TLT74vIRT FLAR,
IvhJDER

1. TAdd) RE2>Z=27 Uy LT UTFTOEEZRRLET,

CED) -  BEETTNN s | v | ow

Application Rules »

1PV6 PREFIX DELEGATION CONFIGURATION LoGouT
[ save Settings | | Don't Save Settings |

=

Prefix Length:

IPMAC Binding
IPvE

b3

UNIFIED SERVICES ROUTER

4-8  IPv6 Prefix Delegation Configuration §%7€

2. [Prefix] KT TPrefix Length] ZASILET,

3. [SaveSettings] RZ &7 1w LTRENBERESLCERBLET,
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IPV6 JV— ZEHIDFRE

RA (JL—238H) 1& LAN 7 5147 > b DfesHD IPv4 DHCP &)Y B TITBITW B ED T Ib—Z ISFHERTE T BTebIc T /INA RIZIP 7 FLREYR—
b2y bT—TBREE) BTET )—28HIEPV6 LANDR T — b LABEEREDOHICIPVO XY T =T THEEENE T, ZD)b—
2 —2 BT —EVERET ST LICE ST AEEIE LAN EORSZRET SHE LAN EDOKRRA M T 2L AR XE L T—2@BHIE %X
ELEY,

RADVD
ADVANCED > IPv6 > IPv6 LAN > Router Advertisement X =1 —

Helpful Hints..

3

This page allows user to configure Router Advertisement Dasmon (RADVD) related configurations.

Save Settings

Router Advertisement Daemon (RADVD)

| | _Den't Save Settings |

Router Advertisements are
analogous to IPv4 DHCP
assignments for LAN dients.
With this the router will perform
stateless autoconfiguration of
LAN nodes by assigning an TP
address and supporting network
information to devices that are
configured to accept such

Routing 3

details. By configuring the
Router Advertisement Daemon
on this router, the device will
listen on the LAN for router
solidtations and respond to

RADVD Status: Enabls ¥ |

PG b

Advertise Mode: | Unsolicited Mutticast ¥ |

these LAN hosts with router
advisements.

Advertise Interval:
RA Flags:
Managed

Other

Router Preference:
MTU:

Router Lifetime:

{Secands)

UNIFIED SERVICES ROUTER

49 L—ZENF—EVORE

LAN [ER T — kL R73 IPv6 BEIREZ T R— b9 57Tl TRADVD Status| % TEnable) (CERELE T,

LUFDKEIL RADVD ARET BIzOITERTINE T,
IEH
Advertise Mode

SEE

=]
- Unsolicited Multicast - JL—2 3850 (RA) AILFF v A M TIV—FICFIB T 581 2 71— AICKELE T,
+ Unicastonly -RA % LAN EDEIHID IPv6 7 E L AICHIR L. 24 GERY N T—0 STy R BDERET,
l'Advertise Mode| T lUnsolicited Multicast] Z3R LTzBE. T OBBICIEA > 2 7 T —XH 5 DBERRDRARFEZ 5%
ELEY, BHBEOREORREIEZOMD 1/3 & COBMOBDZ > A LIxEE G E9, PHEIL 30 (B) TY,
INSDTSID 1D, TleldmAEHITV—28H RA) BXRET DT ENTEET,

- Managed-7 FLRABEREICER/ X7— 7L 0O 2V EFALET,

- Other- KRR M& (7 FL AL D) tDIERESREDER/ X 7— 77OV AFEBALET,
JL—2 D RADVD MEBIEHEIF 5N TWBEEEIC Low/Medium/Highl hSERLE T, IPv6 75+ 7> FDE#HEAE
BEY D fcsd. LAN EITHED RADVD BB T /1A AD B BIEEIC KSR LTI,
Jo—2@EHE T D MTU (Maximum Transmission Unit) B%)L—4ZIC K> TEEER I NS LANRDTRNTD./ — RICRE
LE9, #¥HAEIX 1500 TT,
TOMEIFRAICEELTEY A VETI—ADT I+ IV M—2ELTTDIV—2DERMEERLE T, FIHHEIE 3600 (F))
TYo TDEHERTTBE. FLL RADVD STEHAKRR b ETDIL—2ETITONZHELDH Y £,
lSave Settings] R2>&V 1) v o LTRENBEZRESLCBEALET,

Advertise Interval

RA Flags

Router Preference

MTU

Router Lifetime

29
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BHDTL 710y

ADVANCED > IPv6 > IPv6 LAN > Advertisement Prefixes X = 1—
TR IA—FILBHDBIEREINS IPVv6 LT v I ABERELE T,

=B E RGBT L 74 v I RERET DI ET BIV—RIEAT— ML RAT RLUABFREDRITHEERA MIESER I ENTEET,
Jb—23@HIE. Neighbor ZRE L. IV—2ERBLCU VT EICTRA MRS BHDESIHERET BT TRV b TL T4 v 7 ADU R MBI EFT,
EE=1| Afsssn BT B shlcid ADVANCED > IPv6 > IPv6 LAN > Router Advertisement 0 TRADVD] EIE ¢ RADVD Status] % [Enable) (B
) T BREHBHYET,
EMTLT 1w ADER
1. ADVANCED > IPv6 > IPv6 LAN > Advertisement Prefixes DJBICA —a1—&% 7 ) v o L. UTFOEEEERRLET,

o [~ IR

Application Rules »

Website Filter » || ADVERTISEMENT PREFIXES

rLoGouT J| The router advertisements

configured with advertisement
E z prefixes allow this router to
Firewall Setting... » This page allows user to configure IPv6 prefixes which will be used while advertisement. iy fRidts pewtoe

Wireless Settings » stateless add.r@
List of Prefixes to Advertise autoconfiguration. Router

" p—— advertisements contain a list of
vanced Network... » 1PV6 Prefix IPV6 Prefix Length subnet prefixes that allow the
B router to determine neighbors
Routing 4 = BT = and whether the host is on the
Edit | |_Delete | | Add | same link as the router.
Certificates
IPIMAC Binding
IPvé [»
Switch Settings
Intei® AMT
Package Manager

4-10  ADVERTISEMENT PREFIXES &l

2. [Add) AE>&EZ Uy LCUTOBEERRLET,

oo [T o T T T
Application Rules 3 Helpful Hints...
ADVERTISEMENT PREFIXES The router advertisements
Wihx: Faes F configured with advertisement
Firewall Setting... 3 This page allows user to configure a new IPv6 advertise prefix. ﬁg:;ﬁ djwﬁi;ﬁoz]

N . i stateless address
Wireless Setlings » | Save Settings || Don't Save Settings | autoconfiguration. Router

advertisements contain a list of

Advanced Network... » subnet prefixes that allow the
_ Advertise Prefixes Configuration router to determine neighbors
Routing 3

and whether the host is on the:

1Pv6 Prefix Type: _éto4 T same link as the router.
Certificates

SLA ID: i
IPIMAC Binding

o b 1PV6 Prefix: |

[ — 1Pv6 Prefix Length: [
Intel® AMT Prefix Lifetime: | {Seconds)
Package Manager

4-11  ADVERTISEMENT PREFIXES i - 3810

=BT DT LT 4 v I RFT TV a3V BRBET HTENTEXT, ¢

1HE Bils
IPv6 Prefix Type RARDIPVE to IPv4 b RIVERBERICH R— T Aedlcid, Tetod] FL 71 v I Xa24A4 TH#EIRLET, [Global/Local/
ISATAP) HZIRT BE. /— DTN TDIPV6 )v—T 4 VI A T a v EYR— T BTENTEET,

SLAID SLA ID (Site-Level Aggregation Identifier) &, T6to4] FL 74 v I X2 A THEIRENIIEEICHBT 5T EHNTEEXT,
TV — 2 BHNTEREINDIL—ZDIANA VR TT—ADA VR TT—RID £EFTBHNETY,

IPv6 Prefix [Global/Local/ISATAP) L7 « v o REFBAT 2HE. COMIERIV—2DNBHT S IPv6 Xy FT—0ZEEHT HcbIcfE
AENET,

IPv6 Prefix Length | ZDf&El&. [Global/Local/ISATAP) L7 1 w7 R EFERT 5HE. 7 FLADRY MT— V80 %EER T Skt LTz IPve 7
FLADBRIDOE Y MERTHETT, THUEEE 64 T,

Prefix Lifetime THUFERT S/ — FhBHIEN L T4 v O REFERTESHE B) 2EEXLE T, IPv4 Ry FT—20ICHF% DHCP
=R B2 A LITTNET,

IPV6 BN L 7 1 v 7 A%ERER. [Save Settings] K227 1) w7 LTCRERNBEFRESLIOCERLET.
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DHCPv6 V=RV 547k
ADVANCED > IPv6 > IPv6 LAN > IPv6 Leased Clients X = 1 —
LAN DHCPv6 tF—/\|TH5t 9 % DHCPV6 7 54 7> b HE KU —ALTWS DHCPv6 —/\EHRRLE T,

1. ADVANCED > IPv6 > IPv6 LAN > IPv6 Leased Clients DJBIc A =2 —%2 1) w7 L. UTFOBEEmERRLET,

Advanced Network... »
1P Address DUID IATD

Cerlificates

IPMAC Binding

S/ | v DTN s |

Application Rules » Helpful Hints...

Website Filter

1 » S 1
DHCPV6 LEASED CLIENTS 1LoGouT [| addresses, this table will show
Firewall Setting » the list of‘DHCPvG dients for the
This table dizplays the list of DHCPvE clients connected to the LAN DHCPYE Server and to whom DHCPE Server has given leases. HAREL ECH LEK B0 Seawer.
Wireless Seflings 3 e
»
[

1
1
IPvE
Swilch Settings

Intel® AMT
Package Manager

If the LAN is serving DHCPVE

DHCPv6 Leased Clients(LAN)

B14-12 DHCP U—RUSA4 7> bEHE

2. UTOEEEXRRLET,

HE

58

IP Address

DHCP H#—/\D IP 7 FLATY,

DUID

DUDZFRRLET, FDHCP V547> b&EH—/NTIE DUID BB U F T, DHCP H—/\IE. BE/NFA—2DFIRABICT S
ATV N EBRTBIeD. 7747 b ERITIA LBHET 276 DUID ZEALET ., DHCP 754 7> M. F—/\HHFE
TNBREDN B DA v L=V DY —/N\ERFETSHDICDUD ZERLET,

IAID

T4 T7 Y HEERLC IA DFERITF. ZIAIIZIADAS Y ET, Thid TDI ST MBI 2 IAD2 IAID TEBE
BHEDITERENE T,

31
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VLAN 58

Jb—21E. VLAN ZERT 2T & T LAN RICHBELTRIER Y b T —V ZBRTEX T, VLIANBRFCERLIEY IRy bT—JICBET AL DI
LAN 7I\A RAZERECEE T, WBR— D5 (N) DS T4 v E—BRD LAN D SRBECES L DI, EHD VLAN ID & LAN R— MW HT
BTENTEET, VAN 70 )bR U VTl KRG R Y b T —0I1CHh 2T /A ADTO— FFv X M\ry M EHIRT 50 FICRICTIBE T,
JV—2 D VLAN HR— HZHEMETIE TEnabled) (B%h) (CZ>TWET, BHMODIFE. TVLAN Configuration] X~ 21—, Jb—2 D VLAN H7R—
PEBMCLET, £le. REVIAN EEE T BOHICRDYL T 3 VIcEHFE T, e IREBVIANICKY . 7714704+ —)LIb—ib& VPN R
—lte AT a v ERHELE T,

ZE=T VLAN MEEERET Be0ICid. 7 [Enable VLAN) #BMICT ZRELBY 7,
1. SETUP > VLAN Settings > VLAN Configuration DJEICA Z21—% 7 ) v o L. U TOBEEZRRLET,

DSR-1000N ll.l SETUP | ADVANCED STATUS HELP

Helpful Hints...

VLAN CONFIGURATION The router supports virtual
S i network isolation on the LAN

with the use of VLANs. LAN
devices can be configured to

Network Setfing » | Save Settings | | Don't Save Seitings. | ;efimdi.;::ffﬂr;laida'lﬁﬁm

Wireless Settings » This page allows user to enable/disable VLAN functionality on the router.

DMZ Setup »
VLAN Configuration
VLAN Settings [

Internal Users Data  »

List of available VLANs
External Authentica »

Inter VLAN Routing Captive Portal

VPN Setlings b

I Disabled Disabled
USB Settings 3
Captive Portal » d | Delste | |

4-13  Enable VLAN EImE

Enable VLAN

2. [EnableVLAN] ZF v o LT, VIAN EBMITLE T, FHHMETIE. LAN v T —72 & Default VLAN ICFRB L X J
Z T TIEERE VLAN O X ~OF R, VLAN OB, fREFIFHIREITVOE T,

Thons7 oY avid. LTD®Y TY,

EE EA
Edit BIRLIVIANI Y FUESRELET,
Delete BHRLIZVIAN T MU EHIBRLET,
Add FLWLWVIAN T M UBMLET,

VLAN A 2Ny T 0%
1. TAdd) RE2>Z=7 Uy LTUTOBERZRTLET,

DSR-1000N // | SETUP ADVANCED STATUS
itemet Sotings

Helpful Hints—.

Enter Name and ID and save the
settings. Make sure that the ID
provided is unigue. Once the

Wireless Seftings This page allows user to enable/dizable VLAN support on the LAN. i tiregs ke s s el
- e SR — the List of Available
Network Setfing... | Save Settings | | Don't Save Settings | VIANSs where you can f
ouz seus B e
VLAN Configuration

VLAN Settings
Name: Default

Intenal Users Data  p
ID: 3k
External Authenfica » 5 _
Inter VLAN Routing Enable: 7]
NS k Captive Portal: ) Disable @ Enable

USB Setlings 3
Captive Portal Config

Captive Porial 3
Authentication Server: ® |ocal User Database ©0 Radius Server LDAP Server

Active Directory NT Domain POP3

Authentication Type: PAP A
Captive Portal Profile: default ¥ | Create a Profile
Redirect Type: & HTTP HTTPS

4-14  LANN\OD VLAN * >/ FDEM
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2. VIAN ANV IV MU ERELEY,
EH | EE
VLAN Configuration
Name VLAN BZIEELE T,
ID VLAN ID{& (2-4093) A#8ELEd, VLANID 11&T 74/ ;b VLAN IEFHEINTH Y. ThlE1 27 1 —RUT2E

T227E L7 L—LIERENET,

Inter VLAN Routing Enable

BHICT BT EICEDT. TOVLAN ID ICHTET B LAN KRR FHSD b5 7 1w & Tinter VLAN Routing] HE%)
THBHPDEEZEH VLANID [TEENE T,

Captive Portal

VLAN T &+ + 77« TR—%2)U% [Enable) (B%h) / [Disable] (&
Portal Config] €72 3 VADRIBEZRE CEET,

) ICLET, BMCT BEFTRENS [Captive

Captive Portal Config

Authentication Server

TDVLAN THIBTESR I —/\ZRRLET, TOVIANDF+ I TR—2)IcOF 4> TEHITNTDIL—
WEOBIRLTe— N\ EBLTERAISNE T, [Captive Portal ) MBI TH BIBEICTENT AA T a VERRENE T,
FFBRIAEAREREE Y —/ \ : Local User Database. Radius Server, LDAP Server, Active Directory. NT Domain g & U POP3

Authentication Type

DLDJ—.EbL_/\ Z lRadius Server] %%?R L/fg [ OryN Kﬂ'j/a /%;Q;‘ET%%TO ﬁ’?f]@muﬁ@(j X PAP/
CHAP/MS-CHAP/MS-CHAPV2 TY,

Captive Portal Profile BWEF Y T Ta T R—2)0004 7077 AIVD X M EaRRLET, FARBEZTO7 77OV TNE D
VLAN TEBBCEE Y,
Create a Profile FLWF Yy T TR—2)0a04>7a7 70 IVEERT BfcdD ) >0 TY, T ET Iy ITDE

LLag>7a7 7 1)V alEld 2X—INBBLE T,

Redirect Type

FvTTATR=ZINBTAINR=IDIEA LT 3224 TE/ELE Y, HTTP Kfcld HTTPS DLZFhh &3
RLET,

FRE. [Save Settings) RZ V&V wo LTH

ERNBERESIUBERLET,

K— T VLAN ZB8E(31+ %

VLAN ID ZRFDRFED LAN R—

PEBLTINTD ST 4y TR T[T ET B1ebITiE UBR— MIC VLAN ZBEEMIT 2 &N TEET,

SETUP > VLAN Settings > Port VLAN X Z 21—

—hVIAN ZRES DT EDNTEET, I—HIIR—

PEEIRL. VLANICZNOSZEEBMT 5 EDTEFT,

1. SETUP > VLAN Settings > Port VLAN OJIE( ‘7< —a—%7Uv7 L. LFOEEZRR Li@'

TPORT VLANs JR—|TId LAN SR LAN D VLAN A > /32y D70/ T 4 BRENE T, VLAN R—

B}

'\ B AEN

Internet Settings »

Wireless Settings

DSR-1000N tz.

SETUP AD\FANCED TCDI_S

In order to tag all traffic through
a spedfic LAN port with a VLAN
1D, you can assodate a VLAN to
a physical port. The VLAN Port

Network Satting...

DMZ Setup
WLAN Settings
Intemal Users Data  »
External Authentica »

VPN Settings

PORT VLANS
This page allows wser to configure the port VLANS. & user can choose ports and can add them into a VLAN,
Porl VLANs

table displays the port identifier,
the mode setting for that port
and VLAN membership

USB Settings

Captive Portal

Port Name Mode PVID VLAN Membership information. Go to the Available

VLAN page to configure a VLAN

Port 1 Access 1 i membership that can then be
assocated with a port

Port 2 Access i 1

Port 3 Access 1 =

Port 4 Access 4 1

\. Edii |
Wireless VLANs
S5ID Mode PVID VLAN Membership
DSR-1000M 1 Afcess 1 = |

] 4-15

R—FVLANDU X

b F— Tl K— b OBRIF K— FDE—

BLUVLAN X\ TERERTLE T,

MWireless VLANS] +% 2/ 3 /&, DSR-1000N ICD3HHS LTLE T,

VLAN R—

T —TIVDIRE

33
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1. 4 DDYFER—

b FIEBELRLTVERARA Y S5 1 DERERL T, TR R2>&27 v o Ll UTFOBEREZRTLET,

DSR-1000N

YLAN Settings [

Infemal Users Data  » 3 7

il | oGaneet |

| | ADVANCED STATUS

VLAN CONFIGURATION LOGOUT
This page allows user to configure the port VLAN.

VLAN Configuration

HELP

Helpful Hints._.

The VLAN mode is an important
setting to determine how VLAN
traffic is passed through the
router. In Access mode the port
is @ member of a single VLAN
(and only one). In Trunk mode
all data going into and out of
the port is tagged, and untagged
coming into the port is not
forwarded, except for the
default VLAN with PYID=1,
which is untagged. In General
maode, the port sends and
receives data that is tagged or
untagged with a VLAN ID.

Port 1

| Access ¥

VLAN Membership Configuration
VLAN Membership: il
|

| | Cancei |

Apply

UNIFIED SERVICES ROUTER

X 4-16

R— D VLAN A N2y TDRRE

2. RER—VRIUTOREAS TV I VERBLET, ¢

s

B

VLAN Configuration

Mode

VLAN DE— FlZ. General. Access. F7zld Trunk T9, #FIHAEIL [Access] T,

« General
R— MEI—HEIRATEEE VLAN £y DA VNITEDTEDTEEY, R— MEVIAN ID ZFH D2 IS EXIE2 YT
HLT—2EXRELET, R—MDT—2Hh 205 L THDEEEEHDPVID ZZNUCBDHTET, FIAIE R—
b 3HPVID 3ZFD [General] R—FTHBHE. R—b3D2IELT—ZITIEPVID3AEWHTONET, BL
PVID ZFDR— A SEEEINEINTDRIGET—2HS2THBBMUATNE T, Thidk. BE. 2DD1—HxRy
FR—FEEDIPEFEICERINDE—RTY, BEHLSIV—BFDAA Y FR— MIKZT—REZ2IRHTENET, #
BT AT I\A AN SEBEAEBT 57 —RE2ITHMIATNET,

+ Access
R— MEIBE—DVLAN DA VINTT, R—MCANT B, FeR— HOSHANTEIRTDT 20205 LEBRVET,
TICAE—ROR—FERATZ ST 10y ZIEMOITRXTDA—H Ry b T L—AITBELTVET,

« Trunk
R— MEI—YHNEIRETRERR VLAN DAV NICBEB T EDTEE Y, R— MIANEINS, £loR— b SEATNDT
NCDT =2 THFENET T, R—MIANTB2IGLT—2E. R—FPVID=1 28 D7 7+ /U M VLAN ZFRE
BRENT. 27 LEGVET, MR- NI BICYRY >0 FOBKVLIAN ICHT S ST 0 v &5 ZEL
£9,

PVID

[General] £— FABREINBZIZEICR— D PVID ZFRLE T,

VLAN Membership Configuration

VLAN Membership

SRE LTz VLAN A 2\ TFIER— D TVLAN Membership | BREICERREINE T, H OV EDDVLIAN A\ TH T3
% [General] Ffzld Mrunk) R— MIBRT 2T EICK 2T BIRENFEVIAN XNy FIDBIC M S 70 v 7 &RE
TRBENTEEXT,

3. F=Ek. TApplyl R22%D Uy LTRENBEZRESSUBRLET.
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TIVFVLAN B TRy b
SETUP > VLAN Settings > Multiple VLAN Subnets X — 1 —
CZIRBHERIVFVIANDOT T2y OV b ERRLET., el JIVF VAN ZIRET B ELTEFT,

BIREZH VAN DD LAN DY TRy MCE#HS Y TTEET, FLANR—MEEBDIP 7 FLRAZRIN HTEHIENTE,

ARITIP 7 FLAY—=RZE) BT BIC VLAN F8ED DHCP T —/\ERETEE T,

1.

K-

1.

SETUP > VLAN Settings > Multiple VLAN Subnets DJEICA Z2—%7 v/ L. A TFTOBEEZRRLET,

VLAN Seftings [+

ADVANCED TOOLS

MULTI VLAN SUBNETS

Thiz page shows 3 list of available multi-vlan subnets, User can even adit the multi-Wans from this pags.

Helpful Hints...

Each VLAN can be assigned a
unique TP address and subnet
mask for the virtually isolated
network. Unless inter- VLAN

MULTI VLAN SUBNET List
IP Address

Subnet Mask
1 192.168:1,100 255.255.255.0

192,168.2,1 255.255.255.0

routing is enabled, the VLAN
subnet will determine the
metwork addresses on the LAN
that can communicate to devices
that correspond to this VLAN.

!- Edit |

K 4-17 <JIVFVIANHTZw b Xk

k VLAN EDEE

WETHVIANEZF TV LT [Rdit) RavzEs )y o L. UTFOEEERRLET,

Intemet Settings 4

Wireless Seftings 3
Network Seffing -
VLAN Settings [

DSR-1000N // |

SETUP

MULTI VLAN SUBNET CONFIG
This page shows the list of available multiple WVLAN subnets.

| Save Settings | | Don't Seve Settings |

MULTI VLAN SUBNET

Vian ID: 10

1P Address: [1s2.

Subnet Mask:

DHCP Mode: | DHCP Server ¥ |

Domain Name: |DLink
Starting IP Address: |192.168.2.100
Ending IP Address; [182.168:2.254
Primary DNS Server (Optional):

Secondary DNS Server (Optional):
Default Gateway: |192.188.2.1

Lease Time: .’14 | [Hours}

T —

Enable DNS Proxy: %]

Relay Gateway:

418 <JVFVLAN B TXw

[ s | wes | s |

Helpful Hints__.

By default, when you add a new
VLAN, it is assigned an IP
address of 192.168.2.1 with
subnet-mask 255.255.255.0, the
next added one is assigned
192.168.3.1 and =0 on. You can
change the assigned IP address,
subnet mask and many other
options here. The only non-
editable field in VLAN ID.

TDVLAN D7 /N
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2. UT0OEEZANLET,

HE | 98
MULTI VLAN SUBNET
Vian ID BLCH T Xy MERICH BT RTDA/NT /A Z%&FFD VLAN D PVID,
IP Address ZDOVIANIDDLANIP 7 RLRZASLET,
Subnet Mask ERDIPT7 LAY TRy FRY
DHCP
ZDVLAN R TCP/IP E&REZE AV INTINA RICEIWETBESICLET,
DHCP Mode - None - VLAN EQOAYE1—42M0RET 4 v IPT7 RLATREENTWAIEE. £12ldBID DHCP H—/\&ERT %

SOICHREEINTVEIZEITEIRLE T,
« DHCPRelay- U L—7—hD A 1ERZANDLET,
« DHCP Server-DHCP H—/N& L UV—2%ZEALET., CDHE. UTDERERELET,
Starting IP Address IP7 RLREBRAICBITARTDIP 7 FLAZEANILET, TO7 FLAEKRTIP7 FLADED IP 77 KL XIE VLAN I
BMTHEDFHFLWDHCP 7 547> MBIV ETONE T,

BIfAHS S UMET DHCP 7 KL RKE. ETRE L VAN DIP 7 KLRERL Ry FT—5 ) BB NETT,

Ending IP Address LAN RRX MU =X G257 FLRABEERICBIT2REBDIP 7 FLAZATILET, BHRIP 7 FLAXETDIP T KL ARED
IP7 RLRIZVLAN (CBMT B EDH LWLDHCP 75147 > M EIW HTENE T,

Bt S UHET DHCP 7 KL RIS, ETRELEVIAND P 7 KLRERIL Ry kT—2 ) KBBNETT,
Primary DNS Server TSARUDNSH—/I\DIPT7 FLREANDLET, (F T 3Y)
Secondary DNS Server | 74> 41 DNSH#—/NIP 7 RLREAADLEY, (A7 3>)

Default Gateway TIAINF— I TADT7 RLAZERELE T, TOVLIANIZEMT BFHLWDHCP 754 7> Mk, 774V b —
FoTAELTTODT RLAMISEENE T,

Lease Time P7ZRLABYZ AT M) —RENBHRE B #ELET,

Relay Gateway TF—=rOxzAT7 RLAZEANDLEY, Zhld. DHCP JL—H DHCP BE— RIGBIRENTWBIBEICT DT> 3 TA

BLEENDHE—DRE/NTA—RTT,

LAN Proxy
Enable DNS Proxy CDORYIRZEFTYVI LT, TOVLANDDNS 7OF 2 HZB/MLET,

3. FRE%. [Save Settings] RZ>V&E7 1) vy LTRENREFRESSIOBRLET,

DMZ 557

RI—ZIE AV Z)DWAN A =ty bR— FERISERDDMZ R— b ELTYER— MDD 1 DERETBHTEDNTEELY, DMZIF/NT Uy
DIFH—=TVENTEITH. 7747 74— IVDBRICHZ T TRy N T—0 T, DMZ ETA2—% v MCBEETBFEDT—EX /R—
AN ICEHEEEENESIT. DMZ A LAN ICEF 2 )70 DL AYEBMLE T, 1 >2—% v b (Web £l EA—)LT—/\V5E) ICEHET S
WEDHBDRA N TZ DMZ Ry b T —71BLL T E=2BNDLET, 77477 4+—ILIL—IVTIE LAN £fzld WAN O HS DMZ (TR LT
BEDY—EX/R— DTV REZHATEHIEHNTEELT, DMZ / — ROENDITHT 2HELNH 2556, LAN EERRICHEEES TP T
EVSDHIFTIFHY £H A,
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DMZ R— F DE&E
SETUP > DMZ Setup > DMZ Setup Configuration X~ 1—
DMZ ZBMICLE T,

DMZIFLAN LT B KU T 7 AT+ —IVHIRDDEWR Y b T—0TF, 2OV —UIE KRR Y —/NTERENTORA MY —/NNT )y
TT I CREEZBDTENTEET,

DMZEBEI LANREELRFETT, TDT—FITITADLANA VR T T—RMGEETNZIP 7 FLRAERUICT BT EIETEEEA, LHL. *
NZPRE. DMZ R—MIBIWHETOND IP T FLAEIEY TRy MMCHIBRIZH Y Ao

DMZ R— FEERET BTzslTik. SETUP > Internet Settings > Configurable Port EE ¢ Configurable Port Status| (JL—42 DFXERTRE
R—F) & IDMZ] ICLET,

1. SETUP > Internet Settings > Configurable Port DIBIC A Z21—% 27w o L. ULTFOEEZFRRLE T,

ST/ TR oo oo war

Helpful Hints...
o CONFIGURABLE PORT LogouT || The router allows you to
- for this port to be eithera
Wireless Settings » This page allows you to configure the Port & of the your router to either WANZ or DMZ. Foehiar NG 5 e

> = - . 1 Ethernet WAN port. To configure
Network Setting... » | Save Settings | | Don't Save Settings | WAN2 settings, the configurable
DMZ Setup . port must be set to WAN.
Configurable Port Status far
VLAN Settings (3
WAN:
Internal Users Data  »
DMZ: .
External Authentica »
VPN Settings 3
USB Setfings k

4-19  CONFIGURABLE PORT ElH&

[Configurable Port Status| ()L —% DERFERAERAR— ) %& [DMZ] I LT ISave Settings] R2 > %7 1) v 7 LTRENBERES S OBEALE T,

2, SETUP > DMZ Setup > DMZ Setup Configuration DEICAZ 21— v o L, LTFOEERZRRILET,

DSR-1000N lz.l SETUP | ADVANCED STATUS HELP
Helpful Hints...
Internet Settings » || DMZ SETUP

LosouT | DMZ setup is similar to the LAN
Wireless Settings 3 The De-Militarized Zone (DMZ) is a network which, when compared to the LAN, has fewer firewall restrictions, by default. This zone can

TCP/IP options. The network
subnet for the DMZ can be

b= us=d to host servers and give public access to them. ?iffereﬁ'lt ffmt*ﬁLAN;ﬂbﬂ;
Network Seffing...  p irewall/VPN polides can
| sSave Settings | | Don’t Save Settings | customized for the DMZ. The

DMZ is typically used for network
DMZ Setup [ devices that you wish to expose

to the intemnet, such as FTP.
VLAN Seftings » || DMZ Port Setup n‘:au s:\.:: =t
Internal Users Data  » IP Address: _17'2.-1';‘-;3 00.254 | 1
External Authentica Subnet Mask: [255.255255.0

VPN Settings 3
DHCP for DMZ Connected Computers
USB Settings 3

DHCP Mode: | DHCP Server v |
Captive Portal 3 R

Starting 1P Address: 172.17.100.100

Ending IP Address: 172.17.100.253

Primary DNS Server:

Secondary DNS Server:

Default Gateway: _1'.7'2.1-7. 100.254

WINS Server:

Lease Time: |24

Relay Gateway: ]—"

DMZ Proxy
Enable DNS Proxy:

4-20 DMZEE
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3. UTOEEZANLET,

HE | Eriz
DMZ Port Setup
IP Address JV—BZDDMZLANIP 7 RLAZEAHLETY,
Subnet Mask ERBOIPTRLADY TZ Y FAY,

DHCP for DMZ Connected Computers

SOICHREEINTVWBIBEIGERLE T,
« DHCPRelay- Y L—7—hD A EREZANDLET,
« DHCP Server - DHCP #—/\& L OV —2 & AT H1eHIOER L TUTDIEREZRELE T,

DHCP Mode - None-DMZ EDOAVE1—ZDBAZT A4 v 7 IPT RUATHREEINTWVWBIHE. £/IERID DHCP H—/\&{FERT 5

Starting IP Address DMZLAN RA MU —RF 27 FLABRICE T SRIIDIP 7 FLAZANLET,

Ending IP Address DMZLAN FRA BT —RF 27 FLABEICHITE2REDIP 7 FLAZ AN LET,

Primary DNS Server TZARYDNS H—\DIP 7 RLREASILET,

Secondary DNS Server | 24> 4 1) DNSH—/NIP 7 RLREAHLET,

@ DHCP EREHEFHET %A, IV—2IE DHCPERETWINS F—/\D IP 7 FLAZEZHE T,

WINS Server WINS H—/XD IP 7 KL R (#7273 2), WINS (Windows Internet Naming Service) I&. DNS ' —/\DEETIH. KA
b EDERDTZHIC NetBIOS 7O F L EMBALET, XY bT—IH Windows \—XD A1 —Z2 I SEmME
NT. AFEERITWINS —/\DEREZHLT 2IFE. WINSH—/\XDIP 7 RLRXZASILET, DHCP 725147 > MH 5

BLENBHE—DRE/NTA—ZTT,

Default Gateway TIAIWNT— b IADT7 FLRAZEELE T, DMZICBMT 2HLWNDHCP 7 547> Mld 774V T —bh DT
1ELTZO7 FLAMISENE T,

Lease Time P7 RLABI A7 M) —XENZHAE (B) ZIEELET,

Relay Gateway F=bOIAT7 RLRAZEANLET, ThlE. DHCP U L—H DHCP £— FIGEIREN TV ABEICIDEY > 3 > TiL

DMZ Proxy

lcZNSDEREZEELET,

Enable DNS Proxy TORY I REFTYvI LT, TODMZODNS FOFH2EMCLET, TOBENEMEIHZE. IL—2IE IXXTD
DNS ERICHdT 27O+ & LTEEL. WANBRER—ITHREINSDLDIT) ISPODNS H—/NE@BELET, T
DDHCP 7 247> FHDNS 7OAFVHIELTWBIP (DFEW. RV TRDDMZIP) (LZF 2724 /A&
DNSIPARELE T, EMTEINDE. IRXTDDHCP /547> FADNS FOF ¥ IP 7 KL XEBRWLZ ISP D DNS IP
TRLZAEZELET, COEEE TBEIO— /LA —/\] E— FOBEIKFITEF T, HIZIE. SEHEAD DNS -1
BREBZHBE. UV VBEICKY DNSY—/IN\DT7 VL AHRAREICEDHE LNETA. LH L. DNS TOFIHER
ThdE VATV MIBREIN—ZICT BT ENTEET, THIT IW—RIFIEBITT 7 7« T75HEEGED DNS F—/3

4, T [SaveSettings] R2>%&7 vy LTRENBERESLOBERLET,

DMZ DHCP 5% IP
SETUP > DMZ Setup > DMZ DHCP Reserved IPs X — 1 —
DHCP #—/\BREDZODICA R T 4 v JITFHENS IP 7 FLAERELE T,

DHCP D" DMZ TEM TH BBE. DMZ TINAZADRAL IP 7 RLREWDERETED L DICT BedITlE. DMZ 7734 XD MAC 77

Z95IP7 FLAICEN HTET,

1. SETUP > DMZ Setup > DMZ DHCP Reserved IPs DJEICA Z2—%R 7 v L. LTFOEEEZFRRLE T,

o I T

» Helpful Hints._.
»

Internet Settings In order to ensure certain DMZ
DHCP RESERVED IPS (DMZ) devices always receive the same

Wireless Seflings 3 .r:mblai the DE;C:.:; the
This page allows user to configure the reserved IP Addrasses for the DHCP Server configuration, DMZ device's MAC a"ﬁ, toa

Network Setfing... » preferred IP address. This IP

DMZ Setup || DHCP Reserved IPs (DMZ) address will only be assigned to

the matching MAC address.

1P Address MAC Address
172:17,100,101 14:Ferb5:e6:8a:b5
EBdip | [iRetRler | heidde )

4-21 DHCP M IP U X hEimE (DMZ)

FL R =%

DMZ R— b ERET B1z8lTik. SETUP > Internet Settings > Configurable Port EIE T Configurable Port Status| (JL—42 DEXERTRE

— M) 7& DMZ] | Li‘i

AR BEAERY % fzélcid SETUP > DMZ Setup > DMZ Setup Configuration T IDHCP Mode] % TDHCP Server| |Z9 B2AELH Y £,



Y hT—UDERE

AE2T 1y IPDEE
1. TAdd] RE>&E27 Uy LT TOEEZFRRLET,

DSR-1000N // | SETUP ADVANCED TOOLS

Internet Settings

Helpful Hints...

DHCP RESERVED IPS (DMZ) Logout || If you reserve an IP Address for
a particular MAC Address, DSR
. : will ensure that your MAC

This page allowes user to configure reserved IP Addresses for the DHCP server, Address gets same TP Address

| Save Settings | | Don't Save Settings | everytime it asks for a lease.

Wireless Seffings

DMZ Setup

13
{3
Network Setfing... (3
>
7 DHCP Reserved IPs for DMZ

VLAN Seftings

1P Address:
Internal Users Data  p -
External Authentica » MAL prdress: *
VPN Setlings »

USB Setlings »
Captive Portal 3

K 4-22 R274v7IPDEM (DMZ)

2. LITOEBEEANLETY,
5 Bz
IP Address DHCP H—/\H\"FH T HHRA D DMZIP 77 KL R,
MAC Address FNHDMZ LICHBHBEITIE. FHREINZIP T FLAHDBIWE TSNS MACT RL X,

3. FREH. lSaveSettings] REZVAET 1wy LTRENBERESLCEARALEY,

DMZDHCP Y—RI 547 b+
SETUP > DMZ Setup > DMZ DHCP Leased Clients X =1 —
DMZ DHCP —/\IC#B#T 9 % DHCP 7 514 7> b B KU ED DHCP =/ I\H ) — XL TWAHhERRLE T,

1. SETUP > DMZ Setup > DMZ DHCP Leased Clients |EIC A Z2—& 7 v o L. LTFOE@EZFRRLE T,

DSR-1000N ‘z. SETUP | ADVANCED STATUS HELP
Helpful Hints...
i DHCP LEASED CLIENTS (DMZ] Locout | If the LAN is serving DHCP
SsEms (oM2) addresses, this table will show
Wireless Settings 4

. . : - the list of DHCP dlients for the
This table displays the list of DHCP clients connected to the DMZ DHCP Server and to whom DHCP Server has given leases, router's DMZ DHCP s
MNetwork Seffing b

DMZ Setup [

VLAN Settings 4
Internal Users Data  p
External Authentica p

DHCP LEASED CLIENTS (DMZ)

1P Address MAC Address

VPN Setlings 3
»

USB Setlings

4-23 DHCP ¥ IP U X hEE (DMZ)

AHEBER Y BTz Ii& SETUP > DMZ > DMZ Setup Configuration T I'DHCP Mode % [DHCP Server| (C9 248 HH Y £,
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UPnP %%

ADVANCED > Advanced Network > UPnP X =1 —
REURD UPnP i#RE 2 REL T T,

UPnP (Universal Plug and Play) &, IL—2EBETER XY b T—0 EDTNA A%BHE L. BEREETOMETT, 2y b T—0F /1N
UPnPICiEHIEND & Ry b T—0 TNARBRBRT S b 70 v o070 VBICRPEZIENR— b EF—TF U TEHCERTEET,

UPnP ZERNICT B & LAN (KTcld. BITEHDWLTNOD VLAN) (£52 UPNP ZHR— T 27 /1A RZRET DL DITIV—RZERET DL
DTCEET, BNCT 2L IV—2ETNA ROBEFREEHATLE A,

1. ADVANCED > Advanced Network > UPnP JEIC A Z1—% 27 v L. LUTOEEZZRRLE T,

B/ | - DTN s | o |

Application Rules  » a Helpful Hints...
Please enzble UPnP to refresh UPRP Portmap Table.

\ UPnP is useful for auto-
e oo o i

5 where internal fexternal ports for
Firewall Setfing... 4 the traffic protocol required by a

UPnP (Universal Plug and Flay) is 2 feature that allows for automatic discovery of devices that can communicate with this security T S T e

Wireless Setlings » appliance opened without user
Advanced Network .. [» i. Save éettings -| | “Dnn't -Save Setimgs -\ ?;ughat;?em:rz:ﬂ:m

devices that respond to the
router’s advertisements, and

Routing »
uPnP Enable

Cerfificates cati

Do you want to enable UPnP? Forwarding) rules to be
IPMAC Binding . configured.

Advertisement Period: 1800 {{In Secs))
Swilch Settings :

Advertisement Time To Live: 53 {{Zn Hops}}
Intel® AMT
Package Manager UPnP Port map Table

Active Protocol Int. Port Ext. Port
[[Refresh |
4-24  UPnP &&&E
2. UPnP AEBET BIOHITITUATDREZITVET,
EE | 97
UPnP Enable
Do you want to enable UPnP? | UPnP ZBZICT 2IBAICF T v 7 LE T,
LAN REITH C T LAN 28 £ 2I338E LIz VLAN J)b— T UPNP ZBMICLE T, B VLANIELAN 4> 27 21—
AUCF D> TAZA—ICRREINET,
Advertisement Period IW—=ahHhzxy bT—7 EICUPNPIERE 7 O— FF v A N 2BETT, AEWMBIERY FT—V ST 0 v i AR

NRICLETH. HTLWLWUPNP 7 INA RERY T —0 CREY BRICBIEEZ LS5 LET,

Advertisement Time to Live | ZHUEE UPNP /7y bDRy FTRIBENE T, Flew /Ty MHABEESNZEIUEE TES ATy THTT, /h
TUMEIZUPNP 70— RF v X MEFAZEFHIBRELE T, THHED 4 1EX 1y FEHADEWNR Y FT—2 TIE—RRIVEE
BT,

UPnP Port map Table
UPnP R— by 7 —TIUCIE b —2BRICISE T % UPnP 7/\1 ADFEMAH B ) £ 97, A& DSRIV—ZITH L T TFDIBROAFRRENE T,

Active Yes / No (£ a B LTz UPNP 731 ADR— bARET IV T4 T THBHESHERLET,
Protocol TINAZAPMERLTWAS Ry bT—2 70O k)b (HTTP, FTP %5 &),

Int. Port (Internal Port) (& LHNIE) UPPP LK > TH— TV ENTEHEBR— ks

Ext. Port (External Port) (& LHNE) UPPP LK > TH =TV ENTEANEBR— b,

IP Address KIL—ZHMEE LT UPRP 734 2D IP 7 KL A,

lRefresh] &2 w7 LT, R—bvTT7—T)VZEH L. HLLUPP T/\A XERRLET,

3. FE#. [SaveSettings] R2>&EV vy LTRERNBERESLCEBLET,



XY NT—TDRE

¥y TT4TKR—=2IV
FyTTraTR=21bEVva>

SETUP > Captive Portal > Captive Portal Sessions X —1—

LAN 2—H(£ DSRITK B Web DR—ZJVERAIZRRA L TA YV 2—2Y M7 VAT BT ENTEE T, Ffew Fv T7 0 TR—2IUE. Z42
A LEREEEMEN., I—TH Web 77 L ADTz&HIC HTTP BRERZRIB L TH. LAN T—EXNDT 7 L AHRENZ N Web AT D F U
ICBENTT, 7747 04— LRV —DTFTlE HTTP 7Vt ADOHICRIZRELTH5I—YEFE LT, — BT 51T OERLTHN
BE. DSRIFERITH LT, A—T&/INRT—RFDANERDET, HTTP 7 U/ A%FHFaI T BF0lc. AV A VEERREA 1—H 7 — 2 X—XAD
RunTimeAuth 1—HEHELE T,

%0 77 1 TR~V LAN 1~ RHICRIBRIAETH Y . DMZ A b TRAIBTEE ths,

1. SETUP > Captive Portal > Captive Portal Sessions |BIc A Z2—% 2 v L. LFOBEEEZRRLET,

DSR-1000N | | ADVANCED STATUS HELP

Helpful Hints....

Internet Settings » |§ CAPTIVE PORTAL SESSIONS wvosour J| Use this page to monitor the
runtime authentication sessions

Wireless Setfings 3 This page displays a list of active run time sessions on your router. that are active on your router.

Mobitork g > List of Captive Portal Sessions

B Sexn i User Name 1P Address MAC Address

VLAN Settings » -
| Disconnest | | Biock MAC |

Internal Users Data  »

External Authentica »

VPN Setlings »

USB Settings 3

Captive Portal >

UNIFIED SERVICES ROUTER

X425 SrEALtvary
W=BDTT7AT IA—IVERBLIET VT« TIEI VA LA VE—3y by aviET—TIVNTRENE T,
INHDOI—HIE, O—AIVERIEABI—F T —2N—RITFEETL TV A Y2 =3y NP7 RAZHATENcOT 1A VAPREER > TWVET,

Disconnect] RZ Ik, DSR DEEBEITHEIR LI —ERET S EHTEEXT, Block MAC) REIE ERMIGEIRLIE 147
VhETOVIURMIBMT R EIWKEY, TDIVIAT Y OBESLUSHEDL Y 3 EFFIELET,
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v T =Y DERFE

FrTT74TR—RIVERE

SETUP > Captive Portal > Captive Portal Setup X =1 —
FvTT 4 TR=RZIVNIRHEDA V2T 1 —XGERNICGGREA TS5 T 520Dt F 21U T4 ANZXLTY, AR—ITlE, /EBHDH AR L
FYITA TR TAT 7V ERRLT. ENMERFTHEIHLERLET,

1. SETUP > Captive Portal > Captive Portal Setup JBIC A Z1—% 7 v L. UTOEERAEFRRLET,

DSR-1000N l!.|

v sws | e

intemetSettings  p || CAPTIVE PORTAL PROFILE e

Enabling Captive Portal will
result in the addition of firewall

Wireless Setlings » Captive Portal is 3 security mechanism to selectively provide authentication en certain intarfaces, You can use this page to manage the pohcia._ This will ha-ip_\pu L

Login Profiles of CaptivePortal authenticate users trying to
Network Settin » ) access intemet. By default,

g... Captive Portal is not enzbled on

DMZ Setup b List of Available Profiles any of the interfaces.
VLAN Setfings » [T Policy Name Status Action g
Internal Users Data  » || 1S default Mot In Use |  Show Preview, |
External Authentica s it | Show Preview |

VPN Setlings 3

USB Settings »
[

Captive Portal

X 4-26 FvTT740TR—ZIVEE

2. UTOBEAEZERTEIIRELET,

EE |

i

List of Available Profiles

v FF 4 TR RIUDENEEE.

cnsnryOo7714IboENE Captive Portal Login) RX— TERRIRE T,

Edit BMLETO7 710V ERELE S, default) 707 7 A JUIEHRETEE A,

Delete BRLETO7 710V ZHBRLE S, [defaulty 707 74 )VEFERFROTOT 7 1 JVISEIRTELE A,
Add FLWTOT7A)VEBNLEY, fFaIENE 707 71 )LOEAEIE [default) ZERWT 5 BT,
Show Preview TOT7AIVHNEIRENZ S R—VD T L1 —AFRLET,




Y T =Y DHRE

FYITT4TR—ZIVREDHRAEZIAX
SETUP > Captive Portal > Customized Captive Portal Setup X =1 —
HAABRARGBF v TT 4 TR=2)OT A NR—IEREERT HTEDNTEETT,

FLLF Y TT7 0 TR=ZIVEERT BTDITIE. BEDRY =25 {7771V EERLE T, 7077 1UEEH LWLy ¥ 3 VICRRE
NAZIVHNIEAREEBLET, oA V22—V FT77CADOHIH—ERATANA AEBETCEDRLDICTSITAvE—ILEREB/ Y
RBEHAZIARTBENTEET,

707 74 IVDEN
lList of Available Profiles] 2> 3>® TAddl REZ>AEZ7 Uy LT TOEEZRRLEY,

DSR-1000N l!.| SETUP

1.

Captive Portal [+

4-27  Captive Portal Setup B - Add

CUSTOMIZED CAPTIVE PORTAL SETUP

| Save Setlings

| [ Don't Save Settings |

TOOLS

Captive Portal Login page is used for authentication on Captive Portal enabled interfaces,

STATUS

LOGOUT

General Details
Profile Name:
Browser Title:

Page Background:

Default AL_"Id
Page Background Color:

Custom Color: (#)

Header Details
Background:

-
'I

Default i\_dd
Header Background Color:

‘Custom Color: (#)
Header Caption:
Caption Font:
Font Size:

Font Color:

Add add

[wnite v ]

(£FDOCF)

| Tahoma
Small ¥ |

(Rea v

Login Details
Login Section Title:
‘Welcome Message:

Error Message:

CAPTIVE PORTAL LOGIN
Pleges Lot

Invalid Useriame/Password

Advertisement Details

Enable Advertisement:

Ad Place:

Ad Content:

Font:
Font Size:

Font Color:

Footer Details
Change Footer Content:
Footer Content:

Footer Font Color:

Helpful Hints...

Captive portal login page display
an be altered by modifying the
settings available here.

2, FATTATR=2IATAUR=ITIEREARG/\TA— L ERET DL TEETEET,
EE | Bie
General Details
Profile Name BT 2707 71 ILAERELE T,

Browser Title

T892 4 MUV ERELET,

Page Background Color

N=—VDERBERELET T,

Custom Color

HAZLERBEEIRLE T, [Page Background Color] T TCustom] HZEIRTDHEANTESLDICHEIET,
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v T =Y DERFE

BE

| Bz

Header Details

N=DDN\Y ZRNERTS DHEERELET,

Background AN AEDDERERELET,
Add FLOEGREEBMLET, COTAT7AIDANY ZA A= L LTABEBRERELET,

Header Background Color

Y A DEREERELE T,

Custom Color

ARZ LAY OB RBEZERL % T, [Header Background Color) Tl Custom &R 5 L ANNTES L DITEVET,

Header Caption

AN ZEDITRTT DT,

Caption Font

RTT DNV EAXFHDT 42 b,

Font Size

RNT DN\YEAXFHNDT > b A X,

Font Color

R’ DNFHDE,

Login Details

N=IDATA VT TENERTT HHEERELET T,

Login Section Title

BIAYRY TADEA )b,

Welcome Message

A—FHPR—=DEBRLUIIGEICRTT 5 A v E—,

Error Message

A—THENOERPAZ AN LIHBBICRTI 2T — A vE—,

Advertisement Details

Enable Advertisement

A7AR=ID@EMEEMCLET, TZTIE. I—i& ICaptive Portal) O7 4 > R—IICRRT BDITHEET
BHAZLAY— | BERERETCEETT,

Ad Place =9 HEMDBFT (Right £zl Left) Z&RLE T,
Ad Content A7A4 > R—VDBHRNBEZHRELE T,

Font KNI BERD T+ b,

Font Size TR BBEBRDO T+ A,

Font Color xnJ HERDE,

Footer Details

N=IDT v ZENERRI 2 EERELET,

Change Footer Content

Ty BEDICERTT DUFINEEET DHBEITFTv I LET,

Footer Content

7y BEDICERTT DXF,

Footer Font Color

xKNIBHTYRDE,

3. [SaveSettings] R2>%& V1) vy LTRENBERESSCBERALET,

Fy T TR=21OTA I R—I DL
1. [List of Available Profiles] 2% 3 >2°C [Show Preview| RZ2>& 71w LET,

2. UFDEDSICAA—IDRRENET,

CAPTIVE PORTAL LOGIN

Please Login!!
User Name: |

Password:

Copyright 2014 D-Link Corparation.

4-28
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VLAN IESBFBF ¥ TT 14 THR—ZIV

SETUP > VLAN Settings > VLAN Configuration X =1 —

Fy I T4 TR—=2IUE R—"RN=XTBEMLET, ¥+ 74 TR—2)VERHLTRED VLAN ILHBRA M EERIT AL DICIRETES
o THUCKY . D VLAN EHEETED LS ICBEDIBRE 757 FEERDR—2IVE LTHREARART BT ENTEELT, TOREN—Y
DROLBEGRT ANY MEFIY —/\ZRIRTHT T, BRUEF v I T4 TR—2IURATA Y 2—3X Y N7V R EHFLETHINTDHI—
H (VLAN RZ b)) BN BIRU e —/ BB TREFENE T,

1. SETUP > VLAN Settings > VLAN Configuration JEICA =1 —%2 v o L&Y,

2. [VLAN CONFIGURATION] EIE T FAdd] RE2>%&2 vy LTUTOBEREZRTLET,

DSR-1000N // SETUP | ADVANCED STATUS
Helpful Hints..
AVATLABLE VLANS LoGour [| Enter Mame and ID and save the
mometsoungs [ AvNitABEVIASS e Skenibeoen

8 2 5 provided is unigque. Once the
Wireless Seftings This page allows user to ensblejdisable VLAN support on the LAN. kb b v s Yl b
= M ———————————————— hown the List of Available
Network Setfing... » | Save Settings | | Don't Save Settings | VLANs where you can further
= add new VLAN(s) or edit/delete

DMZ Setup 4 AR existing VLAN(s).
VLAN Settings > 1

Name: Default
Intemnal Users Data

1D: 38
External Authentica » 5

Inter VLAN Routing Enable: 4
VPN Setti

Captive Portal: () Disable ® Enable
USB Settings »
Captive Portal Config

Capfive Portal » z

Authentication Server: ® |ocal User Database ) Radius Server LDAP Server

Active Diractory ) NT Domain () POP3

Authentication Type: PAP v
Captive Portal Profile: '_&efaun ¥ | Creste 2 Profile
Redirect Type: & HTTP HTTPS

4-29  Fv T 74 TR=2ILD VLAN N\—XDHE
3. [VLAN Configuration) %< 3> [Captive Portal] (C lEnablel Z#38E L T. #:< [Captive Portal Config] ©o 3 v E#RELET,
4. FKEH. lSaveSettings) RE2VEV 1wy LTRENBERESSIOERALET,

ZE=l L <IE IVIANERE) €7 a B8R EEL,
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SR —Zy B (WANER)

B5E A4v2—xv Ml (WANERE)

UTIEABDREBREDHATT ., BEITSCT, RE/EE /EEEZTOTILEL,

BE 588 BEN—
Ao B—Zy by kT u T I TR AV a—Ry NERDRBSDY 1 P— REBELET, 46 N—>
WAN S FEHOD WAN BEEETOET, 49 N—
RS =HETO7 7 UCE) WAND R 57 1 v 70— %8I E T, 62 N"—
EEWAN 1 >4 Hsge O WAN U2 IC & EEHEOEBE A AL LET, 67 X—>
=T 4 S IBE LAN, WANBIDZAF 2w 2 | BT 1 v 2 )—F 1 V0 DREETVET, BR—Y
SEAIAER— ~ -WAN A 72 3> H> 4 WAN Ezid DMZ K— b & LTHER— M ERE LE T, 83 X—>
WAN K— F 32 MTU. K— hAE— REERE WAN R— R CRELE T, 83 N—

TDIV—2ITIE. AV RZ—F Y PADEFEEILT 2DIERTS 2 DD WANK— MORB Y. RO ISP R A THFR—FLTWVET : DHCP,
Static. PPPoE. PPTP. &fcl& L2TP,

TERADAVEZ—3y MY—EXTO/NAL (ISP) ZERA LA V2 —% v bT—EXADRFEEINTVWELDELET, L—42%2ty FT7vTT5
DICHETHBHREBRIC OV ISP Efcldry b T — U EBEITTHERTEL,

A=y by b7y T o4 F—F

SETUP > Wizard > Internet > Internet Connection Setup Wizard X =1 —
TERHDA 2=y MEFEODINZAT—F, 2140LYV =2, BLUREEEET 5 ED—MBAGHRELZIRV ZT 4 F—FZ@BL (FELEXT,

lnternet Connection Setup Wizard] l&% v F T—2ITEBNTWEWI—HITBENTT, W<DOHODOMIRTWVERENR—IZ@B LT ISP HMRET
HIERERTET ST E T WANERE SERDRY N T—0ICA >V E—%w T REBMCT BT EANTEET,

SETUP > Wizard > Internet DJBICA—21—%27 1) v L, UTFOBE@mEERRLED,

CEDY)/ BT oo s

Wizard [ Helpful Hints...

Internet Settings » [§ INTERNET CONNECTION LocouT [ If you are new to mtvmrhrg
and have never configured a

Wireless Seffings This page will guide you through commen configuration tasks such as changing the password, timezone and setting up of your internet router before, dick on Internet

= . :
. Connection Setup Wizard and
connection. :
Network Setting... » the router will run you through a
DMZ Setup » Internet Connection Setup Wizard
»

network up and running. If you
Internet, click on the button below. router before, dick Manual

few simple steps to get your
consider yourself an Advanced
VLAN Setlings If you would like to utilize our easy to use Web-based Wizards to assist you in connecting your new D-Link Systems Router to the user and have configured a
Internet Connection Setup to
Intemal Users Data  » r = 2 input all the settings manually.
| Internet Connection Setup Wizard |

Note: Before launching these wizards, please make sure you have followed all steps outlined in the Quick Installation Guide included
in the packags.

Manual Internet Connection Options

If you woudld like to configure the Internet settings of your new D-Link Systems Router manually, then click on the button below.

VPN Seffings b
USB Settings »
Captive Portal »

External Authenfica »

| Manual Internet Connection Setup |

5-1 Internet Connection Setup Wizard

TFOFIECHREZTVET,
1. IW—20BBENXT—RTAJA VT2 EICE> TP —FaERLREEZMIBLET, lnternet Connection Setup Wizard] R4& >
7 )y LU TOEEZHRTLET,

DSR-1000N //

Welcome to the D-Link Internet Connection Setup Wizard

Step 1: Change your Password

Step 2: Select your Time Zons

Step 3: Configure your Internet Connection
Step 4: Save Settings and Connect

[Brew | [Mext]| [Cancel] [Connect]

5-2  Setup Wizard BE - F#5S

EOICFIEZRESE LT Next) R2>%Z0 ) v LET,



A8 — 0y MRS WANERE)

2. NRT—FOEEZLET,

000N l/

Step 1: Change your Password

By default, your new D-Link Router comes with "admin’ password configured for administrator access to
the Web-based configuration pages. To secure your new networking device, please change the password
below:

Verify Password: |

[Prev | [Next| [cancel]| [C

] 5-3  Setup Wizard BE - /L—% /X7 — FOEE
Next] Ra>&E7UY I LET,

3. BLTWARRALY—VERELET,

DSR-1000N //

Step 2: Select your Time Zone

Select the appropriate time zone for your location. This information is required to configure the time-based
options for the router.

Time Zone: | (GMT+0.00) Osaha Sapporo Tokyo v

[Prev.| [MNext| [Cancel | [Connest |

] 5-4  Setup Wizard B - 2 LYV — > DESE
Next] Ra>&=7 )y LET,

4. ISP DA A THFEIRLE T, :DHCP. Static. PPPoE. PPTP &izld L2TP

DSR-1000N //
Step 3: Configure your Internet Connection

Please select the Internet connection type below:

DHCP Connection (Dynamic IP Address)

Choose this if your Intemnet connection automatically provides you with an IP Address. Most Cable Modems use this
type of connection.

# Username [ Password Connection (PPPoE)

Choose this option if your Internat connaction requires a usemame and password to get online. Most DSL modems
use this type of connaction.

Username [ Password Connection (PPTP)
PPTP Client.

Username [ Password Connection (L2TP)
L2TP client.

Static IP Address Connection

Choose this option if your Intermet Setup Provider provided you with IP Address information that has to be manuzlly
configurad.

[Prev | [Next| [Cancel | |-E.>r'r-en‘-l

5-5  Setup Wizard BIMf - ISP #5i 2 1 7 DERE

BR2A T EoTUE. I—TFR /ISR T = FRZDIV—2 D ISP DBRICHETHZEHE LNEEA. ZLDFE. ISP HZD/INT A=~
ZHRELEITNE, PIEREZ®RATEL Y,

Next] RE>ZED v T LET,
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A8 M (WANERE)

5. ISP DEEHGZATTLEDREEITVET, LUTIE PPPoE ZBHR LI T,

To set up this connection you will need to have a Username and Password from your Internet Service
Provider.If you do not have this information, please contact your 1SP.
User Name: Q'a_ihﬁ'k'
Password: |
Reconnect Mode: ® AlwaysOn (' On Demand
Idle Time: E—
Address Mode: & Dynamic IP Static 1P
1P Address: |0.0.0.0
IP Subnet Mask: [pEee
DNS Server Source: | Get Dynamic SPoY
Primary DNS Server: oo
Secondary DNS Server: pEoe
[Prev | [Mext] [Cancel| [Gonneet]

X 5-6  Setup Wizard B - ISP i 7 IS CTeaE (PPPOE)

Next] R2>EZV YT LET,

6. =&IC [Connect] R2>%& V) w7y Ly ISPEDY T ORI ZRRLET,

DSR-1000N //

Setup Complete!!

The Internet Connection Setup Wizard has completed. Click the Connect button to save your settings and
connect.

\-Prev | I' Nex t“! |-Cancel | |[Connsct: |

X 5-7  Setup Wizard B - 52 7

B CED I LEHERE. DIV —2DMOEREEZRET 5 ENTELT,
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WAN 8%

SETUP > Internet Settings > WAN1/2/3 Settings > WAN1/2/3 Setup * —1—
CITREAVZ—=2y hERZRELET I,

3GUSB KV I LA R— b ENTUWVEL e, BATIE WAN3 BRI TE S A,

P7 RLATAVY MERIEEA V2 —Fy MERIBRD DS LZ2H5H LR L TLIREL, BE. CDBERIF ISP Kl THFERADORY FT—
VBEBEICE OTREEINE T,

A A=y NEREENCT I IL—2HBBNIC WAN Bt 2 1 TERHT 22 L2303 50\ UTOEARREEFE CRET 240

EHHVET,
HE 5B
ISP Connection Type TDIV—=2DTZA1) WAN UV ZITRELTZISPICEDWT, AZ27 4 v 7 IPTRLX, DHCP V247> I
PPTP (Point-to-Point Tunneling Protocol). PPPoE (Point-to-Point Protocol over Ethernet). L2TP (Layer 2 Tunneling
Protocol) Z#EIRL £ T, EIRENTZ ISP 24 FNTREIZT « —)U FHEARRINE T, ISPHRETH Y. BT
BUTDERZEZASILET,
PPPOE Profile Name

TDAZa1—ld. BEEFDPPPOE TAT 7 IV ERRLEY, Thid. BEOD PPPOE HiiZRTE T HIHEIIFICE
FITY, (188D PPPOE ZH R— b I ZHAD ISP)

ISP BT 1 1B

UL PPTP & L2TP ISP [T ETY,
+ User Name
«+ Password
- Secret (L2TP 2V AER)

MPPE Encryption

PPTP I o DfesdlT, TEHID ISP A MPPE (Microsoft Point-to-Point Encryption) ZBWNICT % K 5 ICERT B EIAE
MDBYET,

Split Tunnel (PPTP LT
L2TP ##E CHAR— 1)

ATy b b RIVDBEHTHZE DSRIF ISP H—N\DSDT T4 Mb— b EFRATEE B, TDOLSGIHE, Static
Routing] X=YTIL—T 4 VT HERET AT EICELT. FETIN—T« VBT 20EBHHUET

Connectivity Type

WOEEFZ T VIR DIz®ITIE. TKeep Connected] BV U w7 LET, BHEALIES 7 A FIVIREEICE S
felicO g 7o T B fdIciE. (TEHD ISP AR MHAOTF VERBICE DV TVWSBEICRIIBET,). (ldle
Timeout) &% 1) w2 L. MdleTime) 7« —JU FICYIEICFRET 288 () ZASILET,

My IP Address

ISPOBINE TP FLRAEANILET,

Server IP Address

PPTP E/cld L2TP D IP 7 FL AZEASNILET,

SETUP > Internet Settings >

WANT1 Settings > WAN1 Setup DJBICAZ21—%27 U v o L. UTFOBEAZRRLET,

Internet Settings [
Wireless Settings 3
Network Setfing... 3

DMZ Setup »

DSR-1000N ‘z.|

CI oo sns

Helpful Hints...
WAN1 SETUP LoGouT || The setup page lets you
configure the ISP settings to
This page allows you to set up your Internet connection. Ensure that_wu have the Internet connection information such as the IP xﬂi&;{ﬁ:xﬁ;‘m to
Addresses, Account Information etc. This information is usually provided by your ISP or network administrator. rm.i.tip!e : ione-
| Save Settings | | Don't Save Settings | Please select the appropriate

connection to connect to the

VLAN Setfings »

Intemnet.

ISP Conneclion Type

ISP Connection Type: [ Dynamic IF (DHGP) v
Enable VLAN Tag:
VLAN ID: f:

Host Name:

Captive Partal »

Domain Name System {DNS) Servers

DNS Server Source: | Get Dynamically from ISP ¥
Primary DNS Server: R
Secondary DNS Server: oo
MAC Address Source: | Use Default Address. v
MAC Address: 00:00.00:00.00:00

5-8  WAN SETUP EImE
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A2 —2 MEST (WANERTE)

MSP Connection Typel (ISP NDEFD 2 A T) ICL>TUTDEBERELE T,
StaticIlP (R27 17 IP)

External Authentica » Enable VLAN Tag:

VPN Setlings

USB Setilings 4

Captive Portal

ikt | . !
ISP Connection Type: Static P v

VLAN ID: o

1P Address: 0000

3 IP Subnet Mask: lbooo

Gateway IP Address: 0000 |

Primary DNS Server: 0.0.0.0

Secondary DNS Server: _.'J._D.-C-.D

MAC Address Source: Use Default Address v

MAC Address:

5-9  WAN EftEim - Static IP

UFOREBBELNSH Y ET,

EE | 97
ISP Connection Type
ISP Connection Type | IStaticIP | Z&RL %Y,
Enable VLAN Tag FrvidBE VLAN ZTDEMCTZDET,
VLAN ID lEnable VLAN Tag) %#&%IC LT84, VLANID 52 LE T,
IP Address TED ISP OB TR 2T v 7 IPT7 FLRAEANDLET,
IP Subnet Mask IPv4 7%y bRAVEATILES, BE. <_1’L IE ISP el TERDX Y M7 — 7 EBEICK > TRIEENE T,

Gateway IP Address

ISPDT—rDTADIPT7 FLRAEAALET, BE.CNLISP £llFSFERORY bT—IBBEICK >TREENE T,

Domain Name System (DNS) Servers

Primary DNS Server

BWETZA)DNSY—/NDIP 7 FLRAEASILET,

Secondary DNS Server

BWEEHHZ)DNS Y—/NDIP 7 FLRAEASILET,

MAC Address

MAC Address Source

TELHDISPHAMACEREEZLE L L. BIDMACT FL AHDLENTISPITEBFENTWLEWESEE(ICIE TUse Default
Address| Z#EIRLE T,
Use Default Address - JL—2&ZRET BHIFERAL TSI E1—2DMACT FLRZEY HTBIFBEICTDA
Ty avEERLET,
- Clone your PC's MAC Address - L —A2%ZRET 2TeHICERLTWAS AV E21—2D MACT FLRAEEY BT 556
ICCDA TV 3 v ZBERLET,
- Use this MAC Address - ISP DM 5 MAC 77 RL R ZBIW B TRBEICCDA TV a3 v a#ERLE T, Fee IO
WEASNDLET,

MAC Address

MACT7 FLAZATILET,

Dynamic IP (DHCP)

ISP Connection Type: [ Dynamic IP (DHGP) |
Enable VLAN Tag:
wa 3

.
Domain Name System (DNS) Servers

DNS Server Source: Get Dynamically from ISP ¥

Primary DNS Server:

Secondary DNS Server:

MAC Address Source: Use Defautt Address v |

MAC Address: [p:00:00:00:00:00

5-10  WAN E&EEHE - Dynamic IP




2B MR (WANSRE)

UTOREEENS Y ET,

HE | 398
ISP Connection Type
ISP Connection Type | DynamicIP | #3&IRLE T,
Enable VLAN Tag FrvodBE VAN ZIDEMCTED £,
VLAN ID [Enable VLAN Tag) %#&%IC L1384, VLANID #iEE LE T,
Host Name DHCP H—/NITGRIET BTedDITRA MRA TSV a v EIBELE T,

Domain Name System (DNS) Servers

DNS Server Source

MFDATarn1 DERRLET,
- Get Dynamically from ISP - ISP R 2 T 1 v 775 DNSIP 7 RL A& &) HThah>TeBAlIcc D4 7 a v ERRLEY,
« Use These DNS Servers - ISP AR Z T 1w 715 DNSIP 7 R L REE| Y Y TTABEICTDF T a v EERLET, UTF
DOEANDLET,

Primary DNS Server  [B%G 724U DNSH—/X\D IP 7 FLRAEANDLET,
Secondary DNS Server | 8%7%at > 21 DNSH—/\D IP 7 KL AZEASILE T,
MAC Address
MAC Address Source | 2D ISP B MACSREEEHKE L L. 31D MAC 7 R L AHLUETIC ISP ITEHFEIN TULAEWEEITIE TUse Default
Address| &#EIRLE T,
- Use Default Address - )L—2 ERET BzOHITFERBLTVWAOE1—2DMACT FLRAEEN HTEHEIGERLET,
- Clone your PC's MAC Address - L —2%&ET BTcODICER LTSIV E1—2D MACT FLRZEY HT 556
ICEIRLE T,
« Use this MAC Address - ISP BMERET % MAC 7 FL X&YW B TTEBEIGEIRLE Y, Ffee UTFOBEANILET,
MAC Address MAC 7 RLRAZASILET,
PPPoE

2DMDRA TP PPPOE ISP (FBHEMZ 1—H4 / /XA T — KD PPPoE 8 KU BADILF )L PPPOE) ZHR— L TVET,

PPPoE (Username/Password)

TZXER75 ISP FHD PPPOE RTEETY ., £ < D PPPOE ISP BhEE—DliEl & 7 — 2 BT AER L TH Y. ISP Tlda s/ 1 BT, DSR OFREEIC LT 1—
Y2/ INAT—REHREELET, TOBRED ISP EFED R A TI&PPPoE (Username/Password) 1 T9, GUI I& PPPoE ) > BT S B 1 I EREL.
Y—ER BRUERRELRDET,

ISP Connection Type: | PPPCE (Username/Password) ¥
Enable VLAN Tag: [

3
USB Setfings » Address Mode: ® Dynamic IP Static TP
Captive Portal »

VLAN ID: |

1P Address: jpo0o

IP Subnet Mask: eoon”

User Name: diink

Passwerd: ~ |mm

Service: | (Optional)
Authentication Type: Auto-negotiate ¥ |

Reconnect Mode: * Always On On Demand

Maximum Idle Time:

DNS Server Source: Get Dynamically from ISP ¥
Primary DNS Server: [booo

Secondary DNS Server: jpooo

MAC Address Source: Use Default Address v
MAC Address:

5-11  WAN BHitEImE - PPPoE
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A2 —2 MEST (WANERTE)

NFosmEEENDYET,

EE | B9
PPPoE Profile Configuration
ISP Connection Type | TPPPoE (Username/Password) | %33R L £,
Enable VLAN Tag FIv 9B VLAN 2 IHEMICTED £,
VLAN ID lEnable VLAN Tag) #&%HIC L1284, VLANID #iEE L E T,
Address Mode LFOA T a>n1 DEERLET,
- Dynamic IP- R 71w 7 IP7 RLAHBWHTENTWEWEEICTDA T a v ARRLET, ISP I& DHCP v
FO—o 70V EERBLTIP 7 RLAZBEMICEY HTET,
- Static IP - ISP ABEIED (AR 7T 1w 7 KIF/S—R2H) IP7 FLAZEY HTBEICDF T a v aEERLE
¥, UTFDBELHRELFT,
IP Address TED ISP OB TR 2T v 7 IPT7 FLAEANILET,
IP Subnet Mask Pva 72y bRRVZADLET, BE. TN ISP £leldcEROR Y b7 — U BBEEICK > TREINET,
User Name ISPADOYA VN EFI—YBEANDLET,
Password ISPADOY A NCRBIZ/INRAT— REATILET,

Service

FJ CaA—TBENRT—RFOMEEEEFERAL T2 D0Y—/\ZHH T 2HELH2HEICDEEFERALET, PPPDIFE
7 RLREFBRBLTY—/\EIBETERWNGEEIC. COMEFERL TERT 25EDY —/\ZIRETCEXT,

Authentication Type

7°IZI7/ AIVHMER T BEREER2 1 TAIEE L EJ, (Auto-negotiate. PAP. CHAP. MS-CHAP. MS-CHAPv2)

Reconnect Mode

UFOA T a>vn1 DEERLET,
- Always On - EfIBEA >V EBVET,
- On Demand - 1§ Eﬂ%Fﬁ/ A FIVIRRETH S & BFIFBEIMICR T LE . Maximum Idle Timel #ICEE
ANDLET, TOMBEIE. D ISP HMEGBICE DWW THRE T HBEICER T,

(5) %

Maximum Idle Time

74K DE%FaﬁUDEEijQﬂE%J\ﬂ L&,

Domain Name System (DNS) Servers

DNS Server Source

LUFDOATYa>n1 DEERLET,
- Get Dynamically from ISP - ISP AR 2 T v 75 DNSIP 7 KL A& B YT A S BB DA TV a Vv am#ER LT,
- Use These DNS Servers - ISP BN A2 7 1w 775 DNSIP 7 KL REB|W B TIBEICTDF T a v EERLES, UTF
DWEANDLET,

Primary DNS Server | B 724U DNSH—/A\DIP 7 FLAZANILET,
Secondary DNS Server | 8%hxt /A > 21 DNSH—/\DIP 7 RLAZASILE T,
MAC Address
MAC Address Source | T2 D ISP B MACSREEEMEE L. BID MAC 7 KL ZHLUETICISPITERI N TULEWEEITIX TUse Default
Address] ZEIRLE T,
- Use Default Address - )L —2ZRET ZHIERLTWVNE I E2—2D MAC T RLRAEBYHTBRHEICTDL
T avEERLET,
- Clone your PC's MAC Address - )L —2ZRET 2OHICERL VWSO E2—2D MAC 7 FLAZRI HT 256
ICCDA TV a v mBRLET,
- Use this MAC Address - ISP HMERY 2 MAC 7 KL REBIW B THRBEICCDA T a v aBRLET, oo LITFD
BWEANILET,
MAC Address MAC7 FLAZEANDLET,
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Japanese multiple PPPoE

WL DHD ISP Tl BARTIIFERIC—HZHITH 2 [Japanese Multiple PPPoE] DERMA. DSR & ISPRITTZ A< B LUt AH K1) D PPPoE #
BERRICHEIIT 2DICNBEEENET T, T7ARVERISAEDT —2BLUA VY 2—2 v T T4 v ICEREN. £HY R EIZDSR &
ISPETRED (HE) 70 v I EFELET,

YLAN Setfings »

Primary PPPoE Profile Configuration

ISP Connection Type: | Japanese multiple PPPOE bl
Enable VLAN Tag: |
Address Mode: ® Dynamic IP Static IP
1P Address: [FET
IP Subnet Mask: 0.0.0.0
User Name: i_d_{in_l;
Password: e
Service: | | (Optional)
Authentication Type: | Auto-negotiate ¥ |
Reconnect Mode: ® Always On 0On Demand
Maximum Idle Time: I
DNS Server Source: Get Dynamically from ISP ¥
Primary DNS Server: [peg
Secondary DNS Server: 0.0.0.0 j
Address Mode: ® Dynamic IP Static IP
IP Address: |0.0.0:0
IP Subnet Mask: IBED.D
User Name: diink
Password: """
Service: | {Optional)
Authentication Type: |‘Auto-negotiate ¥ |
Reconnect Mode: ® Always On On Demand
Maximum Idle Time: B
DNS Server Source: Get Dynamically from ISP ¥
Primary DNS Server: [pooo
Secondary DNS Server: EC- 0.00
MAC Address Source: [Use Default Address v
MAC Address: [pEooooooeon.

5-12  WAN $EF5EIE - Japanese multiple PPPoE
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A2 —2 MEST (WANERTE)

NFosmEEENDYET,

EE | B9
Primary PPPoE Profile Configuration
ISP Connection Type | [apanese multiple PPPoE] #3IRL %9,
Enable VLAN Tag FIv 9B VLAN 2 THEMICTEY £,
VLAN ID [Enable VLAN Tag) %#&%IC LT84, VLANID 252 LE T,
Address Mode LFDOA T a>n1 DEERLET,
- Dynamic IP- RZ 71w 7 IP7 RLAHBWHTENTWEWEEICTDA T a VA RRLET, ISP I& DHCP v
FO—o 70V EERBLTIP 7 RLAZBEMICEY HTET,
- Static IP - ISP HBEIED (AR T 1w 7 KIF/S—R>H) IP7 FLAZEY HTFBEICTDF T a v aEERLE
¥, UTFDBELFRELFT,
IP Address TED ISP OB TR 2T v 7 IPT7 FLAEANILET,
IP Subnet Mask Pva 72y bRRVZADLET, BE. TN ISP £leldcEROR Y b7 — U BBEEICK > TREINET,
User Name ISPADOYA VNI EFI—YBEANDLET,
Password ISPADOY A NCRBIZ/INAT— REATILET,

Service

ﬁ CaA—TBENRT—RFOMEEEFERL T2 D0Y—/\ZHH T 2HELH2HEICDEEFERALET, PPPDIFE
7 RLREFRB LT\ EIBETERWNEEIC. COMEFERL TERT 25EDY —/\ZIRETCEXT,

Authentication Type

7°IZI7/ AIVHMER T BEREER2 7 T AHIEE L EJ, (Auto-negotiate. PAP. CHAP. MS-CHAP. MS-CHAPv2)

Reconnect Mode

UTFOA T a>vn 1 DEERLET,
- Always On - EfIBEEA > EBVET,
- On Demand - 1§ Eﬁ%Fﬁ/ A FIVIRRETH S & BFIEBEIMICIRT LK T, TMaximum Idle Timel I
ANDLET, TOMBEIE. D ISP HMEGEBICE DWW THRE T HBEICER T,

\
v

) %=

)

Maximum Idle Time

74K DE%FaﬁUDEEijQﬂE%J\ﬁ L&,

Primary PPPoE Domain Name System (DNS) Servers

DNS Server Source

LUFDOATYa>n1 DEERLET,
- Get Dynamically from ISP - ISP AR 2 T v 75 DNSIP 7 KL A& B YT A S BB DA TV a Vv am#ER LT,
- Use These DNS Servers - ISP BN A2 7 1w 775 DNSIP 7 KL REB|W B TIBEICTDF T a v EERLES, UTF
DWEANDLET,

Primary DNS Server | B 724U DNSH—/A\DIP 7 FLAZANILET,
Secondary DNS Server | 8%hxt /A > 21 DNSH—/\DIP 7 RLAZASILE T,
Secondary PPPoE Profile Configuration
Address Mode LFDOA T a>n1 DEERLET,
- Dynamic IP - 271w 27 IP7 RLAHE|Y él’(bﬂ’(b‘fé\b‘ BICTDA T avmFIRLET, ISP I DHCP % v
FO—=o 7O bVEFERLTIPY FLREBEIMICE Ué?iﬁo
- Static IP - ISP AEED (RZ2T 4 v I ElE/IN\—< 22N IP7 RLAZEY ETAGEICTDA T a v ERRLE
Y. UTFOEELRELEFT,
IP Address TED ISP OB T RZ2T v 7 IP 7 FLREADLET,
IP Subnet Mask Pva 73w FRRVZEADILE T, BE. THLISP £leldcEROR Y b7 — 0 BBEEICK > TREINET,
User Name ISPADOYA N BIEI—2EATILET,
Password ISPADOYT A NCRBIZINAT— REATILE T,
Service BLC1—H%E/INRXT— FOEEGEEFERL T2 D20 —/\ZHBITE2HENDH ZHEICTOMEERLE T, PPPOHE.
IP7 FLRZEFEALTY—/\EIRETELEWERIC. COMEFER b’(%ﬁ@“%%/ﬁ@# NEIBETEXT,
Authentication Type | 7007 7 A JVAMER T HR5E2 1 T=IBE L EF I, (Auto-negotiate. PAP, CHAP. MS-CHAP. MS-CHAPv2)

Reconnect Mode

UFOATY 3> 1 DEERLET,
- Always On - EftldBEA >~ &RV ET,
- On Demand - & BiFaﬁ/ 1 RIVIKEETH B & EFIEESHNITIKT LE T, TMaximum Idle Time #ICEH (9) &
ATILE T, TOMEEIE. TREOD ISP A EFEREBICE DV TER T 2158ICEF T,

Maximum Idle Time

7AKR) D%Feﬁ@%jdﬁ%)\ﬁ L&,

Secondary PPPoE Domain Name System (DNS) Servers

DNS Server Source

LTROA T 3>D1 DE&ERLET,
- Get Dynamically from ISP - ISPANR 27 1w Z7xDNSIP 77 RL R Z B BT > eBalcc DA 7 a v a#R LT,
- Use These DNS Servers - ISP BN A2 7 1w 71 DNSIP 7 R L REB|W Y TIIBEICTDF T a v EERLET, UTF
DREANDLET,

Primary DNS Server

BETZA<Y DNS H—/\D IP LAZANILET,

Secondary DNS Server

P77 K
BWEEH A ) DNS Y—/NDIP 7 FLRAEASILET,
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]

MAC Address
MAC Address Source | T2 D ISP B MACSBREEAHKE L L. BID MAC 7 R L ZAHAUETIC ISP ICEFEIN TULAEWIEEITIE TUse Default
Address] E#EIRLE T,
« Use Default Address - )L —2%RET ZcHIERBLTVNE I E1—2DMACT RLRAEEW Y TBHBEICIDF
TV avEERLED,
« Clone your PC's MAC Address - JL—2&ZRET ATeOHIEALTWA IV E21—2D MACT RLRAZEIV ETSI58
ICTDA T avEFERLET,
- Use this MAC Address - ISP DMERT 2 MAC 77 FL R ZBIV ETRIBBICCDA T a v a#RLE T, £fee UTD
WHEATILET,
MAC Address MAC7 FLAZANDLE T,

<IVF I PPPoE HERICIE U IR FELERNHVET, ¢
« TSARD LAV ERIIRERICTONE T,
o BT I UIKE FAAVRBRSIDZHDDNS F—/\Y —ZADNHEHHNISP TCTNZEN B TEHTENTELN TFGUIE B L TREEHTT,
« DSRIZLAN I—HHDNS 7OF> & LCEEL T,
- BEREIC. AV A VRO R AR () *flets) ZRFET D HTTP BRI DEH >4 1) PPPoE iz %@ L CHIARIAEG > 7> VIC
TICRTBDICEAYRZ) A7 74 )VaERLE T, D HTTP/HTTPS RO ITRXTHA TS 1<) PPPoE A @A L £ T,

BADTIVF IV PPPOE BNRESIN T, v H Y A UEGHEE T 2158, LW OHDEERBEHIL— FHZDA V27 1 —AGBIIENET, Tns
DIV— b DRLGT—EXZEHET S ISP DREB R AA TV ERT BHICHEEENET, F/z. ADVANCED > Routing > Static Routing ®
[STATICROUTING) R—IHEBELTCINSDIL— M ERET BT EHTEET,

PPTP (Username/Password)

VLAN Setlings (3

ISP Connection Type
Internal Users Data  » ISP Connection Type: | PPTP (Username/Password) v |

External Authentica » Enable VLAN Tag:

VPN Settings 3 VLAN ID: &
USB Settings 3 Address Mode: # Dynamic IP Static IP
Captive Portal 2 1P Address: feso

IP Subnet Mask: |pooo

IP Gateway: [poma

Server Address: o000

User Name: diink

Password: |

Mppe Encryption:

Split Tunnel:

Reconnect Mode: = Aways On On Demand

Maximum Idle Time: |5

Domain Name System (DNS) Servers

DNS Server Source: Get D‘ynamin ally from ISP ¥
Primary DNS Server: 0.0:0:0

Secondary DNS Server: j0.0.0.0

MAC Address Source: Use Default Address v

MAC Address: |00:00:00:00:00:00

5-13  WAN #zicism - PPTP
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AV Z =2y hER (WANERTE)

NFosmEEENDYET,

EE | B9
ISP Connection Type
ISP Connection Type |IPPTP ZERL £ T,
Enable VLAN Tag FIv 9B VLAN 2 IHEMICTED £,
VLAN ID lEnable VLAN Tag) #&%HIC L1284, VLANID #iEE L E T,
Address Mode LFOA T a>n1 DEERLET,
- Dynamic IP- R 71w 7 IP7 RLAHBWHTENTWEWEEICTDA T a v ARRLET, ISP I& DHCP v
FO—o 70V EERBLTIP 7 RLAZBEMICEY HTET,
- Static IP - ISP ABEIED (AR 7T 1w 7 KIF/S—R2H) IP7 FLAZEY HTBEICDF T a v aEERLE
¥, UTFDBELHRELFT,
IP Address TEHD ISP OB ETRZT v PT7 RLAZEANDLET,
IP Subnet Mask IPv4 7%y hRRIVEADLE T, BE. THKISP FleldcERDOX Y bT— 0 BEEICK>TRHEINE T,
IP Gateway TEHD ISP HAEI STy — b oA 7 RLREASLET,
Server Address PPTP H—/\D IP 7 FLAEeld FAA > 2E AT LET,
User Name ISPADOYA VNI EFI—TBEANLET,
Password ISPADOYA N EBIZ/INAT— REASILET,
Mppe Encryption PPTP —/\DN MPPE BBt EH R— b 2HEICF T v 7 LE T,
Split Tunnel CDA TV I VEPPTP BKU L2TP ICEFBWCTY ., BT BE. F— b Iz A IP7 RLADEBMETEREWVELDICL

FIH. ANDVICLAN S5 T 4 v U EXET BOIFEDIL— hZEBINT 2UBELH Y E T,

Reconnect Mode

UFOA T a>n 1 DEERLET,
- Always On - 5 BEE S > BV ET,
- On Demand - IgERE 7 1 RIVIREETH S & EHULBEFNITKT LE T, Maximum Idle Time] #ICEERE (
ANLET, TOMBEIL. TEHND ISP MEFRBICE DWW TEEST 2158 ICENTY,

éj\

) %=

Maximum Idle Time

7 A BIVEEORAEZANILET,

Domain Name System (DNS) Servers

DNS Server Source

UFDAT a1 DEERLET,
- Get Dynamically from ISP - ISP AR 2 7« v 75 DNSIP 7 KL A& B YT A S BB DA T 3 Vv am#ER L E T,
- Use These DNS Servers - ISP "X Z 7 4w 7715 DNSIP 7 RLAZE| Y HTIAFGEICC DA T a Vv ERRLE T, WUF
DWEANDLET,

Primary DNS Server | BE¥& 724U DNSH—/X\DIP 7 FLAZANILET,
Secondary DNS Server | 855t/ Z 1) DNSH—/A\DIP 7 KL AEASNDLET,
MAC Address
MAC Address Source | ZE2D ISP B MACSREEE A E L L. BIDO MAC 7 R L ZAHLETIC ISP (ICBRFENTULEWIESITIE TUse Default
Address] ZEIRLET,
. Use Default Address - )L —2ARET ZHICERLTVEIE21—2D MAC T KL AEEY Y TBDIBEICTDF
Ty avEERLE T,
- Clone your PC's MAC Address - )L —2ZRET 2OHIERLTVSOE2—2D MAC 7 FLAZ&I BT 556
lCCDF T a v EFERLET,
- Use this MAC Address - ISP HMERY 2 MAC 7 KL REBIW B TRBHICCDA T a v aBRLET, oo LITFD
WHEANILET,
MAC Address MACT7 RLAZEASLZEY,




2B MR (WANSRE)

L2TP (Username/Password)

VLAN Settings » (§ ISP Conneciion Type

ISP Connection Type:

Intemal Users Data  »
External Authentica »

Enable VLAN Tag:

VPN Settings » VLAN ID:
USB Setlings 3
Capiive Portal »

Address Mode:
IP Address:

1P Subnet Mask:
IP Gateway:
Server Address:
User Name:
Password:
Secret:

Split Tunnel:
Reconnect Mode:

Maximum Idle Time:

[ L2TP (Username/Password) ¥ |

o

® Dynamic IP Static IP
|

I

0.0.0.0

[po00

dlink

® Always On On Demand

DNS Server Source:

Primary DNS Server:

Domain Name System (DNS) Servers

Secondary DNS Server:

Get bynam‘in ally from ISP ¥ |

MAC Address Source: Use Defautt Address v
MAC Address: [pooe0t0000:00
5-14  WAN #f5cEim - L2TP
LITOREEBEENHVET,
EE | 519
ISP Connection Type
ISP Connection Type | L2TP (Username/Password)] A3&EIRL 7,
Enable VLAN Tag FrvodBE VAN ZIDEMTIEY £,
VLAN ID lEnable VLAN Tag] =B LTzHBE. VLANID Z38ELE T,
Address Mode LIFDA T3>0 1 DEFERLET,
- Dynamic IP - A2 71w 7 IP 7 RLADEIWHTESNTWEWEEICZDF S arvHERIRLET, ISP (& DHCP v
FNO—o7ONIVEFEBLTIP 7 FLAZBEHMICEIVETET,
. Static IP - ISP AEED (RRAT 14 v I FlF/N—RU M IP7 RLRAZEETIBAICTDA T a v aERLE
T UTOBEEEHRELET,
IP Address TEED ISP OB ETIRRZR T4 v I P77 RLAZASILE T,
IP Subnet Mask PV4 T2y FRATVEANDLE T, BFE. U ISP £ldeHERORY b —7EBEICL > TRHEINE T,
IP Gateway TED ISP OB E e — bz AT7 RLAEASILET,

Server Address

L2TP F—/XDIP 7 FLAKE FAA >V 2ZEATILET,

User Name ISPADOTA VNI EFEI—T BT AN LET,

Password ISPADOY A N BIZ/INRT— RFEASILET,

Secret =Ly b TL—=XEADLT, =N (L2TP DI <O 1 > LET,

Split Tunnel TDFTY IVIEPPTP BLU L2TP ICFESTT. BT BHE. F— 1A IP 7 RLADBMETEANESITL

LIH. RDOVICLAN 57 4y UZXET HHIFEDIL— FEEBINT 2HBLH I E T,

Reconnect Mode

UFDA T a>n1 DEFRLET,
+ Always On - EFUEBEA >~ GV ET,
+ OnDemand - {87EBRE 71 FIVIKRETH B & BFEIEBEEMITHE T LE T, TMaximum Idle Time #ICERE (9) A
HLET, TOMEEE. TEHOD ISP M EFRREICEDWTHRES T 2HB8IENTT,

Maximum Idle Time

7 A RIVEBBOREREZATILET,

Domain Name System (DNS) Servers

DNS Server Source

LFDA T a>n1 DEZERLET,
- Get Dynamically from ISP - ISP YR 2 7w U775 DNS IP 7 R L R &Y BT h > E58ICC DA T 3 v EBRLE T,
- Use These DNS Servers - ISP N2 7 1w 775 DNSIP 7 KL REB| U HTIBEICTDF TV a v AEERLE T, U
DOZEANILET,

Primary DNS Server

BNETZ4<) DNS H—/\D |

Secondary DNS Server

P7RFLRZEATILET,
P7 K

BNELHYHY DNS H—/\D | LAZEANDLET,

57
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SR —Zy B (WANER)

EE | 9
MAC Address
MAC Address Source | 22D ISP AMACEREEEMEE L. BIDO MACT KL ZAHDUBIIC ISP ITEBR I N TULEWEEITIE TUse Default
Address| Z#EIRLE T,
- Use Default Address - )L—2ERET ZOHICERLTVEIE21—2D MAC T RLRAEEY Y TBIBEICTDF
Ty avEERLET,
- Clone your PC's MAC Address - )L —2Z&ET HTeHICERLTVWAOYE1—2D MACT FLAZEIY HT 358
ICCDA TV 3 v EBERLET,
- Use this MAC Address - ISP DM 25 MAC 77 RL R ZBIW B TRBBICCDA TV a v aBRLE T, Efeo LUITFD
WEATILET,
MAC Address MAC7 FLAZEANDLET,

WAN R—FIP7 FLR

TEHDISPIFEAFTZ vy (AT VT BGICHLLERT D). FlEXE2T v GKA) HIPT7 FLAZEIYHETET, [P Address
Source] A7 a>TlE. 7 RLADISPICE 2 TRAET 4 vV ICRBENBNETHBH. lFEOT AV ORICEZ A Iy VICRETBNE
b\%m%?%g&b\’(%i_ﬂ ABT A VI THBBAE P T FLANPVE T T2y bR BETISPTF— b TADIP 7 FLAZEASILET,
PPTPE LU L2TPIFERE T HART A vV IP7 FLAES TRy b ERHTZCLELETEETITH THMETIE. ISPHSZDBEREL AT IV VI
RIETHLOELTVET,

WAN DNS H#—/\

WAN Domain Name Servers (DNS) D IP 7 RLRILEE ISP A5 214 F 2 v IICIREINETH. W< DOHDIFE. DNS —/N\DR 271w 7 IP
P RUAZEEETEES, DNSH—/NEIP 7 RLRICA >V Z—% v b RAAL 8 (] www.googlecom) < FLET, Domain Name System
(DNS) Server] %</ 3> TDNS Server Source] T ['Get Dynamically from ISPJ (TE2#D ISP 55 BEIHIIC DNS H—/\7 KL AEEET ).
F 7zl TUse These DNS Servers) (ISP DIBELTET FLAZFEATS) #0) v LET, BHEDFE. T5A/UBKUEAHH U DNS H—/N
DT FLAZATILE T, FMOREALIET 5 zditid. BRICELWT FLAZATILTIIZEL,

DHCP WAN
DHCP 7 54 77> MERODT=&®IC, ISP ICERT DIV —2DMACT FLAZEIRT BT ENTEE T, LW DOHDIFE. ISP HBZD LAN KRR k% 1E
RBLTERT Z2BITLAN RA D MAC T RLADY A—2ZF2W8 D HH5DE LNERA. TMACAddress] €72 3> TRELEF T,



A8 — 0y MRS WANERE)

IPv6 v b 7—%1c3511 % WAN 5/E
ADVANCED > IPv6 > IPv6 WAN1 /2 Config X~ 21—
T ZTIE IPv6 DEEY 2 WANT/WAN2 SR EA T O T EDTEET,

IPv6 WAN Db, DHCPVE 754 7> b E LTHRET 5HE. CDIV—RIEART 4 v 715 IPv6 7 FLAZFDH. EldERIERZR(E
FBHIEDTEEG, ISPHRAVE—RY MCT IV CATBOHICEET FLAZEN HTEHRICIE. RE2T 1 v IV GBEREZT T I HHED
HUET, THEADIV—RITEIVEH TSN IPV6 7 FLAITMA T, ISP TEEINEIPV6 TL 74 v I XARDRBEENE T, 774/ N IPVvE
T=bOTAT FLRAE TOIV=DA 2 E—2y M7 IR DDICERT 5 ISP DY —/NTT, 22—y b7 FLADBRDSHIC
ISPDIPVE v b T—VICHBIT BT SARIVELULAY AU DNSH—/\BMERAETN. Bl ARZT1av 7 IPT RLRET LT v I RAREH
I ISP M SIREENE T,

DHCP 8L T ISP 5 WAN IP 5REDEUGZFFEI 3 358, TEAD DHCPVE 7 5477 MERDFERZRET 2HENDH YV ET, ¥ —hoz AL
DDHCPVE 72 A 7V b AT — b LAKRBAT— b IIWETBHTENTEE T, AT— NI SA TV EHERENSE T—bD AT
FLRADU—=RADF=HIT ISP D DHCPVE T —/NICEfE LE T, AT — b L AD DHCP Tld. ISP THIARIEE: DHCPV6 T —/\IEp &7 < T ICMPv6
BEAYE—IDZDT = b ITADSERENT. BEREITERAEINET., Foo BEIND DHCPVO U—/\DIP 7 FLAETLT 1 v I X
RERET S 3FBOA TV a VD ESICRIATREEGUET,

1. ADVANCED > IPv6 > IPv6 WAN1 Config DIBICAZa—% 7 vy L. UTOBEEAERRLET,

Application Rules 13 Helpful Hints...
Website Filter » || IPV6 WAN1 CONFIG This router can have a static
IPv6 address or receive
2 2 g = - connection information when

Firewall Setting... » This page allows user to IPvG related WAN1 configurations. configured s a DHCPVE dlient or
Wireless Setfings » | Save Settings | \ Don't Save Settings |
Advanced Network... ¥ can be either stateless or

= Internet Address stateful. If a stateful dient is
ST ’ } — selected the gateway will

>

= Hai connect to the ISP's DHCPVG
= server for a leased address. For
Static IP Address stateless DHCP there need not
be a DHCPv6 server available at

IPv6 Address: the ISP, rather ICMPv6 discover

IPvE messages will criginate from

IPv6 Prefix Length: this gateway and will be used
Swilch Settings 9 for auto configuration.
Intel® AMT Default IPv6 Gateway: ;
Package Manager Primary DNS Server:

Secondary DNS Server:

Stateless Address Auto Configuration:
Stateful Address Auto Configuration:
Enable Prefix Delegation

PPPoE

User Name:

Password:

Authentication Type: Auto-negotiate ¥ |
Dhepvé Options: disable dhopvé
Primary DNS Server:

Secondary DNS Server:

5-15 IPVEWAN v b 77w IR—=2
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2. UTOEEZERELET,

EH

ELis

Internet Address

IPv6

DHCPv6 / Static IPv6 / PPPOE H 53R L £ 9,

ABZTA4 VT IPT RLANISP HhSEINHTENTWEWEE TDHCPVE) #EIRLE Y, DHCP 5 —/ V&,
DHCP X bD—2o 7O ML EFERBLTIPV6 7 KL AZBEEICEI) B TEY, ISPHEED (AZT 1V
TR IV M) IP 7 FLRZEWETIBE. [StaticIPve] ZERL T, HM<BEZHRELE T,

Static IP Address

IPv6 B TStatic IPv6] %A TDIFAE. LLFD PPPoE 7« — )L RABEXN T,

IPv6 Address

BVHTONTERAZT 4 v 7 IPV6 7 FL AR, THUFTEHD ISP ITH LTI —2ZR/RELE T,

IPv6 Prefix Length

IPV6 %y b D=2 (BT2Ry b)) ETL T4 v I AERENDT FLADRBE Y MILUFEENE T, RV
F7—VRADIRTDRX MEE ZhoD IPve 7 FLXICRICRtRE Y bHBUET, 2y bT—2T7 FL
AD—EMGRBE Y FESIETL 71 v I ART 4 — IV RICE > THREETNE T,

Default IPv6 Gateway

ISPT—bTTADIPVE 7 FL R, BE. THULISP FleldOFEROR Y T —VERBREICL > TREINE T,

Primary DNS Server BWETSA)DNSH—1DIP 7 RLZ,
Secondary DNS Server Bzt AYZ) DNSY—/\DIP 7 FLZ,
DHCPv6
ISP /N DHCPV6 TH2HmE. 77— T TAND@EYET KL AEBIGT 27T 2 DDHELH D FT,

Stateless Address Auto
Configuration

7 RLADEY YTV —2 D@ EFERLE T, IPv6 RADVD 7O VA DHCPV6 7 547> & LTTD
=3B BDITBEMENET,

Stateful Address Auto Configuration

ISP THIFRIBEG £ D DHCPV6 H—/\H0'5 4 IPv6 7 L AZERLE T,

Prefix Delegation

TDH T 3 V&R LT ISP TRIATIEEE DHCPVE H—/\H S )b— R TEMN T L 7 1 v 7 A EKR L.
BELIETL 74w XE LANRISBIRIE N L T 1 v I RICEHENE S, A4 7 3 (& DHCPV6
DA77V EDAT =LA77 FLABFREE— FTOHERENE T,

PPPoE

IPv6 B TPPPOE| 2+ FDiFE. LITD PPPoE 7 1 —)L OB T,

Username ISPADOTA VNI EFEI—THEANDLET,

Password ISPADOY A N BIZ/INRAT— RFEASILET,

Authentication Type ZTO7 74 )VHMERY BEREE2 1 7 : Auto-negotiate/PAP/CHAP/MS-CHAP/MS-CHAPV2

Dhcpvé Options DHCPV6 754 7> bDE— FIFTDE— FTIHE Y ET, : disable DHCPv6 / stateless DHCPV6 / stateful
DHCPv6/ Stateless dhcpvé with Prefix delegation

Primary DNS Server BHETSA<UDNS =D IP 7 RLRAEADLET,

Secondary DNS Server BNGEEAYEZYDNSH—/I\DIP7 RLAZEANDLET,

3. [SaveSettings] R2>&V v o LTRENBERESLCBERALET,
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WAN AT7—=Z2ZADFxv 7

SETUP > Internet Settings > WAN1 /2 /3 Settings > WAN1 /2 /3 Status X = 31—

TZTIEFWANT / WAN2 A 227 1 —AICET 2IRADERERTLE T, el BRI T. AV Z2—x v MEREBENEIIEMCT S &
NTEXT,

B WAN R— M OWTUTFO L S FHIERAT — 2 ABREBBT 5 LD TEET,
- BEHGESR
- B2 A 7 Dynamic IP % fzi& Static IP
- EEUREE . WAN DN ISP [T L TL B D E S HERLE T, ILink State lld WAN ANEFT CHIEEM 7 WAN Ei5tE L TWBH ESHERLET,
WAN ZEFPRREA XD > L TWTH Link State 1 UP (Il : ¥ —JIUHAMBEATNTWS) LY ET,
- P7RLR/ Y TRy FRRY
- S—brTzAIPT7 RLR

1. SETUP > Internet Settings > WAN1 Settings > WAN1 Status DJEIC A =21 —%2 v o L, UTOBEEARRLEY,

DSR-1000N ‘z.l SETUP | ADVANCED TOOLS STATUS “

Helpful Hints...
b | WAN1 STATUS The Status page vql\ give you an

overview of the primary and
secondary intemnet connections
from the router. Active WAN
links will have the WAN State as
UP, and will show a Disable
button. If the WAN IP addresses

Internet Settings
The page provides current infarmation regarding the WANL interface. Aleng with the infermation a user can enable or disable his

Wireless Settings
Internet connection from this page.

3
Metwork Setting .. 3
WAN1 Status (IPv4
ovzsen b i s s S
p X MAC Address: 00:18:E7:CD:69:C2 DHCP lease can be released or
VLAN Setlings .3 renewed to refresh the

1Pv4 Address: 0.0.0.0 / 255.255.255.0 connection. Configured but
Internal Users Data  » inactive connections will have

WAN State: DOWN WAN State as down and can be
External Authenfica » brought up with the Enable
NAT (1Pv4 only): Enablad button.

VPN Setlings 3
IPv4 Connection Type: Dynamic IP (DHCP)
USB Setlings 3
IPv4 Connection State: Not Yet Connected
Captive Portal »

Link State: LINK DOWN

'WAN Mode: Use only single WAN port: Dedicated WAN
Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

Trunk Mode: Disabled

Available VLANSs: Naone

[[Renew | [Release |

WAN1 Status (IPV6)

MAC Address: 00:18:E7:CD:69:C2

1Pv6 Address: feB0::218:e7ff:fecd :69c2/64
'WAN State: DOWN

1Pv6 Connection Type: Dynamic TP {DHCP)

IPv6 Connection State: Not Yet Connactad
Gateway:

Primary DNS:

Secondary DNS:

Prefix Obtained:

5-16  WAN R— b BT 2 KA T — 2 ADIBR

2. WANU % %[Enablel/IDisable /7 RZ2 & 1) w7 LTEBNENSENCT DT EDNTELTIPHELAF I v VICRET B WANKE Tl
RBITISCTY >0 INT A—%2% [Renew] (BH) Ffcldk TRelease) (BRM) 5T ENTEXT,
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T SR

WEHIEZ Q7 7 1 IVOVER

ADVANCED > Advanced Network > Traffic Management > Bandwidth Profiles X — 21—
CCTIERERHFOTHBTOAT 7AINDUR M ERRLET, INSDTAT7AINE NS T4y 7L IR ERIERTHIENTEETT,

BT O 7 ALY LAN DS WANT £ld WAN2AND h ST ¢ w7 JO—EREITEE Y, Thid. BEBEED LAN I— (FXbEfe
FHTTP —EX) AR MEERE idmEigEsER Y B TOENTHATEEE WAN OFEIEE 58 LEWVWC EZRAET 27edHITRICIIEE Y,

BB 07 7 A IVERE TIE GUI D5 OFERHIEMEREO B LB/ N\Z A—2ZERT 5707 7 A ILDEMZTVET, Ric. FOT7AIL
ST 0w oL RICEBMITTEET, TDRSH. FEBTAT7 7MUdE. CLIVZERETZ ST v 7IKBAINET, ELV 2L
ERBEHOTIIREZEINT S P 7 FLAKRE Y —EADLSBHEKRTY,

1. ADVANCED > Advanced Network > Traffic Management > Bandwidth Profiles DJEICA =21 —% 7 ) v o L. UTOBEEEERRLET,

SN/ | v TN e | sww

Application Rules 3 Helpful Hints...

Operation Succssde

Website Filter With bandwidth profiles you can
BANDWIDTH PROFILES shape and regulate the LAN to

Firewall Setfing 3 WAN traffic. This is useful to
This page shows the list of configured bandwidth profiles. These profiles then can be used with the traffic selectors. ensure that low priority LAN

Wireless Setlings & a\'ailsa?ﬂ‘:ar\nl\)rihl's baizmnr
| Save Settings | | Don't Save Settings | z g
cost-savings or bandwidth-

Advanced Network... [» priority-allocation purposes.

Routing 3
Certificates Enable Bandwidth Profiles: 154

_ | Bandwidth Rate [ Priority
-

[T T ——

UNIFIED SERVICES ROUTER

5-17 REBHSHHEBTIOT 7LD X b
2. BEETOT7AIVEBICT BT TEnable Bandwidth Profiles| &#F w2 LT, lSave Settings] Rz &7 1)wv o LET,

HLWEIHIE T 07 7 1 IVDIER
1. [List of Bandwidth Profiles] T TAdd) R2 %2 vy LTUTFOEEA®RTLEY,

EEY)/ | e TN s | sww
Application Rules r
The new configured bandwidth

ite Fi BANDWIDTH PROFILES
Website Filter » profile can be attached to a

e g : * traffic selector for bandwidth
Firewall Sefting... » This page sllows user to add a new bandwidth prefile. = el e
Wireless Seftings » | Save Settings | | Deon't Save Settings | .
Advanced Network... [>
Bandwidth Profile Configuration
Routing » - -
Name: | |
Ceriificates E
Policy Type: [Outbound ¥ |
IPMAC Binding cy Iyp Cubound

Helpful Hints—

Profile Type: Priority ¥
Minimum Bandwidth Rate: | {1 - Max, Bandwidth Kbps)
Maximum Bandwidth Rate: [ {00- 1000000 Kbps)
WAN Interface: | Dedicated WAN ¥ |
LAN Interface: [Defautt_¥

5-18 SHEMBTO7 7 A ILRER—D
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2. UTORENTA—RIE. SEETSOT 7 IV EES T ZDIERAINET,
HE =HER
Name ZOHNFIE. BRELIETO 77 E ST v o LY ZICEEMIT 2TIEREINE T,
Policy Type lOutbound (A AE) FfzlE MNnbound) (RAEE) Z&RLET,
Profile Type [Priority] (BSEE) Ffzld Ratel (L—F) ZMEALICHEHBORIRAERT ST ENTEET,
Priority BHREFERT ZBE. low] (K). MHighl (). MediumJ () HSERTEEY, b T7rv oL U2 AICEE

MFONBBEETO T 7AILE ST v It LT 2 BICEEMITFONRBEETOT 71 ILDEH2HE. WANE
s B TCDBEEIE ST T4 v 7L T2 BDINT Y MIHT2EDEGTNET,

Minimum / Maximum
Bandwidth Rate

K HROEHIEDZDIC, [Profile Typel (T TRate] AT 7 AL AA TZRRLIBEICERTEE T, &4 723>
EEALC co7O77 4’)b?b‘u?_ﬁ“%s—d\b&Urﬂ(@mﬁ%%%UﬁE?*E?E

WAN Interface

[Policy Typel £ Outboundl DIZBEICT AT 7 1)L EESERIF S WAN 4> 27 1 —XZERLE T,

LAN Interface

[Policy Type) A lnbound. @%A IC7O7 7 AV EBBEMTSD LAN A V2 T T —RAEFRLET,

3.

lSave Settings] R2>&V 1) vy LTRERNBEZRESSCBEHALET,

FST740v LI 2DEE
ADVANCED > Advanced Network > Traffic Management > Traffic Selectors * — 21—

CTTRINZTAav oL 2D A b ERRLET, ST v oL 723 1—Th

IW—=ILTY,

TO77AIVEERT B &

HE7a7 7 AIVDEI) ETETAB Y —EARN—ZD

KIS, IANDSWANE TO NS T w7 70— ICBEABRFSNET,

1. ADVANCED > Advanced Network > Traffic Management > Traffic Selectors DJBEIC X =1 —% 2 ) v L, UTOEEERRLET,

o oo (T

Application Rules
Website Filter

Firewall Setting._

Advanced Network... [ ||

ADVANCED

| o T T

Helpful Hints...

Once a bandwidth profile has
been created it can then be
associated with a traffic flow
from the LAN to WAN. Traffic
selectors are elements like IP
addresses or services that
require their outbound traffic to
be regulated.

» || TRAFFIC SELECTORS LOGOUT

» This page shows a list of traffic selectors. Traffic selectors are service based rules to which user can attach bandwidth profiles.

List of Traffic Selectors

Service Traffic Selector Match Type Bandwidth Profile

AN ir Guest

K519 bZT74v oL T2ZDURN

FST70v 7€ LT 2DIERK

1. TAdd) RE2>Z7 Uy o L. UTFOBEERZRRLET,

By | e |

ADVANCED

Application Rules »

Website Filter 4

TRAFFIC SELECTORS

| s | o

Helpful Hints...

Once a bandwidth profile has
been created it can then be

8 assodated with a traffic flow
Firewall Setting... » This page allows user te configure various traffic rules, to which bandwidth profiles can be attached, From the LAN to WAN, Traffic
. = T = selectors are elements like IP
Wireless Setings » Save Settings | | Don't Save Settings | addresses or senices that
Advanced Network.. [> E‘&mm traffic to
Traffic Selector Configuration
Routing 3 — ¢
Available Profiles: | Guest v
Service: ANY v
IPMMAGC Binding )
_ Traffic Selector Match Type: [P v
Switch Settings R:Add :
Intel® AMT Subnet Mask:
Package Manager MAC Address: |
Port Name: [Fati w
BSSID: [ep1 v]
VLAN: | Defautt ¥

5-20
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2. +ITaqvIELYERER. UTOREEMBALTLAN bS T4y 702 A TEIETRETICHER A7 7 A IV EBI B TET, ¢

BH

ELis

Available profiles

EEBHHEABTOT7 7LD 1 DEEIVETET,

Service

BIR LIz 0iRAIZ LAN A SREEH —E X (Bl FTP) ICERE B2 T ENTEET, HLIT BT —EIHRREDIHSEL
%%, ADVANCED > Firewall Settings > Custom Services X—IZB U THAZ LY —EAERET DT ENTEET,

Traffic Selector Match
Type

HBHIET O 7 7 A IVEERY BIBEICT 4L T /85 A—2 (IP. MAC Address. Port Name, VLAN X /zi& BSSID) %7
H#LET, LANEDIBETI VIF P 7 RLAEIEFMAC T RLUZARBTHRIENE T, k. 707 71 )b% LAN R—
FEFIFVLAN 70— TISBRALE T, T5IC. FERY T —E2 I DS BSSID ICK > THEIER Y b T — 0 & &IRT
BTEHNTEET, BRLIEZATICLY GCBEEBERELET, IXTDIP 7 RLAERIEBEDY TX v MH5H—
EAZHIRT BIzoICid. RAED M 74 v 7 ERHTAESICIP 7 RLRAERITHTRY FRRT 74—V RERE
TBHIENTEET,

IP Address [Traffic Selector Match Typel | TIP] ZZIRLIABE. LANKA D IP 7 FLRAZANILET,

MAC Address [MTraffic Selector Match Typel (< TMAC Address] Z3&RLTeI5E. BNEMAC 7 FLAZ AN LE T,
Port Name [Mraffic Selector Match Type] (Z TPort Name] ZE#EIRL7zHE. LAN R— FEESTERLE T,

BSSID [Traffic Selector Match Type | BSSIDJ %#B&R L1z#H4E. BSSID #BIRL £ T,

VLAN [MTraffic Selector Match Type I TVLAN] ZBHRLIzHE. VLAN ZBHRLE T,

3. [SaveSettings] R2>&V v I LTRENBERESLCBERALET,

7'y JE— FOREIEHE
NS Ty VEBIEY SV AIVETIENAT V=7« VO E— RISEBLET, YATFLHT Y IE—F (LANT & WAN2/DMZ R— h R v
N2 B) THEBE. FST 1 v VERDILBRIET ) v IOR— M TENE M5 T 1 v o 24 TESHIBTTY,

HHIETOT 7 AV Tl BENE Y SV AV /NAT V=T « VT E— RERREND T U v VE— FRTENGS 72 3 Y OEZEWNE 1242
TI—XA TV avhBRAINGEVWCETY, COTAT7AIVEFHNT vy IRy hT—7|GBRTES D, HEOHAEEIIAAE A2
TI—RAEBERIOT7AINDT VT2 avidHIERA, AR TV IE—RDISTrv oL o 2IE Ty IRy FT—2(THE
BALEWEWSEBER TH BTd. R— b /SSID/VLAN ADFEBEREEEY EE A,

70y IHEETO T 7 14 IVDER
ADVANCED > Advanced Network > Traffic Management > Bridge Bandwidth Profiles X =1 —
T TIERERHDT ) v IR TOAT7AIVDI A M ERRLET, TNoDT7O77A4)aT ) vI NS T0v oLy 2 ERITERTZT

ENTELT,

1. ADVANCED > Advanced Network > Traffic Management > Bridge Bandwidth Profiles DJBlc A =21 —% 2 w7 L. ULTFOBEEERRLET,

Application Rules

Advanced Network... [»

IPIMAC Binding
Switch Settings b

Intel® AMT
Package Manager

SR/ | o BTN swns — e |

» Helpful Hints._..
BRIDGE BANDWIDTH PROFILES Losour [| With Bridge bandwidth profiles
you can shape and regulate the
This page shows the list of configured bridge bandwidth profiles. These prefiles then can be used with the bridge traffic selectors. bﬁdgiﬁ’;:ﬂwm;‘;ﬁeﬁj todn
| Tl . | not monopolize the available
o eave selinge. L DontSave seitings) | Bridge bandwidth for cost-
savings or bandwidth-priority-

Enable Bridge Bandwidth Profiles: LA ==

List of Bridge Bandwidth Profiles

Name Bridge Bandwidth Rate | Priority

5-21 REFHTVyIBEBEBTOT 7 AI)ILD) X+

2. BEETOT7AILEBICT BicsdIciE. TEnable Bridge Bandwidth Profiles] #F w2 LT, lSave Settings] RZ>&71)wv o LET,




{8 —Zw M WANSRTE)

HLWIT Uy JHEEHETAT 7 A IVOIER
1. [List of Bridge Bandwidth Profiles] T TAdd] ™2 >%&2 U w7 LTUTOEEZRRLET,

SN/ | oo BECITNEN s | s

Application Rules

»

Helpful Hints_.
BRIDGE BANDWIDTH PROFILES The new configured bridge
bandwidth profile can be
This page allows user to add a new bridge bandwidth profile, gﬁ?f;ﬂ ;ﬂbf‘:idge traffic
| Save Settings | | Don't Save Settings | management on the router.

Advanced Network... [>

Bridge Bandwidth Profile Configuration

Cerlificates
IPMAC Binding
Swiich Setlings
Intel® AMT
Package Manager

Name:

Policy Type: Outbound ¥ |

Profile Type: Priority ¥ |

Priority: Low ¥ |

Minimum Bandwidth Rate: f—' {1+ Max, Bandwidth Kbps}
Maximum Bandwidth Rate: ]— {100 - 1000000 Khps)

5-22  BRIDGE BANDWIDTH PROFILES EIE

2. LUTOREEBZFEBLT. Uy IHEERTOT7 7 AIVEEELET,

1BE B!
Name RELETO7 7AW ETIYI STy I LY 2ICEEMITBTHIERT DHBF T,
Policy Type lOutbound (AEE) F7zld MNnbound) (AEE) %EER Li@”
Profile Type [Priority ] (B&E) F/zlE [Rate) (L—F) ZFEALET U Y VEEIROGIREZRIRT 5T ENTEERT,
Priority TOT77AIVRATH TPriority] DiFE. Tlowl. TMediuml. F7zld THighl HS5#EIRLE T,
Minimum Bandwidth Rate | A7 71 L2 A 7H TRate] DFE. /IGEEEL — b (Kbps) ZI8ELE T,
Maximum Bandwidth Rate | A7 71 L2 A 7H TRate] DHE. ABERL — b (Kbps) ZI8ELE T,

3. [SaveSettings] RE>%&D )y LTRENREFRESICERLET,

TV IS4 7L 2D®E
ADVANCED > Advanced Network > Traffic Management > Bridge Traffic Selectors X —1—

TIwI NS Tav oLy

ADUA M ERRLET, TUvI S T0v oL IREA-YDT Uy IVHEEERTOT 7 A ILOEY HTEITAS

PY—EZIR—=ZDIL—)VTT,

Ta77AIVEERT B L
1. ADVANCED > Advanced

RIT, LIANDSWANETD RS 7 ¢ v 7 70— BERMIFOSNET,
Network > Traffic Management > Bridge Traffic Selectors DIEICA Z21—% V) v v L. UTOBEARRLET,

Iy | - DTN s | e

Application Rules 13
13

Website Filter
Firewall Seffing.. »
Wireless Settings 1]

Helpful Hints__.

BRIDGE TRAFFIC SELECTORS LoGouT || Once a bridge bandwidth profile

has been created it can then be

Advanced Netwaork . [»
]

o

Certificates

IPIMAC Binding

Switch Settlngs

X 5- 23 |\774

Thizs page shows a list of bridge traffic selectors. Bridge traffic selectors are service based rules to which user can attach bridge ;;ﬂﬁ;:iﬁfg:zw

bandwidth profiles. Bl e ket s
elements like IP addresses or

List of Bridge Traffic Selectors services that require their
outbound traffic to be regulated.
Service Traffic Selector Match Type Bridge Bandwidth Profile
AIM 133 Test
[ Eot | [ petete | [ Ada |

vyl 7a2D) AL
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TVvILZTav LT ZDIER

1. I'Ade ~avEIUy Ll UTFTOEEERRLET,
Apphcahon Rules Helpful Hints...
BRIDGE TRAFFIC SELECTORS Once a idge bandvicth o
This page allows user to configure various traffic rules, to which bridge bandwidth profiles can be attached. ﬁnm;;ﬂﬂm_ﬁ?&gm
| Save Settings | | Don't Save Seftings | :e?:nht:f;slﬁlmru
= ﬂa\itﬁsﬂ'\at!g]mreﬂﬂ'r
e S =
Available Profiles: [Test v |
.
Service: AlM T
_ Traffic Selector Match Type: [P v
b -
Subnet Mask:
e e |
524 TUYI SIS T4v LY ROREER
2. JUYINITau LU AEREF UTOREEFERALTLAN S 70 v 00214 FTEfl&FKETICT )y VRER 07 7 1)L EEY
HTET,
BHE Bz
Available profiles i%;‘ﬁé’#7\ Uy BB IO 7LD 1 DEEWYETEY,
Service BRLUT )y VRIHIEORENZ LAN D SFHEY —EX (B FTP) ICBRET RS ENTEEXT,
Traffic Selector Match Type [BB&2 1 T2 #IRLET,
IP Address [Traffic Selector Match Typel I TIP] ZEIRLIZBE. LAN KA D IP 7 FLAZANDLET,
MAC Address [Traffic Selector Match Typel (< TMAC Address] %2R L1356, BMEMAC 7 FLAZASILE T,
3. [SaveSettings] R2>&EV v o LTRENBEZRESLCBERALET,




A8 — 0y MRS WANERE)

B WAN Y > 715

TDIV—ZRIFEHWAN Y > 7 &S R— b LTVWET, THUE KR— D1 DICRELER WANERD B DIBEITREDA V2 —% v MUKET 5 —
EREBRTDHIEEFRAETHT A A—/NEO— RNV TREORMZFIAT A EDTEET,

SETUP > Internet Settings > WAN Mode X —1—
AV Z—=xy NEGAD 2 DD WAN R— MR Y —%Z/ETHTEHNTEERT,

TIANWA—=NERIEA— NS VIV T EFERT BHITE WAN U YV BERNERET 28BSV ET, hud. 1 v2—3 v bED
DNS T —=/IN\DT7 IR &EfeldA 22—y 87 FLAND ping (A—YER) ICBRLET. BETHNE. VY IHIL V2R ON25
BICU FSAEHERET HTEDNTEET, FRIFWANRKR—IDE TV LTVBEDEILEHWTEBED L EVMEERET ST ENTEET,

1. SETUP > Internet Settings > WAN Mode DJBICAZ21—%& 2 v o L. UTFOBEEARRLET,

DSR-1000N ‘z.l

SETUP ADVANCED TOOLS STATUS

HELP

Helpful Hints...

By configuring both WANs, there

Internet Settings [

WAN MODE LOGOUT

This page allows user to configure the policies on the two WAN ports for Internst connection.

|  Save Settings | | Don't Save Settings |

Auto-Rollover using WAN port:

are two ways for the router to
access the internet. Load
balancing allows traffic to and
from the internat to be shared
across both configured links to
ensure one ISP is not excessively
overloaded. Auto-Rollover uses

the primary WAN fails for any

Primary WAN: [wang v | k)
External Authentica »
Secondary WAN: | WANS ¥
VPN Settings 4 ) :
Load Balancing: | Round Robin® ¥ |
USB Settings 3 . P
- Use only single WAN port: ® | WANT ¥ |
Captive Portal 3

WAN Failure Detection Method
None: o

DNS lookup using WAN DNS Servers:
DNS lookup using DNS Servers:

WAN1: oo

WAN2: [poon

WAN3: oot

Ping these IP addresses:

WAN1: pooa

WAN2: [po.00

WAN3: oo

Retry Interval is: o (optonal)
Failover after: I {Failures)

SPILLOVER CONFIGURATION

Load Tolerance: 0

Max Bandwidth: [bps

¥ | (Max. 100 Mbps)

5-25  WAN MODE &imE

BHOWAN R— bAFEEN, ORIV T4 VIR EEENS L. O— FN\S VYV IHFIRRIREICEY F Y,
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AV Z =2y hER (WANERTE)

2. UToOmEELNBHYET,

HE |

ELis

Port Mode

R—FE—FREICELY 1 DUEBNTHZHBEIIL—2D 1 DO WAN BT 2 AT 20 mAERT A0 ERECEET, 1 V2—X Y
MEGOTIZHD 2 DD ISP ) I QB 2BEICIE. TBEO—)LA—/\E—F] &y TO—RN\SYI U TE—F] TREITAHIENTEERT,

Auto-Rollover using WAN port

Ny o7y TOEWTRER ISP U Y DEREHFLT SHEIGERL. COE—FOHDT 1<)
V& LTHRET B WAN R— b aBIRLE T, ThEBMICT BRI/ 77 v T WAN R— FDRE S
NTWBTLERRLTLIREL, RET DL AT 2 RAERET 5HIC—EBRTT A<D
OEsEFIVv I LEY,

Primary WAN BIRLIEWANIE 72 A< U > (WANT/WAN2) T,
Secondary WAN HIRLIE WAN 2 A> 2 U > TS,

Load Balancing

FIRFICERD ISP ) > U R FERT 2BEIGRIRLET, O— NSV JE—RTIE 220UV 01E%
NSICEWYTENETOLILDT—2EXELET,
« Round Robin- 27> FOEVIE, A >2—2 v bADOFH LWEGHFIAREER ) VBT 7 hEn
AEEICERLEY,
- Spillover Mode - REJLA—/NE— Fl&k. &2 5D WAN U >0 5% LWERICER SN RICHIERE
LEWMBICERET H5E T INTOERUCE—DWAN U > 7 ZFERLET,

Use only single WAN port

LAN [Z 1 DO ISP A RE T 2HBEITEIR L. TEMOD ISP ITHET T 2 WAN R— hERIRLE T,

WAN Failure Detection Method

TIARVAVE—y bUVTOEFIEEF T v 7T 5l LUTOHERERZED 1 DEFIRTEET,

None

WANBEDF v /& LEWGRIGERLE T, WANE—FDQ TO—FNSYI VT ICREENSIE
Bl TDOF T3 VIEBHTT,

DNS lookup using WAN DNS Servers

TZA4<1) WAN OEFEERE T 2DICERINET,

DNS lookup using DNS Servers

ToIARVI T DEGEEEF T v 7T BTHICHRZ L DNS B —/\D DNS BEREIBE CEX T,

Ping these IP addresses

P77 FLRICping 32T & TWANDEEZRIE LE T, TDIBFTRAMMERTED T LZMHRL T EELY,

Retry Interval is

L TRE LIBBRE A EZ I —2DRTI ANEREEIRELE T,

Failover after

CNET TAIF =N\ ENEBRTOBERELE T,

SPILLOVER CONFIGURATION

AENWFA—=NEREICLYREINA—NE— R TV a3V ERETDHTEHNTEET,

Load Tolerance

=Dt A A1) WAN [ZHIY B S EAsEE (%),

Max Bandwidth

CDHEIITTZATY) WAN THRIENDRADEHBERE LE T, HHBOHRE LIRAHEHD
A—RFrLSVRETESZE, IL—2EEHZ ) WAN I EDYET,

3. [SaveSettings] R2>&V v I LTRENBERESLCBERALET,

BH7zAIVF—N
TDIFA.
thY A1) WAN R— b id, T51<Y

TEAD WAN R— D 1 Dl

IIRCDA VA=Y b STV IIEHT BT ZARVAVZ—2y NI ELTRIYETONET,
U2 MASHDEBRTHE Y Y LIIGRICEREDOIERENE T, TOWEEZBINICT BRICHAD

WAN R— I (Primary. Secondary) (CI&& ISP ([CIERT T 2RELRET HWEDLH Y ET, £AYHAY WANKR— M (WITNHDR— MR TSA
RUELTEVETONTWS) T4V Y FICEENMEHINSE T REBFREDEELGVET, T UR— b+ EICEENKET
L IRTDAR—2Y TS Tav TNy 7Ty TR— MIERXENE T, [Auto Failover] E— FICREIND &L FFA< U WAN R—
FDU YO AT—R R, BEREREICL > TEEINBRTCF v/ ENET,

_E2D TWAN Failure Detection Method] <3 &SRB LTLIEETL,

8= WANT BEUWAN2 B TS A UA Y E—2y UV I ELTRETEET,
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a

AHEEICE Y. BBHTEHRDOWAN U Y (BEUN $Z5EHD ISP) EERTHTENTEET, 1 DLULED WAN R— b ZREHR. O— RN
SUIVIFTVAVE N DUED I VIR ST A v I EEET HIENTED LB ET, TARINWNA YT AV TE A V2 —RY
F7O—EBET BT 1 DUED WAN R— MIH—ERZDF T, EIWETHDIERENET, O— NNV YV IE—RDBE. BERA
HPERE AL, TNTDREZH WAN R— b ECERBICEREINET,

DSRIZ. IRE. O— RN\S>I 2 I0kHIc3 D07 )IVT) ALEFR—F LTWETD,
+ Round Robin : 27 )L XLlE. 1 DD WAN R— ~ DEFERENMIORE L AT BEDESICHICRICIIEE Y., TOBE. EWEFEE
RTHBY—ER VolP ) ZLUBERE VIIGKEL, BEEBD/N\Y I ISO YRS T 0wy (SMTPGEE) IHMEERD ) > 78X d
BE3CTARIVNA VT4 VI BEEETCEET, TORIVNNA VT4 VT RDE T 3 THALET,

- Spill Over : ZEILA—/\ARMNBIREND E. EBLLLEVMEIOETSE T, 75/ WANISERU V7 E L THELE T, Dk
A2 WAN IZH LOEFICERSNE T, AEIVA—N\AJvIRTSAUNSEAY A WAN ICBET 2N[ETEREESET 570
v hHZ1) WAN ODREEESIE. A T— NTHIETNE T, XOA TV a3 VEFERTHTEICE 2T AEIVF—NE— RERETEE T,

- Load Tolerance : )L—2 Bt H > &) WAN [TH)Y B 2 R AEEE (%) TF.
- Max Bandwidth : ZDEIBITIEABE F S T4 v 7L TT A< ) WAN TR SNARADBHIBERELET

NEERS T4 v I LT vy ORE ARAREBOO— R NSV R EERZ E )V—2IEROESELH YR WAN STV EXET,
BIZIE TZ714<) WAN DRKHEEN 1Kbps THY. O—R LT VAR 70 ICEHEESNBIBETT, FLWEFHSEIIENS U, %
WIEIEIBINLE S, &b 2BGETHEIEN 1Kbps D 70% ICHET D E. FHLWABEDESIE LA AU WAN ICHIVBZS5NE T, O
b LS RDEREAMEN 80%., /MBI 20% T,
A—RFN\Z 2> J1E 1 DO WAN R—  DESREHNMINRE & AT BESBEICRHIRICIIEE T, COBEFEREEIMEVT—EXR (VolP
BE) EXUEELG VIIGKEL. BREDN\Y I IOV RN T 4wy SMIPEE) IMEEREDY VI ICEmXd 5L 2170 MWNA VT4
VI EREECEET,

LURD@EY . 88O WAN R— HORESN, 7AW VTV IhEEINEE. O— NS VYV ITDFBTELY,

e I T

Wizard

Internet Settings bl | WAN MODE LOGO!

Wireless Setfings This page allows user to configure the policies on the two WAN ports for Internet connection.

| save Settings | | Don't Save Settings |

|

Auto-Rollover using WAN port: O
Intemal Users Data
Primary WAN: [ waN1 | 5]

External Authentica )

VPN Settings || Secondary wan: {(wanz T¢)
USB Setiings » Load Balancing: @ | 5p_|H_oggr_E&_J_de_2_|

Capiive Portal 3 Use only single WAN port: -Z';,'- WANL | 3 ]

WAN Fallure Detection Method
None:

DNS lookup using WAN DNS Servers: [

DNS lookup using DNS Servers:

WAN1: 0.0.0.0
WAN2: 0.0.0.0
WAN3: 0.0.0.0

Ping these IP addresses:

WAN1: 0.0.0.0

WAN2: 0.0.0.0

WAN3: 0.0.0.0

Retry Interval is: :-30—_- {Optional)

Failover after: -:1-__ {Failures)

Load Tolerance: fs}a

Max Bandwidth: [slez | [bps %] (Max 200Mops)

526 A— KNSV ITDREH
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SR —Zy B (WANER)

ZarVNL VT4V
ADVANCED > Routing > Protocol Bindings X —1—

T—TINCIRERFBHD IP/IMAC/INA > RIL—IbDITRTEFRRL T, IL—IUCW DO DREEHFAILE T,

TOMVNA Y T4 TE O— RNV AR FERT 258ICBR T, RELEY—EXALEI—TFERY —ERADU X Hh50Thh
FIRT 5 & FIRRBER WAN R— D 1 DREFIGEETBDEIIC S T4 v IDRA THRE VLU TEZTENTEET, ZEMESOHD oI, EE
HxY T — U FRER YV ERRIGEETR Y M7 — VX RIER Y VERECEE T, AIZAE 1 Y FOLANIP 7 FLRITHTZ VolP F5 71w
7% 1 DOWANICEIYE TR ENTEET, £fee BYDIP T RLALSHEKDZEABEVOIP S 74 voEES—HDWAN V78U ETS
TEDTEXET, O— NSV VITE—RFHAEWT. 1 DUED WAN BREENBIZBEICE. 7O b1 VT4 VI SBRENE Y,

1. ADVANCED > Routing > Protocol Bindings DIBIC A Z2—%7 U v L. UTOEEEZFRRLET,

ADVANCED

BNy | s |

Application Rules 4

Website Filter |
Firewall Setting... ¥

PROTOCOL BINDINGS

This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the protocol bindings,

| s | e | o |

Helpful Hints_.

Protocol bindings are required
when the Load Balancing feature
is in use, and are only applicable
when two WAN links are

Wireless Settings 4

List of Available Protocol Bindings

configured. This feature lets you
assign a senice to a particular
WAN link to ensure the high

Status Service Local Gateway

Advanced Network... p

Routing [ Enabled MY Dedicated WAN Any

Source Network

priority senvices are sent to the
mare reliable or less expensive
Any 5P,

Destination Network

Ceriificates
| Edit | Disable

| [ Enabie|

| [ Detete | [ Add |

IPMMAC Binding

5-27  PROTOCOL BINDINGS ElHE
BHETONIVNA YTV TDUR SDRTIENET,

Fab3NA T DB

1. TAdd) R2>%Z2 )y o LTUTOBERZRRLEYT ., UTOBE®EIET —ERX B8XU/ Fld LANZETZE WAN BEU/ ISR ELR Y

FO—=ZICEIVETCATA NS VT 4 VTRERITT,

SR/ | sor |

Application Rules

ADVANCED

»
Website Filter 3

Firewall Seting... 3 This page allows user to add a new protocol binding rule for the WAN interfaces,
Wireless Settings |

Save Settings | |- Don't Save Settings |

TOOLS

PROTOCOL BINDINGS LOGOUT

STATUS

HELP

Helpful Hints..

Protocol bindings will work,
when WAN is configured in Load
Balancing mode.

Advanced Network_..

Routing 5

Certificates

Service: ANY v

Local Gateway: Dedieates WAN ¥

IPMAC Binding

Source Network: Any A
Switch Setings StarbAddnes: !
End Address: |
Destination Network: Any 2
Start Address: i
End Address: |

5-28  PROTOCOL BINDINGS Ejm - 18/l

2. UTOREERELETT,

ELE|

B

Service

Ta N NA VT 4V DICRIBRIRRRRA T —EAD 1 DERIRLEY

Local Gateway

co70ba)biNA > T« >4 (TDedicated WAN F7zld FConfigurable WAN)) ICA—A/Uix 7 — b U T A BRET R —
hEEIRLE T,

Source Network

LIFD 1 DEFERLET,
< Any- EOIEEXRY bT—TLIBET D2REND Y FEA,
- Single Address - 1 BDQAYE1—ZICHRLE T, CDOTOAMVNA VT4 VT DFETRY bT—7D—ETH
502E1—2DIP 7 FLAERREE LET,
- Address Range - IP 77 FL ZREHRO AV E1—20NRMETRY FT—7D—E8TH B LT BIHRIGERLE
T BRT7 FLRAERTT FLREREE LET,

Start Address

P77 L REBEDRHKT FLRAZATILET,

End Address

7’
7’

P77 FLRBEDKRTY 7 FLRAZATILET,
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HE

iR

Destination Network

FD1 2%ERLET,
- Any- EDIEERY T -V LIEET HHEDNH Y T A

51>vEa1— 5’@IP FLAZZEELET,

¥, BT l\“l/7\<‘:’f&77 FLRZEZEELET,

- Address Range - IP 7 RL REEEAD IV E 1 —2NEELRY b T—0D—

- Single Address - 15DV E1—ZICHRLET, TOTO NIV VT4V TDREKZRY 8 T—0D—EToH

B ChHD I LEFFRIT HHEICHRLE

Start Address

NLABEDORBRT FLAZANDLET,

End Address

P77
P77 RLABEDKRT FLAZANLETY,

3. [SaveSettings] RE>%&D )y LTRENRERESICBERALET,

IPIAVUT RAERE

SETUP > Internet Settings > IP Aliasing X~ 1—
PIAUTRT FLAZER—MMOBMLEY, Thick), BEDIPT7 FLAZRHALTE—DWAN A —H Xy bR—MIT7 I X TELT,

1. SETUP > Internet Settings > IP Aliasing DIBIC A Z2—% 27 1) w7 L. UTOEEEFRRLET,

Internet Setlings

Wireless Setiings

Network Sefting...

oo JYN 5o I wns | e |

Qperation Succseded
IP ALTASES

This page displays the configured IP Aliases on WAN interfaces.

Helpful Hints....
A single WAN Ethernet port can

Locour || be accessed via multiple IP

addresses by adding a alias to
the port. This is done by
configuring IP Alias.

DMZ Setup List of IP Aliases

Interface Name IP Address Subnet Mask
| WANI 192.1684.1 255.255.255.0
WAN2 1131113 255.255.255.0

USB Setiings b

Captive Porial 4

5-29 IP ALIASES EIE

BREBHDIP AT AZRRLET,

2. UTFOEELNMRTEINET,

BH

9

Interface Name

IAV)TAPREETNTVEDA V2T T—2A,

IP Address REBHIPIAVTADIP T FL XA,

Subnet Mask BEFHIPTAVT RO T2y bR,

Edit PITAUTARERN=IEF—TV LT BRLEPIA 7 ARELET,
Add PIAVTARER—IEF—TVLT FHILLIPTAUTREBMLET,
Delete BIRLIEIP TA U7 RAEEIBRLET,

IPTA U7 ADEM. HIFREIUIRENTEE T,

71
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{28~ 2oy MG (WANERE)

IPTAYUTRADER
1. TAdd) RE2>%&7 Uy LTUTOBEREZRTLET,

N/ T oo sws |

» Helpful Hints._..
Internet Settings [ [P ALIASES CONFIGURATION A single WAN Ethemnet port can
»

bbe accessed via multiple IP

. addresses by adding a alias to
Wireless Settings This page allows you to configure Alias on WAN interfaces, e st T 1 chane by

et | | Save Settings | | Don't Save Settings | configuring IP Alias.

DMZ Setup » '
IP Aliases Configuration

VLAN Settings »

Interface: WANT v
Internal Users Data  »
IP Address:
External Authentica » P
VPN Sefings ; Subnet Mask:
USB Seftings 3
Captive Portal 3

5-30 P A U7 XOER BEEH

2. UTOBEEERELETT,

5H Bz
Interface PIA)TAEHRET DA VAT I—AERELET,
IP Address PIAVTADIP 7 FLRAZFRELETT,
Subnet Mask PIAUTADY TRy FRRAVEHRELE T,

3. [SaveSettings] RZ>&T v LTRENBERESSCEBLET, LEIDREICRS&ICIE TDon't Save Settings] &7 Jwv 7 LE T,
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=71 VIEE

LAN & WAN BDIL—7 « Y JIERIV—EZDYEBA V2 T T —ADWTNIREENS S ST 1 v IV 2B 2 A ERZSAET, F—hozx
ADIV—T 4 VTE—RFEIREGLAN LAV Z—y MED ST v 7 7O—OBMECEITZAT7 EBVET,

W=7 14 TE— FORE

SETUP > Internet Settings > Routing Mode X —1—

TTTENAT, 753 MIb—FT 427, BLRUBBGEDERGSDIV—T 4>V JE—FERELE T, F7z. RIP (Routing Information Protocol) %
RETHELTEET,

TDTINA RSERDIV—=T 1« T v bT—=07 FLAZEH (NAT). BLUEEE— FOIL—T 1 Y I&YR—FLTVET,

LRI =T A4V TE—Ri&. 24TV IIb—FT0>F RP) EHICWAN & LANBID ST 4 w7 )b—T 4 VI HERET BH T,
1. SETUP > Internet Settings > Routing Mode DIBICA Z2—%2 1) v o L. UTOBEEAFRRLET,

DSR-1000N ‘!.|

i ROUTING MODE The: Routing mode determines
how traffic is handled when

SETUP | ADVANCED TOOLS

Helpful Hints_..

Internet Settings

Wireless Seffings » This page allows user to configure different routing modes like NAT, Classical, Transparent or Bridge. This page also allows to ret(:_ruai '];AD': B}“_“:GJ
configure the RIP (Routing Information Protocol ) ettt
rcommon application for most

Network Setting

: 1 5 = 1 routers, and allows you to hide
e | Save Setfings | | Don't Save Seifings | internal LAN IP P
P L internet devices. Transparent
mode does not perform NAT and
WLAN Settings » [} System Routing Mode dendig =

lets you bridge traffic between

the LAN and WAN.
Internal Users Data  » NAT:

Transparent:
Bridge Mode Setup:
Bridge Interface Ip Address: o000

DMZ interface Ip Address: 1 72.17.100.254

Subnet Mask: |1255.255.255.0

Routing Mode between WAN and LAN

WAN1: tdl
WAN2: L4

Dynamic Routing (RIP)

RIP Direction: |None ¥

RIP Version: | Disabled v |

Authentication for RIP-2B/2M

Enable Authentication for RIP-2B/2M:
First Key Parameters
MD5 Key Id:

|
MD5 Auth Key: |
it oD ¥y HH MM 58

Not Valid Before: !_ / ”— i ] I_
i uid] oD Y HH T 55
Not Valid After: [ ”—” -!—‘-i—:l

Second Key Parameters
MD5 Key Id:

MD5 Auth Key:

Not Valid Before: i_ '—J.!'— '—:'—:,f—

Rkt MM oo YYYY HH MM S5
‘ali er: I F,.i_” _‘!_ :'I :l‘

531 =71 VTE—FRE
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LFomEE NG £,

HE HER
NAT NATIZLAN DEED AV E 1 =20 A Va2 —2 v MERERB TEARM CILAN LD Ea—2E T 54X~
b DIP7RLREEAEFBL. —H. IL—ZDWANR—FE 12D /X7y 71 IP7 RLRICKESNET,
B AEEHIC, NATIZRERD IP 7 FLRZA >V Z2—Xy b OOV E1—2H 5 LET, NATIE. ISPH 1 DD
IP7 RLARFZEIN S TIBEICRTRBELEINE T, V- 2ERTERIT 23 E2—2d. 753AXR— T
XY EHSIPT RLAZEWETOEND T EHRETT,
Transparent BEBI—T 4 VT E— RDBBENTHDIEA. LAN & WAN DD ~ 57 ¢ w 71T NATIFRITENE T A LAN A
RAITI—RICBETZHTA—FF v AMEQIVFF v AN T Y M 774704 —)VEIE VPN R ¥ —lc k>
T74IRENGZWNEE. WANITEIWBZONE T, HEEEHKRTT, LANEWANARLZO—FFv XK
A VNCHBFEITEBE—FEERLET, ACTO—RFv X AV TLAN & WAN EHERFS B fzsiid,
Mransparent] E— FEFIRLET, TNITKY. IV—2ERTITZ NS T4V IVBROMOBEN S T 0 v U &R
ECLANDSWAND RS 70 vo BEUOWANDS IAND ST 4w 0BT ) wIGTBTENTEET, INT
D DSRHEEED LAN & WANABIL 7 O— RF v A RASVICH B L SITRESNDEDET HEBE— FTHR—
FENET,
Bridge TV IE=FIV—T 4 VIHBMTHZEE. RTDUEELAN KR— &t hH> 21 WAN/DMZ (R—F 2) A4~
BT T—RELAV2THITT) v IEN, E-WRY bT—UHERLET, D LANR—FETS 1<) WAN
(WAND) (&2 DT ) v I D—ETIEE < IV—RIETNES DD R— FDIZSHITNAT 731 R E L TERWEDEE T,
LANZR—F1EWAN2/DMZ A 2 71— TE 7w I E— R T.ARP/RARP /Ny b ZEIF L& L2 £ 1370~ R+ +
AMSST A4V TIENARIV—ENET, WAN2 DR IRE NS T v I aZETHE LANK—M1AV2T71—
NIy MERET BEIIC. 2V ERISEIFHREINE T,
WANT/WAN2 NAT E— REGMICT B WANA 227 1 —ZEZRLE T, REIRO WAN o >4 7 = — ZIEClassical Routing | £ —
RITBYUEY, RDIV—T 1 I HERT BHE. LAN EOT /N1 RITIEZENSDINT Uy 7 IPT7 RLATA YV
B—%y MHDICEET VY ATEEY @BIET 747 74— IUDRETHBERELET), ISPATERNDEZD
YE1—RITIPT RLAZEIW HTIEEICIE. [Classic Routing) ZERALET,

NAT U= 1 > JIckE, BEEIDSMERD A1 2% A LT, LAN 5T DMZ EQREZ Y b 7—4 1—FHREDHY—/ (5 : It
FIPH—/\) IC7 20 ATES AT EY NAT) EPRENBHEER D U E T, TNk LAN MERLE b5 7 1 v o B ZNSONEBET
LAN H—/NICERET BESICT 74 794 — VBRI LT U A4 LY b LIEIC INATL—TF8y &) & LTBRENET.,

71w DE— K4 T 3 21% DSR-500/1000/1000N B2 13 TRHIFEIEE T
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FLFZvIIv—F 17 (RIP)

SETUP > Internet Settings > Routing Mode X =1 —

RIP (Routing Information Protocol) ZfER LIz 541+ 3 v 7 )b—7 « > JIE LAN IC—fEBICERAE % IGP (Interior Gateway Protocol) T¢, &JL—
g RIPEFERLT NS 7 v 70—%Fkl LGEWT LAN AOEEZBAT 57281 LAN ATHIDO Y R—F LTWBIL—2EIV—T 1 VT 1ER
EXHLTC W—T A VI T7—TIDEAF Iy VIZHABRTOCENTEET,

1. SETUP > Internet Settings > Routing Mode DJEICA —a1—% 7 v o L. UTOEEZRRTLET,
o T R T

Helpful Hints_.
Internet Settings vd | ROUTING MODE Logour || The Routing mode determines
Wireless Setfings
Save Seftings | | Don’t Save Settings | routers, and allows you to hide

how traffic is handled when
firele i 2
Metwork Setting... b
L internal LAN IP addresses from
DMZ Setup b internet devices. Transparent
/! ]

This page allows user to configure different routing modes like NAT, Classical, Transparent or Bridge. This page also allows to
configure the RIP {Routing Information Protocal)

received on one physical
interface. NAT is the most
commen application for most
made does not NAT and
VLAN Settings System Routing Mode lets mmdr;a gﬁm
the LAN and WAN.
Intemal Users Data  » NAT: )
External Authenfica » Transparent: .
VPN Setings 9| | Bridge:
USH Setfings ¥ || Bridge Mode Setup:
Captive Portal 3 Bridge Interface Ip Address: [omoD.

DMZ interface Ip Address: [72.17.1D0.254

Subnet Mask: [ss 2552850

Routing Mode between WAN and LAN

WANL:
WAN2:

‘

Dynamic Routing (RIP)
RIP Direction: None v

RIP Version: Disabled ¥

Authentication for RIP-2B/2M
Enable Authentication for RIP-2B/2M:
First Key Parameters
MDS Key Id: |

MDS Auth Key: [

Not Valid Before: I i / -| g |
Not Valid After: [~ f # et
J : :

Second Key Parameters
MD5 Key Id:

MD5 Auth Key: |

Not Valid Before: [y

Not valid After: T / / - : i

532 HAFZvIIN—FTaVITE—FEE

2, TOEEHNSERLET,

EE | 5198

System Routing Mode

VAT LIW—TFT AT REERLETY,
« NAT-LAN DEBOD >V E1—2D0 1 V2 —% v MERERETEET,
- Transparent- LAN E WANDSD ST 4w o0& T wITBHTENTEET,
. Bridge - ¥JEBHO75 LAN R— k1 & WAN2DMZ A > 2T 1 —AD ST 4w 0% Ty I LET,

SRF LT 4 YT~ REGYBRABEA. - 2IETNTOREET 74 774 — UL — L EEIG LET,

DMZ interface Ip Address |DMZ A > 2 7 T — XITEIW H T3 IP,

Subnet Mask DMZA VR ITT—ADIP T RLADY TXw f<AY,

Bridge Mode Setup

Bridge Interface Ip Address | 71w A > 27 T —XICEIW HT 3 IP,

DMZ interface Ip Address |[DMZ 1 > 2 7 = —XITEIW H T3 IP,

Subnet Mask DMZA VR ITT—ADIP T RLADY TXw f<RAYT,
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HE | i
Routing Mode between WAN and LAN
WANT/WAN2 [NAT E— FEBMICT 2 WAN 1 V8 7 T —REERLET,
Dynamic Routing (RIP)
RIP Direction JV=BBRIP Iy b EERZET HHEEERLET,

Both - JL—ZEMAATIL—T « /'77 TIEITO—RFFv L. D)L —2H5ZE LT RPIEREIELE
’9*0 RIP #8e% 7)VITERT 27c8iCid. TORELXHED LET,

-Om@w-w—&ME%%Kw—r4/77 TIE7O—RFv X LETH MDIL—2D5 RP IEREZZELE A,

< InOnly - JIL—2IEMD/V—2 DS RIPIEREZELE TN Ib—T oI T7—TIbETO— FFv A LEFA,

« None - JL—=RIFIV—FT« 77— )bDTO—RFF v X b, BROHDIL—2H 5D RIP BEROZEDOVNITNE L
Ftho BRE. ThIRPEEMCLET,

RIP Version RIP /N\—=20 3 & LAN RODMD IV —T 4 > T T INA AD RIP H7R— MMARIEFLE T,
- Disabled - RIP ZEIMIC T BIBEIC. TNERELET,
< RIP-1-97%y MERESATVWEWI ZZAN—ADIV—T 14 VTIN=V 3V TT, TNERE—BANITHR— T
NsN\—23>7T9,
« RIP-2 - RIPVI DITNTODHBEICIIZ. YTy MEREYR—FLET, 7—2ILRIP-2B & RIP-2M DFEA(IC RIP-2
R TEEINETH /Ty PREETNZE— NEERYET,
- RIP-2B-H 7%y b2KICT—2270—RF+v A MLET,
- RIP2M-RIVFF X AT RLRICT—2EFEELET,
RIP-2B it I RIP-2M HNEIRE 2/ \‘*‘/“3 THNE. TDIV—2EMDIL—2 (BLCRIP/N— 3V TREEH)
BITIEEREED B EIZ Y Y, MD5RREEESE 1/ 52 F—ORBIBTHEREINE T, I—T 1 V JIBERDOIZ\!H
LAN ECBRHEEINLBED. BLUYR— N TOVBIL—E2 EHITITOND T EHRIET Bfcdic. BEF—DAE
WETATR2ALERETDIENTEET,

3. [SaveSettings] R2>&EV v o LTRENBERESLCERALET,

V& R A |

ADVANCED > Routing > Static Routing X =1 —

ADVANCED > IPv6 > IPv6 Static Routing X = 1—

T TRIV=BICREBHDAZT v 7 )Ib— DU X M ERRLET, EHIT. BEFHDIL— DB, HIFRELURENTEET,

CDTINARCFETRAET A v 7)— b EBMT 2L 1 DDAV RTT—ADBRDA Y EZTI—RETD T T4 v I REOBERZEECE
Y, BBICEBERBFTHDIC. ZDIV—2EMDT /N1 ABDBEEIHY EA. —EREENDE. XY NI -V DEELHDET. XZ
TAvIIb—=NE TOT AT THY . BIMTY,

IPv4 DIFE
1. ADVANCED > Routing > Static Routing DIBIC A Za2—%2 7 v 7 L. UTFOBEEmEZFRRLET,

DSR-1000N // | ADVANCED | TOOLS STATUS HELP

Application Rules  » Helpful Hints..

Website Filter » || STATIC ROUTING lUse this page to define static
routes. Be sure to enter a

Firewall Setting... » This page shows the list of static routes configured on the router, User can also add, delete and edit the configured routas, destination address, mt

Wirsless Setings ¥ If st of Static Routes

Advanced Network... » will show all available
l MName Destination Subnet Mask Gateway Interface Metric  Active Private configured wired interfaces on
Routing [ the router as options.

Edi | [ Detste | [ _Ada
Certificates
IPMAC Binding

IPvE »

Switch Settings
Intel® AMT
Package Manager

5-33  STATIC ROUTING & - IPv4
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IPv6 DIFE
1. ADVANCED > IPv6 > IPv6 Static Routing DIBIC A —21—% 7 ) v 7 L. UTOEEZRRTLET,

oo oo [T o T

Application Rules  » Helpful Hints....

ite Fil IPV6 STATIC ROUTING UUse this page to define static
VIS R L routes for the IPv6 related
Firewall Setting... 3 This page shows 3 list of IPvE static routes added. A user can add, delete and edit the routes also, interfaces,

Wireless SetingS  » Il yist of IPv6 Static Routes

Advanced Network_. »

Certificates
IPMMAC Binding

IPy6 b

Swiich Settings
Intel® AMT
Package Manager

5-34  STATIC ROUTING E|m - IPv6

lList of Static Routes| Tld. BEEICE > TFHTERINCLIV— FHRRIN. ZTORZT 1 v 7 Ib— MW DD DIREESFI LE T, TList
of IPv4 Static Routes| & TList of IPv6 Static Routes] (ZBIC7 14—V REHBLET (1 DOBFANLRHY T ,)

AZT A7 Ib— kDB
1. [STATICROUTING! BEET lAdd] RE2>%&0 ) v o LTUTOBERZRTLET,

Sy | v TN s | e

Application Rules  » Helpful Hints_.
Wehbsite Filter » || STATIC ROUTE CONFIGURATION Static routes can be used for
routing the traffic. You can

X X . " select the interface from where
Firewall Setting. . » This page allows user to add a new static route. AL SRR s R

Wireless Settings b | Save Settings | \ Don't Save Settings |
Advanced Network._. p
Static Route Configuration

Routing [

Route Name:
Active: 2]
IPMAC Binding
. |
Destination IP Address:
Switch Settings
Intel® AMT IP Subnet Mask:
Package Manager Interface: | Dedicated WAN ¥ |

Gateway IP Address:

Metric:

5-35 RX&T 4 v7)b— FREEM - IPv4

Y/ | s DTN s | sww

Application Rules »

Helpful Hints...

¥ i STATIC ROUTING LoouT [ Be sure to enter a destination
veoe e y|lomucwouims _______________________________ wer]huueedmin

’ : and metric for each configured
Firewall Setfi This page allows user to add 2 static IPv6 route. Shatic route. The Interface

i (4
i i 3
: m s : T dropdown menu will show all
Wireless Settings » \ Save Settings | | Don't Save Settings | available configured wired
S
»

interfaces on the router as

Advanced Network
i !
IPv6 Static Route Configuration i
Routing More

Route Name:
Certificates - |
- Active: o
IPMAC Binding .
IPv6 Destination: |
IPvE [ |
Switch Sattings 1Pv6 Prefix Length:
Intel® AMT Interface: want v
Package Manager IPvb Gateway: |

Metric:

536 RET 4 v Ib— FEREBEME - IPV6

77
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A2 —2 MEST (WANERTE)

2, TOEAEEELET.

BHE B!

Router Name HA & BEDHD L — F 4,

Active W= bET T 4T, ERFENLET, L—rET—TIVSEBML. BETHEWNEEICENCT ST ENTEET,
TNCKY T U EHIBRE LOBEIE TICHBISG CTUL— b aERAT 5 ENTEET, RIPHEIEHE. B
DIV—hETO—FF v A FENFELA,

Private RIP D BEMEHRE. DI —2 &I — b EHBTEDESHERELET, I—t& [TSARX=F] IcT2&0 )b—F
ERIP 70— FF v A KB IVFF YA NTHEINE B, UL IPVAXZ T 1w 7)b— FRIFIGEREINE T,

Destination IP Address |/U— M Z DFEAI XTI IPvA 7 RLAICELCE T,

IP Subnet Mask IPv4 Ry b D =T TZIHEBMTHY . CORZT A v 7 Ib— MK TRHEEZIT 2T TRy b EHBILET,

IPv6 Destination W= METDIEILEILIPV6 7 FLRITBLE T,

IPv6 Prefix Length Pv6e DFLT 1y I AREIEELE T,

Interface RIV— DT 7 L RO TH ARG xRy b T—2 4> 527 1—X (Dedicated WAN. Configurable WAN, LAN > VLAN,
DMZ),

Gateway FEAARRA MEeER Y bT—VICBETEST— I TADIPVAT FL R,

IPv6 Gateway FEAARRA MEeER Y bT—VICBETEST— I TADIPV6 7 FL R,

Metric W= bOBREZRELE T, RLREEICH L TEEADIL— FHFELTVWEHE. RBEVA NI v I ZRFDIL— D
BIRENE T,

3. [SaveSettings] RZ>&ET v LTRENBERESSCERALET,

OSPFv2 &7

ADVANCED > Routing > OSPF X — 21—

OSPFIEBE—DIV—F 4 VT RAALUNEA VB —Zy b 7O MV (IP) /Ty b EEDREDS— D470 VT, THUE FIRRIEERIL—
AR5 IREFERENEL T XY FI—0D ROV Y THEEALE T ,0SPF/N\—2 3 > 21& RFC2328-0SPF/\—2 3 > 2 |CEdidE B )L —
T4 2770~ JILTY,OSPFILIGP (Interior Gateway Protocols) T U ISP/\y VT R—U PRIV =TS A X%y b D=0 G EDOKRERY b T —
TIILERAENE T,

1. ADVANCED > Routing > OSPF DJEIC A 21 —% 7 v 7 L. UTOEEZRRTLET,

NCED Routng > OSPF Il =3 %0 )y 7L UTOBEERTLES.

Application Rules  » Helpful Hints...

Website Filter » || OSPFV2 vosouT | OSPF (Open Shortest Path First)
version 2 is a routing protocol
= : = 5 which is desoribed in RFC2328,
Firewall Sefting... » This page shows the OSPFv2 parameters configured on the router.User can also dit the OSPFy2 configured parameters. OSPF Version 2. OSPF is an 1GP

(Interior Gateway Protocol) used
Wireless Settings 4 to distribute routing information
within a single Autonomous
Advanced Network... » Interface  Status Area Priority  Hello Interval Dead Interval  Cost  Authentication Type System. Compared with RIP,
; OSPF can provide scalable
Routing [ LAN Disabled 1, 10 40 10 Mone network support and faster
S comergence times.05PF can be
Cerlificates WANT Disabled 1 ia a0 10 None used to design and build large
— and complicated networks.
IPIMAC Binding WANZ Disabled 4 10 40 10 None
N - o i — -
Swilch Setlings —a

Intel® AMT
Package Manager

5-37  OSPFv2 DERE/NT A —4

2. UTomEALNBYET,

=S| B

Interface OSPFV2 ZB%N / N AIER Y b T —0 A4 >R T1—X,

Status CORIEREEDA 27 —R OSPFV2 DES) / ESIRREERRLE T,

Area /(/971 ADFRBI AT, B CITAVIEED2DDIV—F: TNEDA V2T 1 —RAEE T AV M TELT

TICFB S 2HMENHVET, 127 1—AFRALCY TRy MCBL, B—OY TRy FRAVEARFEELT,

Priority i\y FT—2DOSPFV2 RFIN—ZDREEFILET, BWMBEEERFDIL—2IFERKI—2ITESH0EEL B E
VET, X OICRET D& I—RFRIRFBIN—RICBEZAEENEEYET, PHEIL1 TY, BLEBIZES
WMBREEERLET,

Hello Interval Hello 1 > 2—/\L2ADE #), TOEERET HE. FEDA VAR T T —XICHKRERB T &I Hello /N7y M A
BENET, MEFHERY T —VICERT 22— 2 TRLCTHA2HENG Y £, #VEAEE 10 #®) T,

Dead Interval TINA ZD Hello /N7y M HBRETNELCHE>TH S, Neighbor )L—F2HBZFD OSPF JIL—2HAZ T LTW3 EHTY
BETOEE 1), NMEFHBERY bT—VICERT 22— 2 TRLTHRZRENH Y E£T, MEREIL40 () TY,
OSPF Tl&. 2 DD Neighbor Bl CINEDA > Z—/NIVDEH LB L THEIHNELND Y ET, B V2—/\VEk
BDIL—2BEHIEZ DT A2 MIHWT Neighbor JL—RICHED T ENTEE A




2B MR (WANSRE)

bi=[= EA
Cost OSPFV2 A R 7T —RI/\ry N EFRETHIR b,
Authentication Type | 2D Tl& OSPFV2 IR 862 1 TAaRRLE T,
- None- A >27T—XILOSPF /7y hEFBEELEE Ao
- Simple-A Y271 —RETVTITFAMF—%FERLTOSPF /Ty FERIELET,
« MD5-4 %271 —XI&MD5 &REF& R LT OSPF /N7y b &FREELE T,
BREEBDIRE

1. WEITHIVMUZETFT Yo TRt R22Z27 v I LET,

Application Rules

s |18

Routing

Cerlificates
IPMAC Binding

Swiich Settings
Intel® AMT
Package Manager

o o /T

I

ADVANCED

| TOOLS STATUS HELP

Helpful Hints_—

0OSPFV2 CONFIGURATION Be sure to enter Area, Priority,
HellgInterval , Deadinterval,
Cost, Authentication Type for
jparticular interface. The
Authentication Type dn

menu will show all available
authentication types as options.

Ospfv2 Enable:

This page allows the user to update the configured OSPFY2 parameters

Save Seitings | | Don't Save Settings |

Interface:

Area: |I

Priority: f

Hello Interval:

Dead Interval: {40

Cost:

Authentication Type: None ¥ |

Authentication Key: |

MD5 Key Id: [

MD5 Authentication Key : |

5-38 OSPFv2 A7« JL—> 3> Bl

2, LUTOEBZERREERELETT,

== EA
Ospfv2 Enable Frv Ry AEHERLTOSPFV2 B/ EHICLE T,
Interface OSPFV2 B3 / BT YRRy b —0 A2V 2T1—2X,
Area AVRITT—ADFRBI BHIU T, 1-255 DEEASTILET, 2 DD)V—2H BT A2 M EFBDFEE, TNoDA
VRTI—REETAV M TRICTY PICFIB T AREBLH I ET, 127 1—RIECH TRy MIBL. B—D
YIZxv N RRIVEFEET,
Priority XY bT—=UDOSPFV2 KFRIN—2DREZFENLE T, BIMBEEERF DI —2FERTRIV—RICESHEIEEENS <
TUET, BEOICHRET B&. IV—2ELVARRIV—RICTEZHAEBEELIE<EY ET, HHEIZ1 TT, BLESIF
EBWNVBREEEKRLET,
Hello Interval Hello A > 2—/VUEB () . COBEFRET D& FEDA V27 1 —RCRERB T EIC Hello /37y FHEETN

£, MEFSHEBERY FT—7ITERT 22— 2 TCRLTHIUELH Y E T, FHEIL 10 #) TT,

Dead Interval

Hello /X7 v b BRMEETNE L EDTH S, Neighbor JL—2BRZ D OSPF JL—2Z R Z T LTWS E YT 5% TR
M #) . MEEHBER Y FT—VITET 52— 2 TRLTHZREL DY £, PHAEIL40 B) TY, OSPF T
I&.2 DD NeighborEITZNSDA > Z—/NIVDEANE AL THEIRELNH VKT BED1 22—/ UVEEFEDIL—
ZELIEZF DT A2 MMTBWT Neighbor JL—2(L552 T ERTEL LA

Cost

OSPFV2 A 27 z—R|T/\rw b EXETAHIX b

Authentication Type

T DTl OSPFV2 TR 2583 E2 1 TAFRRLE T,
« None-A>27x—XIEOSPF /7w hEERFELEE A,
- Simple-A>271—RET > TIVTFFRAMF—HFERLTOSPF /T MEFRIELE T,
« MD5-4 2427 1—XI&MD5 585 R LC OSPF /N7y b &EFREEL £ 7,

Authentication Key

FREE2 A I Simple ZFERALTWA Ry b T—0 2T A MIHIF BB OSPF )V—ZICERENB/FED/ AT —
FEBIVHTET, IL—T 1 VT RAAVICBMT B B—TU T7ARADIL—2ITULBE CF—%RET 2HBHH Y £7,

Md5 Key Id

FREEZ A TITMDS ZFEALTWARY FT—0 0 A MTHIT B8 OSPF )L— 2 ILERENSEED MD5 +—
DZEASILET,

Md5 Authentication Key

FREEZ A FITMD5 ZER L TWAR Y f T =717 A MBI ZBHE OSPF )L— R ICEREN ST D MD5 +—

LEILJ\

-2 ANLET,

3. [SaveSettings] R2>&EV v I LTRENBERESLCBERALET,
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OSPFv3 327&

ADVANCED > IPv6 > OSPF X =1 —
OSPFv3 (Open Shortest Path First version 3) (& IPv6 %ﬁ/ﬁ FLTWET, /L—H2D OSPFV3 Ot X&BMICT BlzsdIcid. OSPFV3 Ot X%
JO—/bicEsE L. Ib—2 1D & OSPRV3 7Ot XICEIWH T, TOTOCRAEBET 5127 T—ATEBMCT 2RELNGHET,

1. ADVANCED > IPv6 > OSPF DJEIC A —2—%7 v o L. UTOBEEERRLET,

o [T~ I

Application Rules

3 Helpful Hints_..

Website Filter » || oseFv2 LosouT | OSPR(Open Shortest Path First)
version 3 is a routing protocol
. - . iy fior IPv6 Metworks (OSPF3)
Firewall Setting... 3 This page shows the OSPFv3 parameters configured on the router.User can also edit the OSPF3 configured parameters Jescribed in REC2740.05PF is
»

Wireless Settings

an IGP (Interior Gateway
Protocol) used to distribute
routing information within a

Advanced Network. .. » Interface Status Priority Hello Interval Dead Interval single Autonomous System.

Certificates
IPMAC Binding

IPvE

Routing (!

Compared with RIP, OSPF can
Lan Disabled 1 10 40 10 provide scalable network
support and faster convergence
WANL Disabled 1 10 40 61} times.0SPF can be used to
design and build large and
WANZ Disabled 1 10 40 0 complicated networks.

[

Switch Setfings

Intel® AMT

Package Manager

5-39  OSPFv3 DEETE/NT A —4

2. FOmEAHYET,

=[S SHAR
Interface OSPFV3 B3 / EINCT BB Y b T —0 A4V 2T1—X,
Status BEDA >R T 1T —R OSPFV3 DBER / EREEFRRLET,
Priority 2y FT—0DOSPFV3RFI—ZDREEMALET, BVBLEEARFDIL—2IFERRIV—2ITEBHEEL B <
VET, EZXOICRET S E. I—RIEKVRERIL—2ITEZATEENB BV ET, PEEEILT TT, f&b\%vﬂi&m
WMEBREEERLET,
Hello Interval Hello 4 > 2 —/NILZADIE (F), TOEEFRET D& FHEDA V27— XICRERB T EIT Hello /37w M HNE

EENEY., MEFHEERY TV ICHERT 22— 2 CRLCTH2UENGY £9. PHEAEIF 10 ®) T,

Dead Interval

TINA ZAD Hello )Ny fHRETNE B >TH S, Neighbor )L—2HBZFD OSPF JIL—2 KB 27> LTW3 EHET
DETORE (B, NMEFZHEEBERY FT—JICERT 22/ —2 TRALCTHIREL DY Y., MHAEIX40 ®) TT,
OSPF Tl&. 2 DD Neighbor §TZINSDA > 2—/\NVDEHELBLTHEIRELNH Y £, Bixd1 72—/ \UiEx
BOIL—2BLEZF DT A2 MTHWT Neighbor )IL—21T52 T EHTEE A

Cost

OSPFV3 A >R 7T —RIT/NTFw b EFET SR,

REEBEDRE

1. WEIHIVMVEFTvI% TRt RE2>Z2T7 YT LET,

Application Rules

Website Filter » || OSPFV3 CONFIGURATION LOGOUT

o TR

Helpful Hints__.

Be sure to enter Area, Priority,
HelloInterval , DeadInterval,

Firewall Setfing.. This page allows the user to update the configured OSPFV3 parameters Cost for particular interface.

Wireless Setfings
Advanced Network_. p

0Ospfv3 Configuration
Routing r

Certificates ' )
Interface: LAN

IPMAC Binding -
Priority: i

Hello Interval: i
Switch Settings
Intel® AMT Dead Interval: i
Package Manager Cost: m

| save Settings | | Don't Save Settings |

0spfv3 Enable;

5-40 OSPFV3 > 7« JL—2 3> EE
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2. LTOEBERREIEHRELET,
1EE B

Ospfv3 Enable Frv IRy REMFHLTOSPRVI 2B/ EMNICLET,

Interface OSPFV3 =B / BN T DRy b T —0 A4V 2T1—X,

Priority Y b T =7 DOSPFV3 KT —2DREE@IILE T, BOMBREEIDIL—2IZFERRI—2ITEDATEENE
BUET, BEOICERETSE. IL—2IFLIRBIN—RICEZTREEAS AV ET, THEL1 T, BLESIF
EBWVMBREZEKRLET,

Hello Interval Hello 1 > 2 —/VUB () . TOBERETDE. FEDA V27 1 —RCRERB &I Hello /X7y FHEETH

9. AMEFHERY TV IHERT 22— 2 TRLTH2UENHY £9. FHAEIF 10 #) T,

Dead Interval

Hello /3 v FAZET NG IZ>TH S, Neighbor JL—2HZD OSPF JL—2HH 7> LTWB LT 25X TOR
B (#) . MBEEHBRY FT—VICERT 52— 2 TRILTHAIREL DD ET, FHAEIZ40 B) TT, OSPF T
1&.2 DD NeighborBI TINS5 DA > 2 —/NIVDEHNEL R THIRELH KT BE21 > 2—/UVEEFDIL—
ZEILIEF DT A MMTHEWT Neighbor )L—2I5 2 T ERTEE B A

Cost OSPFV3 A B2 7T —RI\ry FEFETHIR b,
3. [SaveSettings] R2>%&D )y LTHRENRERESICERLET,

6tod + > RIVERTE
ADVANCED > IPv6 > 6to4 Tunneling X Z 21—
6tod FRU TV THEEEBENEITENLET,

610 41d. IPV4 D5 IPV6 £ THITT BTcdDA VR —2w MEITAAZXLTH Y. IPV6 /37y FDIPv4 Xy T — I \DEREERREICT BT R
TLTY. FTv IRy A%ERLT lEnable Automatic Tunnelingl ZB#ICL. IPV6 LANDSD S T4y & UE— R IPV6 2 T —7IC
HETDLOICIPVAA T 3 VITEET BT EDNTEXT,

AT AV HBEWMEIEE. IPv4 T FLRERIE LAN LD IPV6 7 FLRICEBOHIAENE T, DA T3 VIEIPva & IPv6 / — ROmAEFRT
%y NI —=U CIHBICT—RNTT,

1.

2.

ADVANCED > IPv6 > 6 to 4 Tunneling DJBICAZ2—%& 27U v o L. ULTFOBEEZFRRLET,

Y/ | o IR s | swe | e

Application Rules (3

Website Filter 3
Firewall Setting... 3

Wireless Settings  »

Advanced Network... »

Routing »
Cerfificates
IPIMAC Binding

IPvE [

Switch Settings

Intel® AMT
Package Manager

Helpful Hints...

6 TO 4 TUNNELING With this option enabled IPv4
address information is
embedded in IPv6 addresses on
the LAN. This option is very

i . T common in network that use
| ‘SaveSettings | | Don't Save Settings | Spbiisbidualeid i,

This page allows user to enable/disable the 6 to 4 &

Enable Automatic Tunneling

Enable Automatic Tunneling

X541 6to4 brRILOBEME

6t04 bRLEBHIC

I Bfz&lciE. TEnable Automatic Tunneling] &F 1% LT [Save Settings] RZ>& 7 1) w7 LET,
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ISATAP b > XIVERE

ADVANCED > IPv6 > ISATAP Tunnels X =1 —
ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) t&. IPv4 & b7 —2 EDFT 27 VAR Y7 /— REITIPV6 /T v M ZIXET B IPV6 15
TANZXITE, ISATAP [ET A F DIBFRL— 2 iG55 & FIREIC IPV6-IPvA BT KL AR EIBE L E T, Ffo. ISATAP IE. BEDU VoL
AV (IPV6 DU LAVELTERENS IPVE) ITHF5 IPv6 DIRIEEIRELE T,

FIFARIEE ISATAP b RILD U X b ERRLET, £feo ISATAP b XILDEBIN. HIfE L URENTEET,

ADVANCED > IPv6 > ISATAP Tunnels DJBIC A —a—%#2 vy L. UTFOBEEEERRLET,

DSR-1000N // | ADVANCED | TOOLS STATUS HELP

Application Rules

Website Filter » |§ ISATAP TUNNELS

Firewall Setting... > This page shows the list of available ISATAP tunnels. A user can alsc add, delete and edit ISATAP tunnels from this pags.

Wireless Settings »
List of Available ISATAP Tunnels
Advanced Network...
() Local Endpoint TSATAP Subnet Prefix
Routing 4
P | Edit | | Delete | | Add |
IPIMAC Binding

IPvE

Switch Settings
Intel® AMT
Package Manager

» Helpful Hints...

ISATAP is available to provide

IPv4 network as a single IPv6
local link.

»

[

5-42 ISATAP b LD X b

ISATAP b RIVDEER

1. TAdd) RE2>Z&7 Uy LTUATOERZRRLET,

oo [T sws | e

Application Rules  » Helpful Hints_

i ISATAP TUNNELS ISATAP is available to provide
Website Filter 4 = ity between IPv6
Firewall Setting... » This page allows user to configure a new isatap tunnel. ;;‘i";'eﬂ'e ma:g;ﬁ:;;:ﬂ

Wireless Settings b | saveSettings | | Don't Save Settings | local link.

Certificates

End Point Address: LAN. v
IPMAC Binding

[

IPvE

Switch Setlings

Intel® AMT

Package Manager

Advanced Network... »
m ISATAP Tunnel Configuration

ISATAP Subnet Prefix:

IPv4 Address: ]

5-43  ISATAP b > JLDER

2. UTOEEZRELET,

EH

ELiG

ISATAP Subnet Prefix

DAY T2y SBIGRIEBIG ISATAP TRy MIBWETONZ 64 B bOTTRY T T 1w 7 A%ZIBE
LEY, TEDISP Efeld 1A 2 —xy bBELNSEUST 50\ Fcld RFC4193 Hh 5 LE T,

Local End Point Address

TDIV—ZDSRET S Y RIVDIY RRA Y b7 FLAZERLET,
« LAN-IZV RRAY ME LANA 2T 2—X LANDIPVA Ry D=V THBERET S) T,
« Other IP - HEDLAN IPv4 7 FLRAELEY, cNEBRLIHE. K< [IPv4 Address] 8 CT> FRA> bD
IPv4 7 FLAZIEELE T,

IPv4 Address

A—AIVDIY RRA VT RLAZIELE T,

3. [SaveSettings] R2>%&7 1) vy LTRENBERESLCBEALET,




{8 —Zw M WANSRTE)

HMEFIGER—F-WANF T3>

KIV—2F €HYFZVDWAN A —H Ry b R— bEIFERADMZR— b E L THRETESMEBR— b ETR—FLTVET, R—bHtEAHY
ZWAN A 22T T =B DEDITEREND E. WAN2 ICEET 5 I NTDREN—IDBEMCEIET,

SETUP > Internet Settings > WAN2 Settings > WAN2 Setup AXZa—

CCTIEWAN2 DA B —Zy bERERECEEL T, PTFLAL TADY MERGEAN V2 —3y MERIBEBRNH ST LML T EEL,
BE. COBRIE ISP £l RO Y T — ’7mﬁ% CEOTRHEENE T,

WAN2 DEREIF WANT BRE LB L TY, 3GInternet] OFREIFTEE A

ARGIE 36 USB B 7 L5 LISHEICHIS L TUEL s, 136 Internet] DREITE £ A

WAN FK— FEEE

ADVANCED > Advanced Network > WAN Port Setup X — 31—
ZTTIEIV—2D WAN U > 7 T3z WAN 4 72 3> (EBGR— MRE) ZRETHTENTEETT,

ISP 7YY FBNWAN R— MREZEERT 20\ Fld MACT FLRICEEMIF2IHE. XY T =0 EDRL—XEERERRICT 2zdHicd
DERBPBEEENE T,

1. ADVANCED > Advanced Network > WAN Port Setup DJBEIC A Z1—% 21 v L. UTFOBEARRTLET,

SN/ | v NN e | sww

Application Rules 3 Helpful Hints...

WAN PORT SETUP The physical port settings for
it ’ each WAN link can be defined
here. If your ISP account defines
the WAN port speed oris
associated with a MAC address,

Firewall Setfing... Thiz page allows user to configure advanced WAN options for the router.

Wireless Settings » Save Settings { | ‘Don't Save Settings |

enter the details here. One key
Advanced Network... [» parameter is the ability to

disable ping response on the
= WAN ports, Disabling this ill
R
; Respond to Ping: security as it will not be
Ceriificates detected easily from intemet
e WAN1 Port Setup attacks that would attempt to
IPMAC Binding take control of or disable the
I — -
- Fso RIS
Switch Settings Custom MTU: |1500

Intel® AMT Port Speed: [ Auto Sense
Package Manager WAN?2 Port Setup

MTU Size: Defauk ¥ |

Custom MTU: 1500

Port Speed: Auto Sense v

5-44  HpEE WAN R— b DFRE

2. TOEBEEFRELET,

1B EA
MTU ITNTDR— FTHR—bEND MTUBEOHIEREIE 1500 TT . Chid. 75T AV MEGELTA Y27 T —REBBRTES
BANT Y A XTT,
TDHAREEPTCEETEEITAN KEWT Y ME XY FT—VBIEZRI L, A V2 71— XAREZBETETEET,
1500 /N4 + DNy YA RERY bT—VBICHITZA—Zy O NIV THFAENBZRADT A X T,
Port Speed FAuto Sense |BMEIREN D & JV—ZIdKR— MEEERBALE T, TOA S 3> Tld &#EER— MREIGIV—2 &y FT—
JICES>TREETNE T,
LIFD 3 DOR— MREEHIC, R— DY R—MIEDINTT2 7Ly IR (half £zl full) ZEERTEE T, : 10Mbps.
100Mbps. & KT 1000Mbps (745, 1Gbps). #IHAMEIE [Auto Sensel TT,

3. [SaveSettings) RE &V 1Yo LTRENBEZFESLCERLET,



84

IR0 2 ARA > FERGE (DSR-1000N D7)

B6E MRTVEARAY MRE (DSR-1000N D)

UTIEABDREBEEDHETT, BBITISCT. RE

/EBE/BIEZ{T>TLIEEL,

HHE s SN
HEIRERE Y U — K VA= FITHE > TERREETTVE T, 84 X—
ERTOT7 74 AP ZEIRY S AT MIBEMIS2BEIERT 2. X271 2407 BS. BLUREE| 87—
EEHETOT 7V ERELET,
TIRARA Y SO EER |FLWT 7 ERARAY b ARIET VL ARA Y S DIERE T O T 7 A VDB HTETVET, 89 X—3
ERHIHOFREDTE BWEF v RIVEBIILNIVERELET, 93 R—==
WMM 5&7E Wi-Fi RIVF AT« PREETVET, 94 N—=2
WDS &7E WDS SREZTLE T, BAR=Y
BEERRTE G ERIROBE/NT A2 ERELET, 97 R=Y
WPS 5%7E WPS DEREZITVE T, 9B NR—
DSR-1000N (F#E#R LAN 7 S5 A 77> MBDT 7L ARA > FMEREERE ARG HME SN 802.11n EREHERH L CVET, X1 T« /BBSL/

REEA TV aVIEEBOTOT T AINCEESHON, ERETOT7AIVEAPREAZ1—TERT BT ENTEXT, TOT71IVIE BRI A
TYhEAPBEDEF IV T A ZEGAPAORLAG/INTA—2ZEELTEY BEIEC T BLTNA ADEHD AP A Y A2V AR THE TEL T,

BHO MR8 ODAPZRET DI EICL DT BRRADDIZ—IHRERRY NV 2T 2 ENTETRT ., TDLIBERIBAP DTNE
NUEZDREBTHR— b ENZ I ZAT7 Y ML TERIZILTVS AP (A Z—77% SSID) & LTRREINFETH. RBEIEZDIL—RITHETN
BE CHIEE RS CEMEL CLE T,

BRx Y b=V ERET DDA TOERDHLETT, :
- BSRX Y NTD—TILT I ERT BT ELTFRENDT/NNAADAA T EZNEHYR— T 5 Wi-Fi™E— K,

- =2 DHIRRYIS A
- BRx Y NV RS ADICERT 2+ 21U 7 A RE

BEE) 70707 b1 DT GERO AP A V2BV (5SID) ICEREND AP /S5 A —8 &I — Lkt DE LTER DT ENTE
ST, TORH. FLINS A—ZHEED AP A VA% RETeld SSID ICEAEN 2B A1 EEERT 5T EHTEET,

EGREVY—F

SETUP > Wizard > Wireless Settings * — 21—
T TIE—MTHEEGZRT Y TRBLUV—2DEGEA V2 T 1 —AZRET HEDICHFELEFT,

[Wireless Network Setup Wizard] (&% b7 —2ZICBENTWEWI—HFICBNTT, W OHODBELZRER—IZBLT. THEAD LAN ED
Wi-Fi™ X b T—0%BICL T YR—FT 280211 7547V MIRELIET 7 ERRA Y MIEST AT ELTEXT,

SETUP TOOLS STATUS

1. SETUP > Wizard > Wireless Settings DIEICA Za21—% 7 ) v/ L. UTOBEEERRLET,

| DSR-1000N | | ADVANCED
Helpful Hints...

Wizard [
WIRELESS SETTINGS LocouT [ If you are new to wireless
networking and have never
_ " y - . configured a wireless router
This page will guide you through commen and easy steps to configure your router's wireless interfacs. before, dick on Wircless

Internet Settings
Network Setup Wizard and the
Wireless Network Setup Wizard

router will guide you through a
few simple steps to get your
wireless network up and
running. If you have configured
the wireless router with WPS

DMZ Setup

This wizard is designed to assist you in your wireless network setup. It will guide you through step-by-step instructions on how to set
up your wireless network and how to make it secure.

(3
3
»
3

Wireless Setings

Note: Soms changes made using this Sstup Wizard may require you to change some settings on your wireless client adapters so they

can still connect to the D-Link Router.

| Wireless Network Setup Wizard |

and want to add a new
supported dient device to the
network, dick on Add Wireless
Device and the router will guide
you through the WPS
configuration. If you consider

»
USB Setlings (3
Capfive Portal 3

Add Wireless Device (WITH WPS/WI-FI PROTECTED SETUP) Wizard

This wizard is

instructions on how to get your wireless device connected. Click the button below to begin.

{ WPS is currently disabled |

designed to assist you in connecting your wireless device to your wireless router. It will guide you through step-by-step

yourself an advanced user and
have configured a wireless
rowiter befiore, dick Manual
Wireless Metwork Setup to input
all the settings manually.

on the Manual Wireless Network Setup button below.

| Manual Wireless Network Setup .i

Manual Wireless Network Setup

If your wirzless network is already st up with Wi-Fi Protected Setup, manual configuration of the wireless network will destroy the
existing wireless network. If you would like to configure the wireless settings of your new D-Link Systems Router manusally, then dick

6-1
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|IRT 7 £ ARA > FRTE (DSR-T000NDH)

Wireless Network Setup Wizard £V > 3> (Egxv b 7—9ty v 7y To o H—F)
TOT4P—= Rl V=R LWT 7 ZXRA Y b EER LT, BRICT B0 DOERBNGFIEZRELE T,

DSR-1000N / / |
Step 1: Welcome TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

Give your network a name, using up to 32 characters.
Network Name (SSID):

@ Automatically assign a network key(Recommended)

To prevent outsiders from accessing your network, the router will automatically assign a
security to your network.

~  Manually assign a network key

Use this options if you prefer to create our own key.

6-2  Setup Wizard [E|mE -Step1

1. Network Name (SSID) DIgEETVNET,
[Network Name (SSID) J I&. HR—FLTWB T A7 ML >THBHENS APERIFTT, T4 — R 207> MDY R—bck>

T WPA/WPA2 £F 21 7 (T TTKIP+AES] BES A L. 7/ XA CHRIHEREZRHD WPAHL WPA2 £+ 2 U 7 1 OV NHE A
LTZD AP ICEEEMIFLET,

2. BRHAROREEITVET,
- Automatically assign a network key 7> 3 >

U= RITIE . BEMITAPITHL TR Y b D=0 F—HERT DA T avhd ) ET, TOF—IEWPAXZIEWPA2 214 7D+ T+
DIzDDBEFIHEBRTT, TDPKAMITEENTWE TR IS4 7> METD AP ITEHRTEEXT, (BENTEY HTS5N ) PSK DHIHERE
I& Tpassphrase] T3,

- Manually assign a network key 4 7> 3 >
FHTRY ST —UF—EHRELET,

DSR-1000N / / |
Step 2: Set your Wireless Security Password

You have selected your security level - you will need to set a wireless security
password.

The WPA Password key must meet one of following guildelines:
Between 8 and 63 characters (A longer WPA key is more secure than a short one)
Exactly 64 characters using 0-9 and A-F

Wireless Security Password: |

Note: You will need to enter the same password as keys in this step into your wireless
clients in order to enable proper wireless communication.

[ Prev ] ‘ MNext | |Cance|| Connect

6-3  Setup Wizard [Ejm -Step1

3. Next] RE2>Z7 Uy I LT V4Y—FORTEEZRTLET,

==y )/

Setup Complete!

Below is a detailed summary of your wireless security settings. Please print this page
out, or write the information on a piece of paper, so you can configure the correct
settings on your wireless client adapters.

Wireless Network Name (SSID): dlink
Security Mode: Auto (WPA or WPAZ2) - Personal
Cipher Type: TKIP and AES

Pre-Shared Key: passphrase

| Prev | Next '

6-4  Setup Wizard EmE -Setup Complete

Y4 = RFORBOFIEIL. Connect] REVET ) voIFT 3T ETT, . REEHERL. TOAPEBMICLT LAN IZHBIF BB
H7O—RF+ XAMLET,
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IR0 2 ARA > FERGE (DSR-1000N D7)

Add Wireless Device Wizard ¥4 < 3 > (&7 /\1 AN\D WPS DiEN)

ADVANCED > Wireless Settings > WPS T 'WPS Status] % [Enabled] (B%h) (K92 FR—FFT2WPS V547> bEIEBICEHREICRY bT—
TITBMELDTENTEET,

DSR-1000N / /
Step 1: Select Configuration Method for your Wireless Network

Please select one of following configuration methods and click next to continue.

@ Auto
Select this option if your wireless device supports WPS (Wi-Fi Protected Setup)
“  Manual

Select this option will display the current wireless settings for you to configure the wireless
device manually.

Prev | Next | Connect

6-5  WPS EREEME - Step]

IR T\ AEER T Bl TAuto) 7Y 3 v EBRT 2L 2 DO—MNGE WPS BREA T2 3 UHFRRENE T, ¢

DSR-1000N / /
Step 2: Connect your Wireless Device

There are two ways to add wireless device to your wireless network:
- PIN (Personal Identification Number)
- PBC (Push Button Configuration}

@ pm: ]

Please enter the PIN from your wireless device and click the below 'Connect’ Button
O PBC

Please press the push button on your wireless device and click the below 'Connect’ Button
within 120 seconds.

Prev ext Cancel Connect

6-6  WPS EREHME - Step2

« PIN (Personal Identification Number) :
WPS ZHR— T 2EET /1 R, THZDPIN ZHF>TWBEREMEDNHD Y. DT A4 —IVRICANEND E. APIZI AT MED) >
EBIILEY, vy F 7y TEZETIBIEHICE [Connect) REVHET VW LT, 7547 MIEHELED,

« PBC(FvaRaVEswE)
PBC ZHR— b THERT/\AATIE. TORZVERLIcEFE L. 2 9BUAIC TPBC Connect) R2>%& 71w LET, APIE. BIRT
INARERBLTC, 7247 DV EHIILET,

WPS 1 ' — RERT BfzsdiciE, WPA/WPAL 2 107« BERT 2075 £ 1 D0 AP EEMIC LT, WPS &1 H— REEAET
%7z8ICid ADVANCED > Wireless Settings > WPS X—=/C WPS Status| % [Enabled] (B%)) ICT2REHH VXTI,

Manual Wireless Network Setup

Wizard R—I DT DRZ 1% SETUP > Wireless Settings > Access Points X—J(CU >0 LET, TOFHF T3> Tld. 71— Rk >TH
LU AP DB, F/clZBED AP DREZEEITOIENTEET,
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e TO7 741V

SETUP > Wireless Settings > Profiles X — 21—
IR VEARAY bDEHOTOT 7 A IV EFRELET,

TAT7AIVE BED AP ZE W THE CEDEIFRED Y IV—T T, APRECHERAEINE T, APEEIRY 17> HIEENIS2IHEIE
BYs. tF2UT 1247 BSt. BIORAEZTRT 7BV B TBHTENTEE T, FHAE—RIE Open) (LF21UT7«%L) TT,
CDE—FRE BRISATY T2 )T TAT7AM)VEERBLTRESNIC AP ICHER CEDOHRE2TIIHY T A,

1. SETUP > Wireless Settings > Profiles DIBIc X —21—% 7 v 7 L. UTOEEHZRTLET,

o L R R R T
Helpful Hints....
A profile is a grouping of wireless settings which can be shared across multiple APs. AP specific ssttings are configured on the Access

The Profile can be thought of a
grouping of security settings
Wireless Settings [ fise t:"agg'ﬁ t:mnenr

Peint Configuration page. The profile allows for easy duplication of S5IDs, security settings, encryption methads, dient authentication, :g:g; pr:fﬂ:a will be
Network Setting... b |JEGESE ==l available to assign to a Access
Point in the AP Configuration
DM ¥ || List of Profiles page.
- z
MEORE i 4l | Profile Hame SSID Broadcast Security Encryption Authentication
| | defaultl dlink v WEALWPAZ TKIP+CCMP psK

External Authentica »

DSRguest DSRguest @ OPEN Mone Nons

VPN Settings 3 S

USB Setlings »
Captive Portal [ 3

6-7 PROFILES EimE
l'Available Profiles) M) X + TIZEEIR) > 0 ZAFEE T ADICKHARIEEGA T 3 v DfEEA R L TWVWETD,

%Lv7n7;4ww¢m

EDOHEREENTIEED IO 7 IVAEFBLEYT, TOTAT7 71V EFERLTAP EBERTOIOIC. 75147 MHMERT %37
?&t;%lﬁ@ SSIDAZHJ/ELET, SSIDDTO—RF+v X MERTZHTET. AP DEFERICHZEREAF DERISAT7 > MIcnT7O7 74
IWEBHETEXT,

1. TAdd] RE2>&E7U vy L. LTFOBEERRLET,

oo JY s D S T T

Helpful Hints_.

i PROFILES LoGouT || For more security please use
Internet Settings 3 s o

Wireless Seftings [> || The Prefile Configuration page allows you te set or medify the network identifiers and wireless settings of 3 particular wireless prefile. ﬁwﬂcﬂ' disabling SSID

Profiles can be applied to more than once access point if needed. o :

Network Setting... b - ) - ,
| Save Settings | | Dan’t Save Settings |

DMZ Setup »

VLAN Settings » |§ Profile Configuration

internal Users Data  p Profile Name:

External Authentica » SSID:

N S d|| Broadcast ssIp: =]

US8 Seffings || Security: | Open Al

Captive Portal 3 Encryption: [ =

Authentication: PSK v

WPA Password: |

Enable Pre-Authentication:

WEP Index and Keys

Authentication:

Encryption:
'WEP Passphrase; generate key
WEP Key 1:

|
[
WEP Key 2: [
WEP Key 3: |

|

'WEP Key 4:

6-8  PROFILES EIH - Add
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IR0 2 ARA > FERGE (DSR-1000N D7)

AP IEWEP.WPAWPA2. B KUWPA+WPA2 A 72 3 VBB ITANTD 80211 DBEE
7 A 1ELLFD TProfile Configuration) 2433 >® [Security] DFERICK>T

HEFa1UT 4 E—FERELE T 77 CARA > FDEFa
RESNET, ¢

EH

ELiE

OPEN

COEGT— NI T AICKEREET INAADT VYRGBT EHHFRIT BIeDIT/NT ) oI =T rxy bD—
I EERLET,

WEP
(Wired Equivalent Privacy)

287 1y 0% (EHIE) RE AP LR ST METHET 5T EEBBE LET, WEP I 802110 7— 23
EEYR— b LENT EICEBL TS, TNid, R0 80211 BEICEL TV T,

WPA
(Wi-Fi Protected Access)

WEP & WS8R F 1) 7 DIeDIGERLE T, HEITIEC T, WPA DEES(ELTIE TKIP & CCMP AL T,
SREEIE. TPSK] (BRTHAEH) . IRADIUS] (RADIUS —N\ZERHFDI Y E2—7F 4 XE— ), £fzld PSK+RADIUSS (7
F) ETBHTEDNTEET, WPSIE8021Tn T —2REZEHR—F LEVWT LISERL T REL, ThUd BXD
80211 il BE L TWE T,

WPA2 TOtFa1UT 424 TIEPK (FFIHER) ldIT>2—T774X (RADIUS F—/N) SREEDWLTNHDIFEIIC
CCMP BBES1L (B KU TKPBBSILEEBINT 24 7> 3>) ZEALET,
WPA + WPA2 TNUEBESET7 IV T XLD TKIP LU CCMP OmAZEERLET, WPA TS A7 MMETKIP ZER L. WPA2 &

SA 7> MECCMP BESL 7))V T AL EFERLET,

[Save Settings] R"2>%&V vy LTHRERNBEZRESLUCBERLET,

TWPATWPAIIE T/ A R K~ b T BIRTRELBWAELF 117« AL TAPICBHTEZ v+ 10T <4 7232 TY, THE—
BTl (BVEETU > 2758) WPA2 F—FaH £— b3 BIRRDT) A Rid. HOREES 517> MFWPA2 &ERL TV BE

L5 AP ICHERT 5T EDTEFT,

WEP £F+2 V)71
['Profile Configuration] @

[Security] T TWEP] MeFa2UT 44T a v ELGERENS L. COEF2THEERRY NT—IN\DT7 VA%

BETBVSAT Y NEHBTEEBDRALT 4 v IV F—%RET BRENHVET, TDARZT A v I7F—IEBAPTV/IIRTL—XEEREN
RS LR SERENE T,

DSR-1000N lz. |

Wizard

3
Internet Settings 3

Wireless Seftings [»
4

Network Setting....

DMZ Setup »

VLAN Settings »

Intemal Users Data  »

External Authentica »

VPN Setlings
USB Settings 3

Captive Portal »

PROFILES LoGouT || For more sem-itypiea_se use

along with disabling S5ID

The Profile Configuration page allows you to set or modify the network identifiers and wireless settings of a particular wirsless profile. B

Profiles can be applied to more than once access point if nesded.

| Save .San"ings | |- Don't Save -Sen.ings |

Profile Name:

SSID:

Broadcast SSID:

Security:

Encryption:
Authentication:

WPA Password:

Enable Pre-Authentication:

Authentication: | Open System v |

Encryption: 64 bit WEP ¥

WEP Passphrase: | | generate key |
WEP Key 1: '®

WEP Key 2:

WEP Key 3:

WEP Key 4:

69 XY bT—UEF2UTAEZRESTSHTOT7AIVIER



|IRT 7 £ ARA > FRTE (DSR-T000NDH)

TWEP Index and Keys] €2 3> CUTOEEZEELE T,

== Bis
Authentication [Open System] F 7zl TShared Key| ZZIRLE T,
Encryption BESF— D71 X (64 bit WEP £7z1& 128 bit WEP) ZEIRL F T, KEWHY A XDF—(FLBVESLERIET 57280
F—ORFTHEHLBFEYET,
WEP Passphrase ADDIAZ—VIxZ WEP F—ZEMT B/cdicld. BEIF—TF A X TRETNTVWASBREDRHEFD T L—X % AN
LT lgenerateKey| R2>%&7 1) vy LET,
WEP Key1-4 SRHCERAT 2F—D 1 DEBRIRLET, COT/\ARITERT BcDICE. BRF—ZB|EI A7V FEHBT

BRENDHYET,
[Save Settings] "2>%&7 ) vy LTRENBEZRESICBERALET,

PSK =352 WPA E7zl& WPA2
EaiHBERE PSK) (& AP U SA 7Y FOMAICERES NIRRT L—XTHY ., ERI A7 > b &SRS 2DIERINET, 77t
AAJEER/ISR 7 L—XI& 8 ~ 63 XF T, IProfile Configuration) €% 3 >® TWPA Password ICAHDLET,

772RARAY +DVERE L ERA

SETUP > Wireless Settings > Access Points X — 31—
TDTINA RCEHEEHT 7L ARA Y M (AP) ERRLET, TOPIVUIIHS, FAP (TRNTDOTE) ODRAT—2 XDV THEL. AP/

TIA—BRENWT IV EATELT,

TO77 00N (CF 2V TAREDTIV—T) Z—BIERTBHE IW—R2 EDAPICENEBINHTEHTELNTEET, AP D SSID (£ 802.11 IR
ZOEMEETO— FF v AT BRBITHEEN. WLAN R Y T — 0 &I 2TeHITERENET,

AP ERENR—I Tl FILWAP B/ER LT, FIRAIREG O 7 7 4ILD 1 DEZNUC) VI BT EDNTEET, TDIV—RIIRET 72 ARA >
l* (VAP) & LTBRBEINZEHD AP ZHR—FLTWVWET, EED SSID AFDORARE AP (&, BIILTWB TV RRA T NELTIZAT b
TIEIBNE T, COBRGHEEIL IL—20FEEHENI—HUREBTZHEICT ATV NI—TDtF1) 71 CNBEEN A RBILT 5K

LLDXETinT

1. SETUP > Wireless Settings > Access Points DIEIC A Za2—% 27 w7 L, UTFOEEEZFRRLET,

DSR-1000N lz.l SETUP | ADVANCED TOOLS STATUS HELP
i ACCESS POINTS LosouT | The DSR supports up to four
momerseungs » ||accesseonas e ™cRemmimier

«can have unique access palides,

Wireless Seftings The List of &vailable Access Points table lists the configured Access Points (4F) for thiz device. From this summary list, the status of - i SR dth
=ach AP (over all radics) can be reviewed and AP parameter configuration settings can be accessed, ﬂw* e,
5 ping depending on your
Network Setting...
DMZ Setup List of Available Access Points Py
Status Virtual AP SSID Broadcast Profile Name Active Time Start Time Stop Time

VLAN Setings 3

Intemal Users Data  p - Enabled apl dlink 4 defaultl Mo (Turn-off)
2 5 Na (Turn-aff)

DSRguest

el Alicaica  r T Disabled Openguest DSRguest

Add

m
m

VPN Settings r
USB Settings » [ MAC Filter

Captive Portal »

6-10  ACCESS POINTS [EH

MTromEENSYE T,

BE | 598
List of Available Access Points
Status AP DB/ FEIREE R TRLE T, R LAVGEITIEERE L. HERs Cﬁ?jj CIBTEDNTEET, APEEMITLTHK

EIFHIBFRENEBAD BRE— IV DREIFMBELELET, AP EBRCLIBE. BRx Y bT—7Z/Ff L. IE1—4%
ZDMT/INA ADBIML T AP (THRTT 27 /N1 A& Ffeld LAN J:U)T/\/(X&;J%@“%)Z&b‘?‘%i@“o

Virtual AP CORBET Ve ARA Y FREBDEM AR LET,

SSID SSID (Service Set Identifier) I&. D AP B —ER AT S|IGRY MU —TDEZFICHY . TA— RFv X MR D AP TER
THDHE. 82N BRBICWB Y T4 7 MIBRINEY,

Broadcast SSIDAAPHARELIEE—OV 7L —ALTTO—RFv R MENBZHESIHERLET, SSIDHATO—RFv R bEIELE,

BIRTINA ARy bT—20% (SSID) ZBRBT BT LIETEEREA. RBOF T v IIE SSIDH/NT Vv oIicTO—RF+v X
PENBTEAERLTVWET, REO7AOVIE SSIDATO—RFr A MENT . 7/ AUETD AP (TSI T BTz DICIEHE
|2 SSID ZIEE T HHBHHNE T,
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H|ERT7V 2 ARA > hERFE (DSR-1000ND )

1BE Bils
Profile Name  [APICEIV Y TAHEFa )T r. BBEt. BLURHEAEICETAEELGHATT., 707 71U AP ICEB THLHINEIEH
DEHh. GLABRREDVIL—THN1 DUEDT 7t ARA > MMIERFIGERTEE Y,
Active Time AP O 1 HO—ERBIIEITIEET DK DICRET HHESHERLE T, MYes) Fzld Nolo
Start Time AP HNBNICES 1 BDBSE,
Stop Time AP HMEZNICE S 1 BDBSEL
R
Edit BIRLIEAP OREERELE T,
Enable BHRLIE AP ZEMICLET,
Disable BHR LTz AP ZEICLE T,
Delete FIRLTC AP OFREZHIBRLE T,
Add HFLOAPEBMLET,
MAC Filter IMACT RLAT 1 )bV & TACLRY Y —RE] #RELET,
Status APD ST 1y VRETBREBRT AV 5TV FPDURX M ERRLET,

2. REFM AP (RIEAP) DU R MMEIEREFEEIC 1 DOBMEAP LZDSSIDETAO—FF v A ML TWETEERTLET,

VAP DO1ERK

1. TAdd) REVETZ Yo LET, AP BERTELIEEIT, TProfile] TIVA T AZ 1 —IEEEREHFTAT7AILD 1 DEFIRT ZDIFERIN
g@—o

AP &id. GUI B AP £ERT BOICHEATNE—BHHIT THY. AP ATO— K¥ v X M EBRIC LIBAICI 517> Mok>T
BRIENS SSID TESH Y F A

DSR-1000N lz.l SETUP | ADVANCED TOOLS STATUS “|
Helpful Hints_.

Do you know that at a time DSR
Wireless Seftings [ Thiz page allows you to create 3 new 4F or edit the configuration of an existing &P, The details will then be displayad in the 4F table Foanks;
»

«can support upto four Access
on the Wireless > Access Points page.
Metwork Setfing...

DMZ Setup »

VLAN Setlings } || Access Point Configuration

Intemal Users Data  » AP Name:

| Save Settings | | Don't Save Settings |

External Authentica b | IR ELIES defautt! ¥

VPN Setiings g Active Time:

USB Settings 4 Schedule Control: Tum-on ¥

Captive Portal ’ Start Time: [ Hour[ Minute [AM ¥
Stop Time: I " Hour [ ~ Minute [AW ¥
WLAN Partition:

6-11  1R1E AP DT

T D AP (REA /R LERF DI ETIT D & CHBD CEF Y, RMEMARICIE AP ZERNCT 2T L TRIGENEH N LE . AIRIE FHPERIT,
BRI ATV FDVENT EHNDD D TWVBHRICIE. BERLERTERLICKY T IERARA Y ~ZBBNICER/ BT HTENTEETT,

AP DEFE#. SETUP > Wireless Settings > Access Points X—2 CRIREHIH LD AP ZBMNCT ZRENH Y LT, AP DEIRY Z4 7> bDOZIF
ANEEMITT B & Status] fiE. [Enabled) ICEBENE T, APASSID (FOT77AIVINSA—43) #TO—RFFv A T HEIITHRESND &
TO—FF v XA MERTREBDF T v 7 <—UhH [List of Available Access Points] ICRREINE T,



#|IRT D 2 ARA > FERGE (DSR-1000ND d#)

2. UTOEEZRELET,

1EE B!

AP Name TIRARAY A,

Profile Name REBHTOATF7AINDTIVET Y AZ =D 5T D APITERT 27 7147 MK > TERENANEES{L LR
FEEERLET, TN R K& SETUP > Wireless Settings > Profiles X— T/ O 7 7 A JVAEBNT 5T L TCEERE
nEJ.

Active Time COREEBMCT HE. £:< AP 2— /LI Schedule Controll &K T IStart Timel / Stop Timel ##&IEET %
TENTEET,

Schedule Control [Start Timel & [Stop Time M TIRESNIEBE. 7547 > b AP % [Turn-on) (%)) / [Turn-off] (%) (CLE T,
ERBIEEN T,

Start Time ATYa—)V R 258 B 290 AMPM) ZRELET,

Stop Time AT a—)VEET T HEE (F. 90 AM/PM) ZRELE T,

WLAN Partition Ry 2EFTvy LT, SEREGILAORER Y bT—0EERLET, AMEENEMICTED L. RERV 1T
¥ MEEBDRESX Y FT—JITFEEL. DI SAT Y NEBETHTENTERCEVET,

3. [SaveSettings] R2>&V v o LTRENBZRESLCERALET,

VAP DFEHEBERET
1. [List of Available Access Points] CTZET 27V ARA Y M EF T v, IStatus) REVET ) v oI BTET. APBLUEFD AP (CHE
BIB7 747 FOREDBRERTLET,

DSR-1000N | SETUP | ADVANCED TOOLS STATUS HELP
»

Helpful Hints...

The page wil auto-refresh in 7 seconds

Internet Settings 3
= ACCESS POINTS Logout | Toch

Wireless Settings

Network Settings ':.f'r;l_essmhafﬁc statistics for the selected AP are displayed in this table, The receive (rx) and transmit (tx)
ata is shown,

DMZ Setup » 2
: : Access Point Status

Packets Bytes Errors  Droj
APName Radio L pREd Multicast  Collisions
4 b 144 b e bo o bx

diink2 1 132 193 17250 58683 | 0. 'O a 93 a Q

Connected Clients

MAC Address Radio Security Encryption Authentication Time Connected

0 days, 0 hours, 0 minutes, 38

00:1d:73:a2: 18:d4 i WEP 54 OPEN
seconds

Poll Interval: —] (Seconds) :

6-12 AP DYrEE

[Statistics| 77— /D& AP DY UIRREELENT 57« v & OFFEHERISMERID AP IS L TRRENE T, i 57 547> M. MAC
T RLATY—hENT. TORFED AP ITEGT 2RBGSUICER) V7 IERENS tF 2 T4 /85 A—2ERLET,

Start) R > &7 w79 2% EMETHBRDINEZRE L. [Stop) RZ V&7 ) w79 5 E SREHBEROINEZ T LE T, Pollinterval] TTDR—
DDEREEHT DR #) ZEEITLIENTELT,
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IR0 2 ARA > FERGE (DSR-1000N D7)

MAC 7 1 ILZERE
« MAC 7 1 ILZDERR

1. TList of Available Access Points | TiZH T 57 7 ARA > bEF v % TMACFilter] RE2>&E 7 1) w3 E U TFTOBEBEHIARRINET,

DSR-1000N ‘z-| SETUP | ADVANCED STATUS HELP

Helpful Hints...

nemetSetings ) | B R e
Wireless Settings [ This page shows the access contrel list and also allows user to add new access control rules. g‘:‘rg:rﬁﬁ ﬁmﬁ;ﬂ
MRS ( | Save Settings | | Don't Save Settings | configured. Note that by default,

2ll devices are allowed access.

AP Name: apt
ACL Policy Status: Aow v
W e

: > S

USB Setiings MAC Address
Captive Portal 3
[ belete | [ Add |

X 6-13 7Z7tRX3>hO—/V) X MRRET

COR=ITRT77EAa bA—]VURMERRLET, MACT RLAEFRELTT V7 EARL Y MIBEEDTINA ANDT 7w A%/ 7
AV I dBTENTEEXY, Flee FLW VLR bA—IUIb—ILDEBMET BT ENTEET,
2. TOERZERELET,
EE | Bie

Access Control List Status

AP Name a7 7411V,

ACL Policy Status T ARY =024 T (Open. Allow. Deny) Z#IELE T,

« Allow-MAC 77 FLZNJ A MCRREND VAT > MK BEGZEHFTLE T,

- Deny-MAC 7 RL AU A MCRRENDZ V47> MK BEFAESLET,

- Open-gNTDI ATV M ERT AT EAHFALT. UAMEDIKTICRETA4IVZ LEEA. #IHHE)

MAC Address
MAC7 FLAD) X MTBMLIEWI ZA4 7> FDOMACT FLAERRLET,
N
Add TA4IV2TBMACT FLRAZBMLEYD,
Delete FrvI LIEMACT FLAZEIBRLET,

3. [SaveSettings] RZ2>%&7 1) vy LTRENBERESLCBALET,

« MAC7 FLZ®DENM
1. TACL Policy Status] T lAllow] F7zid Deny] Z3ER#E. [Save Settings] "2 2%V v I LET,

2, TAdd) RE>ZZU v LT UTOEEZRRLET,

o [ T sws | wr

Helpful Hints...

Internet Settings 3 The maximum number of MAC

addresses that you can add (and
Wireless Saftings [+ Thiz page allows you to define a policy that permits or denies connections to the selacted AP based on the MAC address of a client. hence monitor) is 25
The default is Open access, which does no filtering on the specified MAC addresses. .
»

Network Setting...

| Save Settings | | Don't Save Seitings |

DMZ Setup

VLAN Settings MAC Fiter Configuration

s

Captive Portal 3

6-14 MAC 7« )L 2R EEE

3. MACT7 FLRADUR BT S 547> bDMACT RLXZEASIL, [Save Settings] mE 2% U vy LTREABRERES L UEA
LET. MACT FLRADATE XXXXXXXXXXXX (X 1£ 0-9 DB, £Tald A-F DEREF) T,



|IRT 7 £ ARA > FRTE (DSR-T000NDH)

ﬂi*& AP OFI =
BRI—=Tv ko

802.11b. 80211 BLU 821N VA7V hHBTDIV—2BFETLANICT V2R TEHEDETEE 3DDVAP EIERLT AT ETERY S
ATV II—TFICEBERIE ST v VDORVIAHZTOITEDNTEET, 802116 7 547> bDX Y b T =T IFEED SSID ZER
FTRHIENTETT, el 8021In U547 MFRID SSIDZRIWHETEHIENTEE T, TNENDREBTDLF 1T /NS A-2%
ROTENTEET, U IDSSIDELF 2V TADTAT7AIVTREENE T, COFECKYIBRDY 147> MMaKUEEADEL
802.11n 7 54 77> b DRSMBRENZ R T EEBEWTRY T =TT 7€ ATEE T,

cBEFaUTa

LDV ATV FTIEWPA2 tF 2T A& FEODTWVWAE—AT. WEP EF 2 U T A RITEFATAHLAY—U547 > b BRI 5T &%

HYR— b TEIRENHZHDE LNERBA. BESSSIDERGEZLF1UTA/ISA—LTRESNIZ2DD VAP ZERT BT LT, RAT
DIZAT Y IO LAN (LR CEE T, WPA2 KW BRETHDIcH. CDSSIDETO—RFF v XL, TOYFIUFATEL A —F/\A
AFDIENzed, WEP ZfES 2 VAP D SSID IETH— FF v X b LIe<BWLDE LN E A

BT IO E DFREE

SETUP > Wireless Settings > Radio Settings X —Z1—
CCTIEAHRTENTH S AP ICBENGEF v U RIVEBNLNIVERELE T,

I—=2ZET 27 IV RD 802.11n BIREFEA D . 24 GHz £7zld 5 GHz BWERIRBOWITNDOZRIRTES C EEBBR L TVWET, (FARFIC
IEBIRTET A BRULEBFRAREBICEDWNT, £— FEIRTIZIBROERE /2ld 802.11n H#liiDd» (FTeldmrA) HEZFKM AP TRIFHIF

SNEHESIDEERCTELT,

1. SETUP > Wireless Settings > Radio Settings DIEICAZ21—%& 7 v L. LTFOEERZFRRILET,

DSR-1000N ”.l
Internet Settings

Wireless Settings [+
3

Network Setting ..

SETUP | ADVANCED TOOLS

Thiz page allows you to configure the hardware settings for each available radio card.

| Save Setlings | | Don't Save Settings |

STATUS
Helpful Hints...

This page lets you configure the
radio's operating mode, channel,
or tranmission power. These
settings are shared among all
configured access points.

DMZ Setup »
Radio Configuration

VLAN Settings b

Operating Frequency: 5GHz ¥
Intemnal Users Data  p R

Mode: |aonly ¥ |
External Authentica »

Channel Spacing: 20MHz ¥
VPN Setings » R

Control Side Band: | Upper ¥ |
USB Setiings »

Current Channel: 44 - 5.22GHz
Captive Portal 3

Channel: Auto v

Default Transmit Power: 1

Transmit Power: 17 dém

Transmission Rate: BestiAutomatic) v

| dem)

6-15 \BRH—FREDF T3>

T DIEAFEIN CASRE NI 802.11n TIEBYIGTO— FF v A+ (Tnal £/eld Tngl GE) OBRGVET. RIC8021In hZT v IICF v
FIVEREFIEBRIOTEZERZLE T, HREIFIZ<DORY FT—=7ICBLTVET. AIX

8021Mn VA7V b Y R— b T 5L ICHHRERETCEET,

& Frvrx)VigZE AOMHZ ITEBT 2 &0 LURD

FRARIREGARIET v R UE. V=2 D) —2 3 VEREICEDERELOFMICE > TEBENE T, RADEEENITIRGICE > CEKRICERE

N&EY, 774/ FDRKEDS. BREEORIREZRST HDA T a2HH

VESS
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IR0 2 ARA > FERGE (DSR-1000N D7)

WMM 58F

SETUP > Wireless Settings > WMM X — 1 —
WMM  (Wi-Fi Multimedia) (&, IEEE 802.11 v b T —Z |CEARR7 QoS (Quality of Service) ZRHELET. WMM IE. BFE. ETAH NI I T+ —
b BXONY T TS0 RO 4 DD AC (Access Categories: 77 CAATIAV) IR T M7 1 v I HBHLEILET,

1. SETUP > Wireless Settings > WMM DIBIC A a2 —% 7 ) v 7 L. UTFOBEEmERRLET,

o oo

Helpful Hints..

i WI-FI MULTIMEDIA Logour [| Wi-F Multimedia(WMM) is used
remetsoungs pllwremormeen oo Wi
e 7 : : cy0 i s C = different processing priority. You
Wireless Setfings [ This page allows you to configure the Wi-Fi Multimedia(WMM) configuration parameters. can configure WMM settings to

T T : sk et r ity
Network Seffing... » | Save Settings | | Don't Save Seitings | i s
data flows, or to guarantee a
DMZ Setup 4 Wi-Fi Multi i certain level of performance to
- med data flow.
VLAN Settings 3 SHE
Profile Name: default] ¥ | ok
Internal Users Data  p i
Enable WMM: |
External Authentica »
Default Class Of Service: Background ¥
VPN Setlings 4
USB Setings » TP TOS/DiffServ Mapping
- r eirte P r
Capfive Portal d| DSCP  Class Of Service 105 Class Of Service Dscp Class Of Service DsCP Class Of Service
/105 jTos f10s
9 Lirnek. . ¥ . Ltk ¥ A BT ¥ g | Default v |
3 Defauk v 5 Defauk v 3 Defautt v 7 [Defaut v |
g Defauk v g9 Defauk v 10 Default v 11 | Defaut v |
1 Defauk v 13 Defauk v 14 Default v 15 | Defaut v |
16 | Default. ¥ 17 | Default. ¥ 18 Default v | 19 | Defautt ¥ |
20 Defeuk ¥ 21 Defevk ¥ 2 Defautt v 23 [ Defaut ¥ |
24 Defauk v 25 Defaul v 26 Default v 27 | Defaut ¥ |
28 |Defautt v 29 |Defautt v 30 Defaut v | 31 | Defaut v
32 | Default ¥ 33 | Default ¥ 34 Defaut ¥ | 35 | Defaut ¥ |
36 Defauk v 37 Defavk v 38 Defautt v 33 | Defaut v |
40 Defaul v 41 Defaul v 42 Defaut v 43 | Defaut v |
|Defautt v 45 | Defautt v % Defautt v | 47 v
6-16  Wi-Fi Multimedia EIE
=an—1
2. UTOEEZHRELET,
BE | 599
Wi-Fi Multimedia
Bk s L - N R
Profile Name FHRERE CHIARREG 7O 7 7 A )V ERIRTEEX T,
Enable WMM RIVFAT A TIEEEWET 212HIC WMM ZBINCTEEL T,

Default Class Of Service | ®IARIRER 777 £ A A7 T (Voice. Video. Best Effort 5K T Background) ##IRTEE Y,

3. [SaveSettings] R2>&V v I LTRENBERESLCBERALET,



#|IRT D 2 ARA > FERGE (DSR-1000ND d#)

WDS 55

SETUP > Wireless Settings > WDS X~ 1—

WDS (Wireless Distribution System) I, & T —=7IZBWVTT 7 ELRARA > b DEIGHEEBEREZBENCT 5V AT LTY, AEEE. B2
DT INA ABTCDOHERGBEEZ RIS NE T,

1. SETUP > Wireless Settings > WDS DJEICAZ21—%7 v o L. U TFOBEZRRLET,

DSR-1000N tz.l SETUP | ADVANCED STATUS HELP
Helpful Hints...
Internet Setfings 3

'WDS CONFIGURATION The Wireless Distribution

Systern (WDS) is a feature which
Wireless Seftings [+ This page sllows you to configure the Wireless Distribution System (WDS) configuration parameters. Ea“ aﬂ“_":ﬂg’;l AP:::‘P
ki Y| | | Save Secttings | | Don't Save Settings | Sosc i e e

DMZ Setup »

them. A max of 4 WDS peers can

be configured in any given
VLAN Setings ' WDS Configuration mode.
: =] ror
intermal Users Data _» || [l
= WDS Encryption: Mong
External Authentica
WDS Security: OPEN
VPN Settings 3
WDS Authentication: None
USB Setlings » i
. WDS Passphrase: |
Capfive Portal 3
DUT's MAC Address: 00:18:E7:CD:69:C4
WDS Peer Mac addresses
| MAC Address
| Detete | |  Add

6-17  WDS CONFIGURATION EiH

Kigted, AL2AT7 (DY, ALFv Tty b/ RSANEBRTS) DF )\ ABTORERBEMBEIENET, A1 — 2T
DSR-T000N &7 £ 9,

WDS U > I DBMTCHBHBEICE. T IV TV CRARA Y FEBLCEF 2 7 REEBALET, WDS U 27 HNEYIE WPA/WPA2 ZH 7R —
FLIEWE. WPAF—D/\Y FY T —UHRITENEEA, D UL, WDS Peer EHICFEREINS Y 3> F—Id. (WPAPMK Z5TE T 5DIC

FRITZEHDERL) N\ 1BHEFRLGHEINE T, ABEICIE. WDSRX—I TEBENREAFER) PSK & EBEHNTELRL) RWED
Imagic] XF5IEAHDLET,

EREE WDS U Ui, 774U b AP ICERE SNTZBESLICHES T TKIP/AES BBt AR LE T, T 74/ b AP DIFE. BEEMBHEHET
BALEYT (TKIP+AES), WDS > Tl AES BBS{b AR ZHEA L &9,

EE=T WDS ) > ANEYIICHEEET BTesbICid. WDS ETIC B BB SR ER—ICT AREABHY ET,

WDS R=2E 2 DDE 7Y a VHSBRENTVET,

EE | B9
WDS Configuration
ITRTDOWDS EFICL > THEINS—MHE WDS REZRE LT T,
WDS Enable Ry IREFTYVvILET,
WDS Encryption BT 2EEDL A TEERLET. OPEN/64 'y k WEP/128 £ k WEP/TKIP/AES D 1 DTF, Ry 7 A% &8
TEHDIEREINS/INT A—42 (CCMP £zl AES) T,
WDS Security WEWDS U2V TRITENTWVWARF—LZRRLET,
WDS Authentication WEWDS UV I TRITENTWVWABRF—LERRLET,
WDS Passphrase THUSEIR LTZEESED TKIP/CCMP TH 2 HBAICHET T, ASCIXFS] (8-633F) & LET ., WDS REN—I T,
TF 217« & TKIP/AES E— FICRET 2356, AMMIHATHY . 2 DO WDS ETIEE—IcHHELH U ET,
WDS U > 7 I3t PSK E LTI aEERLE D,
DUT's MAC Address TINAZDMACT RLREFRTLET, INEERT/INA AICERT S WDS ETICRET 2H0DELET, (AT,
2DODTINA AT WDS U >0 BREIIT Bcsdlc. WDS ET7 D MAC 7 KL AZERT/INA AICHRET HEHEDELET,)
WDS Peer Mac Addresses

BETNAATREENTVBWDS ETDUR hERRLET, [Add] / [Delete] R22VEFALTET I MUZEM/BRTEET, &K
A DETCOWDS E7ZWTNDE— R THLRETEHIENTEET,

52| DSRICWDS MEEARET BB, &7/ \1 AIKF—DEIERE (ERE— N, 158k, 3|AEA. WDS /SR 7 L—X. WDS MAC 7 KL
AL BLUEIRSSID) ZHFOLENHVET,
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IR0 2 ARA > FERGE (DSR-1000N D7)

WDS E7 DRE

1.

2.

TAdd) Ra2>Z2 )y o LTUTOEREZRTLET,

DSR-1000N | SETUP | ADVANCED STATUS HELP
Helpful Hints...

i WDS PEER CONFIG The Wireless Distribution
SRR b System (WDS) is a feature which
; v ; 5 can allow wireless AP-to-AP
Wireless Settings [> || This page allows you to configure the WDS peers for the device. st S
MNetwork Setting_... » | Save Settings | | Dan't Save Settings

them. A max of 4 WDS peers can
DMZ Setup b be configured i
Add WDS Peer Configuration m':' ‘gUIEC in amy given
VLAN Setlings 3

Internal Users Data  »

External Authentica »

VPN Setlings »

USB Setlings

Captive Portal

6-18  WDS 77 D&M

E7 D MAC 7 R L A%IgE%. [Save Settings)] RZ2>&V v LET,



#|IRT D 2 ARA > FERGE (DSR-1000ND d#)

= E G RiREE

ADVANCED > Wireless Settings > Advanced Wireless X — 21—
CCCIHERICFFREREZTVE I,

BEREELE[OBBEIAN-ID 80211 DBE/NZA—LZEEFITHIENTEXRY, BE. VHERERFZ<DRY FT—JICBLTVET,
>

RE/NTA—L2OFBEAICEAT 25HBIC OV TUE GUHTHEE L TL ANV TEBRBL TIZEL,

1. ADVANCED > Wireless Settings > Advanced Wireless DIBICAZ1—%2 27w o L. ULTFOEEZFRRLET,

ADVANCED
Application Rules Helpful Hints...
y j ADVANCED WIRELESS 1t is recommended that you
Website Filter s el
) . . ; . . default values. Modifying these
Firewall Setting... This page is used to specify advanced configuration settings for the radio. could tively i i
Wiraless Settings |  Save Settings | | Don't Save Settings | :-I‘Folm.artenf your wireless
Advanced Network .
Advanced Wireless Configuration

Routing . .

Beacon Interval: 100 | {Millis=conds)
Ceriificates i .
IPIMAC Binding Dtim Interval: |2

RTS Threshold: {2345
Switch Setfings Fragmentation Threshold: 5533-;._
Intel® AMT Preamble Mode: Long v
Package Manager Protection Mode: | None v

Power Save Enable: =]

6-19 BELERBERTE

2. [SaveSettings] R2>&EV v I LTRENBERESLCBEALET,
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IR0 2 ARA > FERGE (DSR-1000N D7)

WPS :&E
ADVANCED > Wireless Settings > WPS X —1—
T T T& Wi-Fi Protected Setup (WPS) B8E/ T A —2DEZELEFETOITENTEET,

WPSIEHR— T BRIV SA 7> bERY FT—JIOBINT 2EHEEHECTHY. WPAERIIWPA2 tF 17« ZEAT 2 AP ICEIFERT
ETEI

1. ADVANCED > Wireless Settings > WPS DJEICAZ2—%& 7 U v o L. UTOBEEZRRLET,

Y/ I s | e | ome |

Application Rules Helpful Hints_.

3
Website Filter » || WPS WPS i< a simplified method to

add supporting wireless dients
= 5 - 2 e to the network, and can only be
Firewall Setfing.._ [ 3 This page allows you to define and modify the Wi-Fi Protected Setup {WPS) configuration parameters. used for APs that use WPA or

™ 3 c WPA2 security. Note that more
| Save Settings: | \ Don't Save Seitings | thian one AP can use WPS, but
only one AP can be used to
establish WPS links to dient at
any given time.

Wireless Settings [
3

Advanced Network...
Routing » .
Select VAP: apl v |
Certificates i N
WPS Status: Enabled v
IPIMAC Binding
IPVE »
Switch Settings Security: WPA+WPA2
INtel® AMT Authentication: PSK
Encryption: TKIP+CCMP
Package Manager

'WPS Configuration

WPS Current Status

WPS Setup Method

Station PIN: |

| Configure via PIN || Configure via PBC. |

Session Status:

6-20 WPA/WPA2 7007 7 1 )L&RD AP D WPS &

WPS &R T Bfcdicld. TDXF 2T ZERLTHRESNTLD AP D [Select VAP FIVA T AZ1—H 5T 2 VAP Z3EIRL T, TWPS
Status] CZD AP DWPS A7 —RAZBMLEKT,

FWPS Current Status] 23> TIHERLIZAPDEF 21U T 0. B8 PRUBSIEREICOVWTHEILES, INSIEAPOTOT771)bE
—BLTWEY, WPS ICIFFIBEIRER 2 DDREAF T avhdbYIET, -

« PIN (Personal Identification Number) :
WPS ZHR— I BHEIRT /N1 A BEFDPINZF>TWAIHE. TOMITPINEANILET, IL—2I& [PINJ 74—)LFDFICHSB
[ConfigureviaPIN] RZ>EBELICT )y LIz, 60 WLUARICERLE T, 771477 MHAERLIET L&Y LED Rniddh ) £H A

- PBC (Push Button Configuration) :
PBC ZHR— b T HERT/\A A TlE. TDORZVZRLIEEE. 2 9LUAIC TConfigureviaPBCI R2>&EV 1) w7 LE T, AP I, EIRT/N\
A RAERHELT, 7547 DU aRILET,

1 DLLED AP AV WPS BRI TEE T, EABIEEES AT b EDWPS U2 EHIT HDIC 1 D0 AP LAMERTEE A,

TDIV—RITIE. AV Z—F Y PDERATET T DDITERT 2 2 DO WAN R— DB YU KD ISP R 1 T=HHR— L TWET : DHCP.
Static. PPPoE. PPTP. &7zid L2TP,

TERADA Y EZ—3y bHY—ERXTO/NA A (ISP) ZFERA LA V2 —% v bF—EXADRNFEEINTWEELDELET, L—42%2ty M7V TT5
DICBETHBHREBRICOVTI ISP Feldry hT— 7 BBEICTHEERCEEL,



RGBT IAN— bRy NT—URE

B7TE BRELTFAN—IRY FNI—IRE

MHIAEDRERBADHATY ., BHEITGLT

/EB /EEZE{T>TLIEEL,

REHEE S1EA Z2RX—Y
Z7AT7 A==V T7AT T+ —IVDREICDODWVTEHALET, 100 X=Y
IW—IVRT Y 21— IVDESE JV=IVICBIW H T BRI 12— IVDREEITVET, 102 X=Y
T7AT A= )VIL—)LDREFIE T7AT 0A—IVOREFIBICOWNTERALE T, 103 X=
IPv6 7 7 A 77 4 —)LIL—ILDREFIE IPv6 77 A 777 4+ —IVDREFIBICDOWTEHRBELET, 107 "=
T7AT 0 4—IVIL—IURE DR T7AT7 04— )VOFREANCOVTCEHBLET, 108 R—=
HARAZLT—ERICHIFTDEF2) T+ T7AT 4=V —)VRE CHAREEEY —EXEEBMLE T, M R=
ALG HR— b TIIr—a3 vV 7AbdIVEERLET, 112 X—=
SMTP ALG F27E A=V ID FflEBRICEDWTA—ILETOY 7 /I LET, 113 X=Y
T7AT A= )VDIzHD VPN INZXA)b— |VWPN b ST 4w I BRI S AR DT 747 7+ —IVEREETVE T, 116 X=Y
TV IE=RDT7ATI4—]b Ty IDO—ETH5 2 DDR— METERINSD 77477+ —ILIL—ILEREL 117 R
7T =23 vIb—Ib TV r—= 3= I ERELET, NM9R—=y
Web > 7Y T4 ILR2 )Y LAN & WAN RICESEEIC Web AV 7Y AT 4 VBT BT 72 AR) —HER L 190 R
P/MACINA > T4 27 LAN / — R&BBET 3 IP/MAC D/\A > RETNET, 123 X—3
IPS (Intrusion Protection > % % F +) AT AV I IRHEY TR F v AIBE L. —RNEHEAEH L CRHELET, 125 X—=2
A Z—2y FREH S DIRE LAN & WAN v b D —2 — GG IED SRET 2RELTVET, 126 R—2
IGMP 7O # > DE&TE RIVFFVYAMN NS T4 v o 5EEBTSIGMP 7O+ AR/ FELET, 127 RX—=3
Intel® AMT Intel® AMT F—EXERELE T, 128 "=

NAESLUONAEDA >V Z—3y b T T4y 7 EBRNICTAY Y BLUHFAIT 27l Ib—20MERT 3V — IV EElE L UBRT 5
EICE2TRY N T—VZREICT DT ENTEET, oo IW—IVEBRAT25E IV IVEBRAT2AERELE T, TOHIciEF. UTDIE

BZERT HHEDHIET, :

c H—ERERB NI T v 72447 (fl:Web BB, VolP, MDIFENGZY —EX BLOI—THEEIT 2HAZLY—ER),

T4 v I DFETEREREIEETDHCELD N T v IDAM, Tk, [From Zonel (LAN/WAN/DMZ) & TTo Zonel (LAN/WAN/

DMZ) ZiBET 5 LIcL 27T T ET,

b= —IVEBERTBRT T a1—l,

V= EDERERETAY VT BF—T—F (FAAVEREIE Web R—2D URL),

c EBEATV1-IVTIRET —EADABESLIONBEAN Y E—R Y b ST v I EFDIERIETAY 7T BDDIL—)b,

c AVE=RY MIT T RRAITRNETEWT/INAAD MACT FLA,

c R FESICEOTERINBSLSBEREDY —EANDT VX%

IV EANDREEFLTSLR— b ET Tk,

FRERIETOY TSI V=2 ITBMT SR— b b A,

BIZIE. B Web 7 FLA BLU Web 7 FLAF—T—=RICEDWE7 VL AZHIRT 2R Y —ERET DI ENTEET, Fvv bib—
LT —LGEEDLAN EOT7 T r—2 a2 —ERICEBAM 2=y NP VLR ETAVITEHTENTEXRT, CERADRY FT—7 L
BT BRFED PC T IV—THWAN £/eld/N T w7 DMZ 2y b D —=JICE 2T T 7 AENZDEHS T ENTEET,
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BEGETIAN—bRY T —URE

274774 —=Ibib—Ib

T7AIVEAREER) V—
ADVANCED > Firewall Settings > Default Outbound Policy X —1—
=277 AV bAEERY —ZHRELET,

1.

ADVANCED

o oo T

Application Rules  »

‘Website Filter »

Firewall Setting.. [
»

DEFAULT OUTBOUND POLICY

This page allows a user to configure default outbound policy for the router.
Wireless Setings

ADVANCED > Firewall Settings > Default Outbound Policy DIBIC A Z21—% 27 1) v o L. LTFOBEEZFRRLE T,

TOOLS STATUS

Helpful Hints_.

When the default cutbound

policy is Allow Always, you can
configure to blodk hasts on the

LOGOUT

LAN from accessing intemnet
senvices by creating an outbound
firewall rule for each service.
Changing the default outbound

Advanced Network... »
Routing »
Certificates

Allow Always: ®
Block Always:

Default Outbound Policy for IPV4

policy to Block Always allows you
to manage dosely what type of
traffic and what LAN hosts can
access the Intemet.

Allow Always: ®

Block Always:

Default Outhound Policy for IPV6

Package Manager

K7-1 AEERUY—DORE

ABERY =5 TAllow Always] (FXTEFE]) THAHBEEY—ERIINAAET 747 I+ —IVIV—IVEERT 5T ETURA MDAV Z—%y
P —EANT V2R ZTOAYITHTENTEEY, 774 IV EONAERY 2 —% [Block Always] (§RXTT7AvY) (CEEFZHIET, £ED

FST 4w B4 TELTLAN KA DAY Z =2y MY —EANT VL AAREDE@D BB T 5T ENTEEXT,

2. [SaveSettings] RZ V&I v o LTRENBERESLUBERALET,



RGBT IAN— bRy NT—URE

77477+ —IVIb—IVDERE

ADVANCED > Firewall Settings > Firewall Rules X = 31—

T7AT I —IUE Zy b T—UBEBEICE S TERESNIV IS T BIRWITKEDRZATD ST 1w & T Oy V£ fodFFA T 5t
Fa2UTFa AHZALTT,

CTTETHERDRY b T—7I1C0T B BLUOTHERORY b T—0hSD STy 0 EFBTZ 77447 04 —IVIL—IVEBBT B EHNT
TEY, MEAERET 747 74— IVIL—ILD A MIEEKTNA ZBDIXNTDT 7A T T +—VIb—IbBdY. 77147 74+—)LIb—IbITh <
DHDEIFEEAFILTWVET,

AAEE (WAN D5 LAN/DMZ) JL—)UETERDR Y FT—TICANEND ST 4 v 71 LTT7 72 AFIRZTV. ERNIFEDHNR I~
DHFEDOA—HIVIY —RICT IV CRATBHIEBFHATHIENTEET, FHMETIE. LAN KTcld DMZ B 5 DERICGE T 2B EZHRE. &
LTHEVWANAIDS EF 2 7E LANICHTHIRNTCDT7 /X Z270v 7 LET, AFOT /A ADNEF 21 77%% LAN EOH—ERICT VRS
BT LT BT BT —ERICABEDT 717 7 4 —)VIb—IVE/ER T 5EH DD T,

AIEST 4w 0 EFT LIWGE, IL—2D WAN R=rDIPTRLRENTV Y ZICNSRBBENHVET, INE R MORIRIE] &
UF Y. 7 FLAZEMSES5EIE WAN R— FDREFEICL O TEREYVET, TDIV—2TIE A2 71 v 7757 FLA% WAN R— HIEY
HTHHBBIFIP 7 FLAZFERL. £l L@ﬁﬁa) WAN 7 RLADNZ A+ 2w 7 TH5HENE. DDNS (Dynamic DNS) B&FEHATEET,

NEE (LAN/DMZ 55 WAN) Jb—)WETERDZ Y S T—0h6HNTE M5 70 v ZIc LTT7 7 AFIRZ TV, BIRNICREDO—H/L1—
POHNEB) Y — AT VAT BT EEFHFATHTENTELT, AATOTEIL—IVIE B2GEY—2 (LAN) 5/ T U vy DMZ £z
2THEWVWWAN DWTNHOND T 7 A% T5EHDTY, £lze DMZHASRETEVWWAN ETDT7 Vv REIERTHEHDTY, ADVANCED >
Firewall Settings > Default Outbound Policy X—> CC DYEIENEAZE R T HT ENTEXT, T 74V EOABERY Z—H TAllow Always] (9
NTEHA) THBBAE S —CRCRAET 7A T 04— IVIV—IVEERT BT ET. RA MDAV Z—Ry MY —EANT 7 XZ2TOY 7T 5%
TENTEET,

o oo [T o NN

Application Rules Helpful Hints.

Operation Succeaded

Website Filter Inbound rules govemn access
FIREWALL RULES rocour [ from the WAN to the LAN or
Firewall Setting... [» DMZ. Using firewall rules allow

A firewall is a security mechanism to selectively block or allow certain types of traffic in-accordance with rules spedfied by netwerk you to specify which local

i 2 : E B resources can be accessed from
Wireless Setlings 3 administrators. You can use this page to manage the firewall rules that contrel traffic to and from your network. The List of Available the intemet. By default all

Firewall Rules table includes all firewall rules for this device and allows ssveral opsrations on the firewall rules, 5 &
Advanced Network... p access fmmrtfe intemet blocked

from accessing the secure LAN,
Routing 4

List of Available Firewall Rules except in response to requests
from the LAN or DMZ. Outbound

From To - = {LAN/DMZ to WAN) rules restrict
Certificates & Status o i Service  Action Source Hosts Dest Hosts Local Server Internet Dest Log e
A network, selectively allowing
IPMAC Binding 1 Enabled LAN WAN Any A?Iv?:\,‘f' Any Any ="=gl only spedfic local users to

[ Froinie e
' 1 Black . i Firewall rules are applied in the
- 124 |2 Enabled WAN LAK ANY Ahways Any WAN1 Mever | [ listed. As a general nule,
Switch Setfings = you should move the strictest
] 3 Enabled  waN DMZ  ANY i Any WANL =Rl rules (those with the most
Intel® AMT Always specific services or addresses)
to the top of the list.

Package Manager [ Edit | [ Enabie | [ Disable | [ Delete | [ Add |

Move To: |Fist ¥ | |

7-2  RMBEREGTZ7AT T +—IVIb—ILD) X+

o=t 77— L —IVREFIBCOVNTIE. 138—=ID [T 7 AT Y4 —IL—ILDREEIE] #8RBLTILE

T7AT 4 —=IVIV—IUAT D772 3 VIFTD®Y T,

HE PR
Edit BHRENTIV—IVEIRET BIeDITE T 7 AT T4+ —ILIL—IVREX—I & ATV LE T,
Enable BIRLIET 74077 ﬁ—)lz)l/—)lﬂa‘:ﬁxjj cLET,
Disable BIRLIET7 747 04— ILIb—IVEENICLET,
Delete BIRLIET7 747 04— ILILb—ILEHIBRLE T,
Add FILWT 747 04— )LIb—)LEBIMLET,
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IW=IVRATr I 1—IVDES

TOOLS > Schedules X = 1—
CTTIEFHLWRT Y 12— JVICBBREBUEEET AT ENTEXT,

EBRBEHAT Y 21— )VICEENIT 2L T 7 A7 04— IWb—)L e BENICENEEBNCT 2 EDNTEE T, 77107 T4 —IWIL—IVERER—

IVTCCDRTI1—IVEBERS 2 ENTEET,

1.

SA LY~V BREENTV B — AT, TRTDRS D 1— LA ORRICRNET, 21 LY — > DEIRE KT NTP H—/ \DRE
T BRI 0 3 R B

TOOLS > Schedules Dl

Schedules

SetLanguage

)/ o> ]

BlcX=a2—%7)v oL, UTOBEEZRRLET,

TOOLS

SCHEDULES LOGOUT

‘When you create a firewall rule, you can specify a schedule when the rule applies. The table lists all the Available Schedules for this
device and allows several operations on the Schedules.

List of Available Schedules

L Name Days Start Time End Time

Guest Monday, Tuesday, Wednesday, Thursday, Friday 09:00 AM 05:00 PM
T Marketing Tuesday, Wednesday, Thursday 12:00 AM 11:59 PM
e EnginesringWeskend Sunday, Saturday. 12:00°AM 11:59 PM

s |

Helpful Hints__

Schedules are a very useful
feature to allow firewall rules to
be enabled or disabled based on
the time of day or day of the
wesek. Configured schedules will
be available to select in the
firewall rule configuration page.
All schedules will follow the
time in the routers configured
time zone.

7-3

AT a—IbDEN

1.

2

FAdd) R2>&ET Y

)/ | e | owo |

Date and Time

Schedules

Set Language

7-4

['Save Settings) R/

T74A47

T+ — VTNV R BEBMEAT Y 2—I)LD R b

LTLIEEL,

7LC UTOEEZERRLEY,

SCHEDULE CONFIGURATION

This page allows user to configure schedules, These schedules then can be applied to firewall rules to achieve schedule bassd firewall.

| Save Setftings ‘ ‘ Don't Save Settings |

Schedule Name

Name:

Scheduled Days

Do you want this schedule to be active on all
days or specific days?

AiDays ¥
Monday:

Tuesday:

Wednesday:

Thursday:

Friday:

Saturday:

Sunday:

Scheduled Time of Day

Do you want this schedule to be active all
day or at specific times during the day?

AiDay v
Start Time:
Hour: |

Minute: |

End Time:
Hour: |

Minute: |

SCHEDULE CONFIGURATION [Ei& - 3810

)y LTRENBERESLUBERALET,

| STATUS HELP

Helpful Hints._..

Schedules are a very useful
feature to allow firewall rules to
be enabled or disabled based on
the time of day or day of the
week. Configured schedules will
be available to select in the
firewall rule configuration page.
All schedules will follow the
time in the routers configured
time zone.
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727477 #4—=1LIb—IVDFZREFIE

ADVANCED > Firewall Settings > Firewall Rules X — 21—
CTTET7AT7 04— IVOREFIBZHABLET,

IW—2ICEBTBITRNTCDRERZH T 71479 +—)LILb—IUE TFirewall Rules) U X MZRRENET, TOYU X ME I—ILHBBER 7074 T)
HEIHLERLT, IL—IVHFEET B —EXFeld 21— EHIT From/To V—OBIEAFRRLE S,

LUTFOFIBICRESDTHLW I 7AT7 T4+ —ILI—ILEFEF LET,

1. ADVANCED > Firewall Settings > Firewall Rules DIEICA Z2—% 2 v 7 L. UTOEEZRRLET, [List of Available Firewall Rules] 7—

TIVRDBHFDI—)L SR LET,

oo oo ST

Application Rules 3

Website Filter 3

Firewall Setting.. >

Wireless Settings »

Advanced Network.. »

ADVANCED

Operation Succesdsd

FIREWALL RULES

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by netweork
administrators. You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available
Firewall Rules table includes all firewall rules for this device and allows several operations on the firewall rules.

[ s | ows

Helpful Hints...

Inbound rules govern access
from the WAN to the LAN or
DMZ, Using firewall rules allow
you to specify which local
resources can be accessed from
the intemet. By default all
access from the intemnet blocked

List of Available Firewall Rules

Routing

From To - -
Ceriificates | # Status e Service  Action

> Block
1 Enabled  LAN WAN  ANY Meon Any Any
| 2 Enabled  WAN LAN ANY Black Any
: Alvays
Switch Settings
[} 3 Enabled  waN DMZ ANY Block Any
intel® AMT Always

Source Hosts Dest Hosts Local Server Internet Dest Log

from accessing the secure LAN,
except in response to requests
from the LAN or DMZ. Outbound
{LAN/DMZ to WAN) rules restrict
access to traffic leaving your
network, selectively allowing
only spedific local users to
access outside resources.
Firewall rules are applied in the

Mever

WANI MNever

order listed. As a general rule,
you should move the strictest
rules (those with the maost

specific senvices or addresses)

WANL MNever

[5G I
IPIMAC Binding

H. Enable | | Disable | | Delete !|. Add

Package Manager Edit

Move To: [First ¥| | Move

to the top of the list.

7-5

T7AT7 T4 —=)VIb—ILI) X b

2, NBEXIFABMEY —ERIV—/VERE. BINT 27HIE. UTOFIRZTVET,

c IV ERRE T BTeDICIF IV—IVORICH DRy Y R%ZFT v 7 LT TRt RE2 > %0 ) v 7 LTZDIV—ILORER—=IICU > 7 LET,

« FLWIL—ILZBMT BfcdicidE TAdd) R22Z7 )y 7 LTHLWIL—ILOREN=2IC) 27 LET, —EFEREND & HLLb—

JWETTR2 DT —TIVICBEMITBINENE T,
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Application Rules »
Website Filter 3
Firewall Setting...

>
Wireless Seftings  »
3

Advanced Network...

Certificates
IPMAC Binding

Switch Settings

Intel® AMT
Package Manager

I
o [ - IR

Helpful Hints...

ocour [ If you are not an expert user, we
recommend not to configure
firewall rules and leave the
router into default firewall
configuration.

REWALL RULES

‘
=

This page allows you tc add a new firewall rule or edit the configuration of an existing firewall rule. The details will then be displayed
in the List of Available Firewall Rules table on the Firewall Rules pags.

| Save Settings .H Don't Save Settings .|

Firewall Rule Configuration

From Zone: ZI_SEEURE' i |__AN._I_ Al
Available VLANs: [Defut v |

To Zone: [INSECURE (Dedic ated WAN/Configurable WAN/WANS (3G Internst)) ¥
Available VLANs: [Defut_v |

Service: | ANY v

Action: Awerys Hicle vl

Select Schedule: | Guest ¥

Source Hosts: | Any x]

From: |

To: f

Destination Hosts: Any bl

From: I

To: f

Log: [Never 7|

QoS Priority: ':Nurmal-ﬁw'ice v |

Source NAT Settings
External IP Address: | WAN Interface Address ¥ |
Single IP Address: |

WAN Interface: [inaanin X

Destination NAT Settings

\

Internal IP Address: |
Enable Port Forwarding:
Translate Port Number:

External IP Address: Dedicated WAN i

X7-6 T77AT7I+—IVIL—IVE&RE

[To/From Zonel. H—

EXAL 7023 AyV1—)V2EERL. BEEENDXET/EERIP T FLAZEELE T,

3. FITUavIERENT DY —AE%ED TFrom Zone] ZEIRLE T, : SECURE (LAN). DMZ, &7zid INSECURE (WAN), WmEIEIL—/L T

WAN A [From Zone]

IOBIRENDRBED DY) £T

4, TOIV—=IVTHN=TENB T T 1 v I DEHICHES [To Zonel ZFEIRLE T, [From Zonel H TWANJ THNIX. [To Zonel I TDMZ]
Ffeld TSECURE (LAN) 1 &YW &9, BT, [From Zone) A TLANJ Thud. Mo Zonel (& TDMZ] Zfzl& MNINSECURE (Dedicated
WAN/Configurable WAN) | &7x4) £,

5. I7AT7 0= IVIL—IVEEET B/ A-RIIIUTOEBEELHVET, :

=S| Bz
Service TANYL EITRTD S T4 v VDR DIV—IVDEERES T B EEBRLTVET, BEDT—EXDz&HIc, TIL
BT UAZ 31— (CEF—MNET —EXADRERRENE T, FIETHRZLAEE—EXAERIRTELT,
Action

TDIV—IVHEERT BLUTD 4 DOBIELS 1 DEEIRLE T, -
- Always Block (Blc 70w )
- Always Allow (8IZFFA])
+ Block by schedule, otherwise Allow (R4 ¥ a—jUicky) 70Oy 7, ZDOMIFEFA]),
« Allow by schedule, otherwise Block (X4 ¥ 2—JUCKUEFR], ZDMIET7TOY 7).

TDIV—)VICEI) BTBDITETIVE T A Z 1 —THREIREE BB L DITRT V1 — )b EHOSH CHRET Bab
ERNHYET,

Source / Destination Hosts

TNTNOBET 2 AT )T V=L ZBAT 21—V a8RLET, ¢

< Any (IRXTDOI—H)
- Single Address (IP 7 RLAZASAILET,)
- Address Range G&EG IP 7 KL REEAEASILET,)
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(=] St
Log CDIV—=INCEDTITAIEENZ ST v o EOQTICHAT B ENTEET, ThiciE. Bh&/IL—2007
TIMRERRTE T DUEL D E T,
QoS Priority AEE/L—IL ([To Zonel A TINSECURE (Dedicated WAN/Configurable WAN) | DI4) (£, QoS DT Z4 %+ 1) 7«

RITChZTAVvIEI—VTBHIENTEET, UTFDTSAF VT4 LNVEBRLEY, :

- Normal-Service : ToS=0 (FH &L QoS)
+ Minimize-Cost : ToS=1

+ Maximize-Reliability : ToS=2

« Maximize-Throughput : ToS=4

- Minimize-Delay : ToS=8 (&% 3> QoS)

6. ABET/L—)UIE. WANDSD T T 4w U HEET SHDIT, Destination NAT (DNAT) ZERT 5T ENTEXT,

[To Zone) A TDMZ]) E1zld TSECURE (LAN) | D#FEIC, Destination NAT ISR TEF T,

HH Bk

Internal IP Address ABEDHFAIL—ILDIFE. BIRENY—ERXEZRRA T4 VT LTWBRIY—/\D7 FLRAEANTEET,
Enable Port Forwarding | /Ry 7 ZAF v 75T LITK>T AT —ERDEEIL—IL (TFrom Zone] A TWANJ DIFE) (T LTR— b7+
D—TAVTHEBMCTBTENTERY, THICKYBIRLIEY—EXD IS T4 v IDRNR— T T—T 1 T IV—
IWERBLTA 22—y O SEE LAN R— MIERET B2 EHATEET,
Translate Port Number | R—= b7+ —7 4 > JICKY. AANS T4 v 7 ET T TANT B2R— FBESICKELET,
External IP address AT T4y I DfedDFEETTIP 7 KL A& LT IDedicated WAN] FE7zlE Configurable WANS DWW NAEEIRS
BZEICEDT BEDWAN A 2 T2 —RIC)b—)LEEIVHTBCENTEET,

FE=T A)L—42i3. TILF NAT EHR— Rk LTWBTé., External IP 7 RLZABEXT WAN 7 RLZICT 20835 £ A 1 DD WAN 1 >
87T —RITEHDIST Y v 7 IPT7 RLAEYR—FLTWET, TRADISP A1 DUED/ST U w2 IP7 RLAZEY LT BHE.
IN5D55 125 WAN R— b EDTS AU IP7 RLAE LTER L. #10 1P 7 KL 2% LAN F12ld DMZ EOH —/\cIW H T3
TENTEET, COESICLTRHREDF/ISTU VI IP T RLACESTA Y E—%w RS LAN/DMZ H—NIC7 222 E 5T &
KTxET,

7. JU—IVINSA—2EBETBITNTDLANDMZ bS5 T 1 v T EFEDWAN A 22T T —ZAFKTIAEBIP 7 KL X GEE. TEHD ISP HMRA)
[CRABRTAvIIIRY T UNAVR) TBFolc. HaEIL—)biE Source NAT (SNAT) 2RI 5T ENTEET,

L, ERERELIIV—IVNTGA=ZMREENSD E. 77147 04— IIL—ILDRAZ ) A MCERREINET, IL—ILEBNE IEENICT
BledlTld,. 7747 74 —ILIb—ILDU X MTEWTIL—IVDREICHBF v 7Ry 7 R%7 1) w2 L. lEnable] &zl Disable] RZ > HE#
RLET,

J—21E. URMCBBIBETT 74 7o+ —Ibib— L EBRLEST, —5/L—ILTIE, BEBELLIL—/L (B<DIEEY—CRER

&7 RLRZRD) ) A MDEBICEHTEZINETT, IV—IVZBERBETBOHITIE. IV—IVDOBICHBF v IRy IR %7 Y
27 L. TMoveTo) TCIBEA&EIR LTI Move] RZ2>%0 1) v LET,
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Bl A8 IP 7 FL X (209.156.200.225) =754 ~N—bF DMZIP 7 KL R (10.30.30.30) (£ 79 2DIcHNAE SNAT )L—ILZERT S

www.example.com

Ny IPT7RLR
209.165.200.225
MalA > 27 2—2X)

DSR .'egl V—R7 FLRZH
L 209.165.201.225 = 10.30.30.30
Al 27 —X DMZA VR T7T—2XR
192.168.10.1 10.30.30.1
‘ A DMZ

_‘_'=I’ _=|f

A A/

14 Web t—/\

192.168.10.10 TSAR=KIPT X:10.30.30.30

FL
INT w7 1P 7 KL X :209.165.200.225
7-7  SNAT JL—/LOf)
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IPv6 7 71477+ —ILIL—IVDEREFIE

ADVANCED > Firewall Settings > IPv6 Firewall Rules X —1—
IV—RICBET 2 NTDFREZH IPV6 7 747 7 +—)bib—JUiE TFirewall Rules] J R MMCRRENEKT,

1. ADVANCED > Firewall Settings > IPv6 Firewall Rules O]

EEy) | v |

Application Rules  »

Firewall Sefting... [
Ro 3
IPvG »

7-8

CDIANE IW—IVDEN (70T 4T )DESHERLT IW—IVDBRET 2T —EXEeld I —F EHIC From/To V- DIEERRLE S,

IW—IVDRE
1. TAdd] REz>&EI Y

Application Rules  p

Firewall Setting.. [
Ro »

IPvE »

Swiich Settings
Intel® AMT

Package Manager

ADVANCED

IPV6 FIREWALL RULES

& firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by nebwork
administrators. You can use this page to manage the firewall rules that control traffic to and from your IPvé network. The List of
Available Firewall Rules table includes all firewall rules for this device and allows several operations on the firewall rules.

List of Available Firewall Rules

Status From Zone To Zone Service Action Source Hosts Destination Hosts Log
|| Enabled LAN WAN ANY Block Always Any Any Never
|| = Enabled WAN Lamn ANY Black Always Any Any Teever

[ _Eait | [ Deiste | [ Enable | [ Disable | [ Add |
MoveTo: |Fist v | Move |

Eey) | v |

MARIRER IPV6 7 7 A 777 4+ —)LIL—ILD ) X FEE

7 LT TOEEZERRLET,

ADVANCED TOOLS STATUS

IPV6 FIREWALL RULES

This page allows you to add a new firewall rule or edit the configuration of an existing firewall rule, The details will then be displayed
in the List of Available Firewall Rules table on the IPvE Firewall Rules page.

| Save Sett \.ngs 1Bl Don't Save _Seti.ings |
From Zone: SECURE (L) .
To Zone: INSECURE (Dedicated WAN/Optional WAM) ¥
Service: ANY v
Action: Block Always ¥

Select Schedule:

Source Hosts: Any b

From: |

To: |

Prefix Length: l

Destination Hosts: Ay v

From: |

To: 1

Prefix Length: |

Log: Hever ¥

| 7-9

IPv6 7 7 A 77 +—)LIL—ILEI EE

BlcAZa—%270vy oL, UTOBEZRRLET,

Inbound rules govern access
from the WAN to the LAN. Using
firewall rules allow you to
specify which local resources
«can be accessed from the
internet. By default all access
from the internet blocked from
accessing the secure LAN.
Outbound (LAN to WAN) rules
restrict a to traffic leaving
your network, selectively
allowing only specific local users
to access outside resources.
Firewall rules are applied in the

to the top of the list.

Helpful Hints_.

If you are not an expert user, we
recommend not to configure
firewall rules and leave the
router into default firewall
configuration.

2. [To/FromZonel, H—EX 773> ATTVa1—)VEEEL. RBEEINEEET/EKELIPT7 FLAEEELET,

3. [SaveSettings] K2 >&EV YT LTRENBZRESLCEALET,
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7747 7 4—1VIb—IVERTEDH
B 1:DMZ It T BAHMEE HTTP F S 7 0 v U %] 5

by o

O—AIE DMZ %y b T —=271CB1F 287 1) w7 Web F—/N\ERAT 42T LET, HEBIP 7 FLADSHHETD Web H—/D IP 7 KL XIC
WEDAAEHTIP > T 4 v I ZBICFILE Y,

YWa—3rv:
LFo@Ey . AEE)Ib—IVEERLET,
HE (E}

From Zone INSECURE (WAN1/WAN?2)

To Zone Public (DMZ)

Service HTTP

Action Always Allow

Send to Local Server (DNAT IP) 192.168.52 (Web HF—/\D IP 7 KL X)
Destination Hosts Any

Log Never

Bl 2: 72D IP 7 FLRAGEEDL S 7 L ERBEZFTRI T

ri .
ATTABEDT L ERFEHFIRTNIZNIOD IP 77 K L REF (132.177.88.2-132.177.88.254) 5 (ZEHLS) BIASNB T EEFLETHHDELET,
YWa—3r:
LIFo@BY . WAaEIL—IVEERLE T, FIZIE. CUSeeMe (BTN T LEREY —EX) HEIFIETHEDONEL IP 77 FLADSIEIFEHAIEN
Y,
BE ([l

From Zone INSECURE (WANT /WAN2)

To Zone SECURE (LAN)

Service CU-SEEME:UDP

Action Always Allow

Send to Local Server (DNAT IP) 192.168.10.11

Destination Hosts Address Range

From 132.177.88.2

To 134.177.88.254

Enable Port Forwarding Yes (B%h)
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5l 3:<JUF NAT &E
KR
1T DD WAN F— b VBT T —RITEERDINTY w7 P T RLRESHE— T BBHICTILF NAT DREEFLLET,

Yi)ai—3v:

BIMD/INT )T IPT7 RLRERRATAVITBDEIINCT7AT 94— IVERET HABE/L—IVEERLET, TDF7 KL A% DMZ £ED Web
Y—/N\ICBEEMFET, FRTBDHICT DUED/INT ) w7 IPT7 RLAEFE DI DICTEZHD ISP ([CFER LIS, BIMD/INT Uy o IPT7 RLR
EERLT. THEBD AN TH—=NIIRY TITBTENTEET, TNSDINTV YT IPT7 RLAD I DEIV—2ZDTZAVIPT7RLRELT
FRATNEY, TD7 FLRIENATZBLCTTHERD LANPCICA >V 2—% v N7 7 X EMIGT ADICFERINE T, D77 KL RIE DMZ %—
N Y TS 2DICRIBATEXY,

MFD7 FLAEERIF. COFIEZRTDICFEREINET, ¢
- WANIP 77 KL X:10.1.0.118
- LANIP 7 FLX:192.168.10.1, 7% w b 255.255.255.0
- DMZIZ8B1F% Web HF—/VURA by IP 77 R L X :192.168.12.222
- Web —/\N\DO7 7 €X: (Zalb—brENR) NTUY 2 IPT7 FLX101.052

== &
From Zone INSECURE (WANT / WAN2)
To Zone Public (DMZ)
Service HTTP
Action Always Allow
Send to Local Server (DNAT IP) 192.168.12.222 (Web 4 —/X\dO—AJV IP 7 KL X)
Destination Hosts Single Address
From 10.1.0.52
WAN Users Any
Log Never

Bl 4 : BFEEEDI VHOSERETNZIBRIC. FS T4y I9&BRAFTVa—)bick->T70v 993
ERTZT5—X:

BRI IP 7 B L REBEERD LANADIBER Y V7 IL—TH5 ) 7 TA MHERENWAN B SRy ST —IRREATHTLT 7 L XAAIREGRIHE (D
FUIARNTOUE— ) IZF BRICITNTOHTIP bS5 T704v o ZTOV I LET,

RE :
1. AT I 21— ILDHRE:
c BREFICES T4 v VIAEBT 2RI 21— IVERET Bcdlcid. UTFOREEFTVET,
TFa2UT 4 ATV 2—)VEER LT, [Weekend) &WDEMEDITET,
- TEREHFAOFEI 12BN 5 ABEBEDFH] 12 BE TEEKT 5 [Weekend) (HBERABOKA) ZEXELE T,
- [Scheduled Days| DRy 7 AAIC, MTEEEH] IZ7 074 71T 5EDICF vy LET, ISaturday] & TSunday] Z3RLE T,

- [Scheduled Time of Day] T TAll Day) (f8H) Z&RLET, THUHEIRLZBHDOFFI 12EHOS5F% 11 B S59DDBICAT Y 1—)LEE
BLEY,

- [SaveSettings] &2 v o LEd, TNT. Weekend) WS ATV a—)UiE15BEHSTERSHERAZRELET,
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BR[| sor | e ]

| STATUS HELP

Date and Time SCHEDULE CONFIGURATION

Log Setlings » This page allows user to configure schedules. These schedules then can be appliad to firewall rules to achieve schedule based firewall.

| Save Settings H Don't Save Settings |

Helpful Hints...

Schedules are a very useful
feature to allow firewall nules to
be enabled or disabled based on
the time of day or day of the
week. Configured schedules will
be available to select in the

firewall rule configuration page.

Schedule Name
Firmware via USB

All schedules will follow the
time in the routers configured
time zone.

Name:
Dynamic DNS
System Check Scheduled Days

Schedules Do you want this schedule to be active on all
o days or specific days?

Monday:
Tuesday:
Wednesday:
Thursday:

E«IID a-ys

Friday:
Saturday:
Sunday:

v

Scheduled Time of Day

Do you want this schedule to be active all
day or at specific times during the day?

#11Bay
Start Time:
Hour: |

Minute: |

End Time:
Hour: |

Minute: |

7-10  LERDHEDTHD AT Y 21— IVERE

AT I+—=)VIb—IVET 71 TIcLET,

2. HTTPERETOv Y LKSET B THUERT T a1 —)b TWeekend ] (IZRE>T 7O w7 &3 [To Zone) A NINSECURE (WAN1T/WAN2) |
THBT—EATT,

3. TAction) 5 TBlock by schedule, otherwise Allow| (R7 ¥ 2—/UICEWT A7 L. ZOMIEEFAITS) ERLET, Thid. BRICE
FELIERT V21— )VEZFHT T, I—IVAEERHFORER /BREICHWNTTOY 7 TBI—IVTHBT EEERICLET, X7 Y a—)Ls
DIRNCOEBE. TDT7AT 74— ILDTOY 7 IL—)VDFEZRBIEZITEE e

4. TWeekend] EWSRTVa1—IVEEERTBHE. TIVAT YA Z1—TTNHHBEEIEICEY T,

5. [Marketing] Z)Ib—FICBIVE TR IPEED IOV 7T\ WE LET, IPI& 192.168.1020] H5 1192.168.10301 £TE LE T, Source
Hosts) LA™ > AZ1—T. [Address Range] &#IRL T, [From/To) (CTDIP 7 FLRAEFEABMLET,

6. ZETHEWY—VITANDITNTDY—EZNDELHTIP ST v ox7av 7 LIz & LET, Destination Hosts) IR > A Z1—I&
fAny) &9 2RBNHUET,

7. QoSDTF7A)V MEREXEOTENE HFELGITNE) BET 0B EH Y T A, [Save Settings] Ra>&x 7w LT, TDT7
AT I+—IWIb—=IVET 7AT IO+ —ILIL—ILDU R MMTEMLET,

8.

REBEODFIBE. COT7AT 04— )LIL—)LEBMT BT ETY, Ib—ILZ@RL. VX SDTICHD [Enable] R2>%=0 ) w7 LTI 7
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HDREZLY—ERICETZ LX) T 0

ADVANCED > Firewall Settings > Custom Services X —1—
CCTREITT7ATIA—IIIV—IVEEERT BDARRLY—EXAZERT 5T EDTEET,

T7AT 0+ —IWIb—VElERT 256, IV—IUCE > THIHENZ2 T —EXZIBET 5T ENTEF T, —MOGET—EX 21 TERERLTHA
OEECHY . BEDARZ LT —EREERT HEETEET,

— R — A UIEBERID TCP/UDP/ICMP R— F AR LETH. SLDARZLFZE—RRNTEWNT T r— 3 Ik LAN £fzld WAN 77
HELEY, HAZLY—ERREAZ1—TlE. TOY—EAD=HITR— bEREEELT. 5T v o247 (TCP/UDP/ICMP) %539 % C
EPTEET, EEINDE FH LWL —E R MList OF Available Custom Services| T— 7 IVE KO T 7 747 04 —)VIb—IUEREI A Z2—DH—
ERUR MRRENET,

1. ADVANCED > Firewall Settings > Custom Services DJBEICA Z21—%& 7 U v L, UTOBEEAFRRLET,

= (T

Application Rules Helphul Hints_.

Website Filter » (| CUSTOM SERVICES vLoeour | While common senvices use
Firewall Setting.. [> || When you create a firewall rule, you can specify a service that is controlled by the rule.. Commen types of services are available for TCPNDP,FE)U‘JECMPIICMM
selection, and you can create your own custom services. This page allows areation of custom services against which firewall rules can f’ manpligt‘igrm i,
Wireless Settings » be defined. Once defined, the new sarvice will appear in the List of Available Custom Services table. tmfﬁc 'E' e g ey
firewall. This section allows you
Advanced Network. b I ;o oF Available Custom Services to define traffic type and static

= jports for a unique identifier and
Routing L4 Name Type ICMP Type | Port Range then create firewall rules for
this user-defined senice.
Gestmcas O DocServer Tce 4554455 e
IPMAC Binding - - -
[0 ST
Switch Settings
Intel® AMT
711 A—YERT-—EADUAL

H—EZXDEM
1. TAdd] K227y LT UTOEEEZRRLEY,

Sy - I -

Application Rules Helpful Hints_..

Website Filter » || CUSTOM SERVICES LOGOUT Creatgd senvices are available
as options for firewall rule
Firewall Setting .. [>]| Thispage allows a user to add a user defined custom service. configuration.

Wireless Settings 3 | Save Settings | | Don't Save Settings. |
Advanced Network... »
Custom Services Configuration
Routing 3 i
Name: | |
Ceriificates '__ -
Type: TCP v
IPMMAC Binding =
1PvE » Port Type: |PortRange ¥ |
Switch Setiings 1CMP Type: I
Intel® AMT Start Port: |
Package Manager Finish Port:

Ports: |

7-12 A—TEET—EADEN

2. ERLIEY—EREZT7A4T7 04— VIL—IVREDA > a v ELTHIBTHTENTEET,

1BE Bl
Name FB L BEEENDODY —ERE,
Types Y—EANMERTBL Y3 7O0N3Jb, (TCP. UDP. Both, ICMP. F7zld ICMPv6)
Port Type A TIE TPort Range] E£7zl& IMultiple Ports | Z3#IRLE T,
ICMP Type Mypes) WDOL A3 70 )UH TICMPY F7zlE TICMPv6 ] ITBIRENS EABOBMICTEY £, TICMPY 24 Fi&

0-40. TICMPv6] 2 A Fl& 1-255 DEUET T, ICMP 21 7D 'J7\ MTDOWTIE KD URL ZBR LT ZEW, « httpy/
www.iana.org/assignments/icnp-parameters

Start Port H—EZXOMER T HEFEDRIAD TCP.UDP. £/zld Both (f15) R— bk, H—E XN 1 DDOR— MEIFEFERT 2 & Start
Port] (BE#AR— k) & [Finish Port) (& TAR—F) XA CICEYET,

Finish Port P—EAMERTBRTLAV370 F ). F—EZXDR 1 DOR— MEFEFERYT S & [Start Port] (B#A7K— b) & Finish
Port] (] TKR—F) IZEILCICEYET,

Ports PY—EAHMERT HR—k

3. RIBEEAEHZREH. [Save Settings] R2EV 1) vy LTRENBEREFESLCBERLEY,
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ALG ¥ R—F

ADVANCED > Firewall Settings > ALGs X~ 21—
ALG ZB% / ERhC LK T,

ALG (Application Level Gateways) (&, ¥—ALLRICTZ TV r—3>bAv7ar)VEYR— T 5OICTDIV—2DT 74T T+—)b&

NAT JR— b et 9 5+ 2 T4 AVR—R 2V M TY,

ALGITE Y DREIAXENTENAT b ZN=TFILT 4 JLEDT— b7 TANDEADRIREL ). TFTP. SIP. RTSP. IPSec. PPTP X ERFED T
Tr—2avlavo I3y ba—)b/ 7—521 7A N UTHT 57 FLAZES KUR— S E#E Y R—
EDTOVEKET T 5 —2 3 VT HRIGNEBEZRELET, —BNET7TUTr—2 3> 0kODEDALG IFTERMETENEEN

TVWET,

WCOLDIHBETIE. BEEHBICTR— b ERTITDHICKEGR- I ESEF -T2V LECTE ALGIZEY. BEDYZAT7 > 7TV
T—23> (H323 £RIERSTP 75 E) DB LT HBEDKR— ~ ERETHDIT T 7 AT 04 —IWHBE A2y I%%EITT T A5V TCP/UDP R—
FEFERTZHIENTERT, ALGIE. ThEYR—bIRIFEDT 75— a2V MEAT A7V EERL TVWADT, IL—2DT7 7147

D —IEBLI AT YN T T r—2 3V OYR— b ZBAT BIFRICRETHENGHZETT,

1. ADVANCED > Firewall Settings > ALGs DIBIC A =1 —% 27 vo L. UTFOEEEZRRLET,

Application Rules »

Website Filier 4

Firewall Setting... [= Application Level Gateway allows customized NAT traversal filters to be plugged into the gateway to support address and port
translation for certain application layer ‘control/data’ protocols such as TFTF, SIF, RTSP, IPsec, PPTF etc. Each ALG provides special
Wireless Setlings » handling for a specific protocol or application. A number of ALGs for common applications are enabled by default.
Advanced Network__. » | Save Settings .I I‘ Don't Save Settings .I
Routing r
Enable ALGs
Certificates
PPTP: D]
IPMAC Binding
IPsec:
ER ...
Switch Setlings
s
Intel® AMT H.323:
Package Manager SMTP:

ALGS

LOGOUT

7-13 )L —RIIHF BFIEPTEEE ALG DTHR— b

2. IEEAEFREHE. [Save Settings] R2&E7 1) vy LTRENBEFREFLLCBEBRLEY,

FEBTEDNTETT, BALGIIE

oo oo [T o T wns |y

Helpful Hints..

ALGs are security component
that enhance the firewall and
MAT support of this router to
seamlessly support application
laver protocols. Because the ALG
understands the protocol used
Iy the spedfic application that it
suppaorts, it is a very secure and
efficient way of intraducing
support for dient applications
through the router’s firewall.
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SMTP ALG :87E

SMTP ALG &&E

ADVANCED > Firewall Settings > SMTP ALG > SMTP ALG Configuration X~ 1—
SMTPALG ZBZNC LET ., AMEEIE. A—/VID £RIEERBICEDWTA—I)IVETOY Y /HAT50% ML £7,

1. ADVANCED > Firewall Settings > SMTP ALG > SMTP ALG Configuration DJBICAZ2—%7 ) v 7 L. UTOEEEZFRRLET,

= (T

Application Rules Helpful Hints_

Website Filter » || SMTP ALG CONFIGURATION LoGoUT | The SMTP ALG Status needs to

bbe enabled for this feature to

. = y work. The SMTP protocol

vall & r:
Firewall Sefting... [> || This page allows a user to add & trusted URL. generally works on TCP part 25.
: . . But if a different port is
Wireless Settings » | Save Settings | | Don't Save Settings | configured in the local
environment, then appropriate

configuration needs to be done
= ey e
SMTP ALG Status: | e

Cerfificates
[eancenars |

Advanced Network... p

IPMMAC Binding

Switch Sellings

Intel® AMT
[ |

B17-14 SMTP ALG &7&

2. TOEEERELTT,

BE Bk
SMTP ALG Status DA T 3V ERET BIDITIEERA T 3 v EBMCT 2RELHY T,
Port Zhk. SMTP /oy RTINS R— T,

3. EEARTE%. [Save Settings] R2>&EV 1) vy LTRERNBERESLOBERLET,

EREINBA—IVID

ADVANCED > Firewall Settings > SMTP ALG > Approved Mail Ids X — 1 —
FETAHA—ILIDERELET T,

1. ADVANCED > Firewall Settings > SMTP ALG > Approved Mail lds DJBICA =2 —%2 ) vo L. U TFOBEERRLET,

DSR-1000N // | ADVANCED | TOOLS STATUS HELP

Application Rules Helpful Hints...

APPROVED MAIL IDS LosouT | This is the list of Mail Ids that
Website Filter » - 160 b allwed
Firewall Setting This is the list of Mail Ids that are supposed to be allowed .
S R 4 List Of Approved Mail Ids

Advanced Network_.. » Mail Id

Routing 4 dlink@dlink.com

Ceriificates

Edit | |. Delete | |  Add |
IPMAC Binding

Swilch Settings
Intel® AMT

Package Manager

X 7-15 #EBIBA—IVIDRE

l—ﬁ\bi?%&u@_%))(—}l/ ID () U A l\b‘ﬁﬂ_’\éﬂiﬁ—o

113



114

BEGETIAN—bRY T —URE

*—JU ID @&
1. TAdd) RE2>&Z7 Uy LTUTOBEEEZRRILET,

SN/ | - T

Application Rules  §
Website Filter » || APPROVED MAIL IDS CONFIGURATION The Mail Ids which are deemed

to be safe, non-spam can be
Firewall Setting. .. [ The user needs to configure the approved Mail 1d here configured here

Wireless Setlings » | Save Seftings | | Don't Save Settings \
Advanced Network... p
Approved Mail Ids Configuration
Routing »
Mail Id:
Certificates
IPMAC Binding

IPvE 3

Swilch Setfings
Intel® AMT

7-16  EBI2A—IVIDRE

2. [Mailld] ICERI 24—V IDEFRELET,
3. IEEZEHREH. [SaveSettings] RE2 V&0 vy LTRENBEZRESLOBEALEY,

70y 7ENBZA—-ILIDDYRX b
ADVANCED > Firewall Settings > SMTP ALG > Blocked Mail Ids X — 21—
JOv IR A-ILIDZRELET T,

1. ADVANCED > Firewall Settings > SMTP ALG > Blocked Mail lds DJEICAZ2—%27 ) v L. UTFOBEEEFRRLED,

SNy, | - BTN oo |
3

Application Rules

ite Fi BLOCKED MAIL IDS LosouT | This is the list of Mail Ids that
Website Filter » i
Firewall Setting..  [>|| Listof Mail Ids blocked ‘e

Wiretass Setings  * |I 1ist OF Blocked Mail Ids
Advanced Network... » (I Mail Id

test@dlink.cem
7-17  JAv IR A—VIDRE

0V dBA=VIDDY R MDRRENET,

*—Jb ID DEN
1. TAdd) RE>Z7 Uy LTUTOBERZRTLET,

Y | e T s

Application Rules Helpful Hints...

Website Filter » |} BLOCKED MAIL IDS CONFIGURATION The: Mail Ids which are known to
send spam-mails, virus
Firewall Setting... [

Configure the Mail Id to be blocked containing attachments etc can
Wireless Seftings b

be configured here.
Advanced Network_. p

Routing 4

| Save Seitings | | Don't Save Seitings |

Blocked Mail Ids Configuration

Mail Id:
Ceriificates

IPMMAC Binding

IPvG b

XK7-18 7Ovod3A—)VIDERE
2, Mailld) 170y 72 A—)LIDERELET,

3. IEBEZHRE®. [SaveSettings] RNE &V w7 LTRENBZRESIOBALEY,
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B4R X DRE
ADVANCED > Firewall Settings > SMTP ALG > Subject List X — 21—

MEEDBER] ZFD FEDA—IVID] H5 (N) DA—)LDOBIFZRREICLE T, T ICEEHT DHBIEIE. A —)VICBET ZMDRET NTIC
BEEZRELET,

1. ADVANCED > Firewall Settings > SMTP ALG > Subject List DIBIc A =2 —% 7 1) v o L. UTOBEEEFRRLET,

Application Rules

3
Operation Succeeded
Website Filter 4

Helpful Hints...
This is the list of Subjects and

ocouT [| Mail ids which are to

SUBJECT LIST L
Firewall Seting..  [> allowed/blocked
List of Subjects and Mail Ids .

Wireless Setings b
Advanced Network__. p e L
Routing » i Subject Mail Id

Cerficaios Subject_sample sample@dlink.com
IPIMAC Binding dit | | Deiete | [ add
Switch Settings

Intel® AMT

Package Manager

7-19  REFHDER
BT OB ERT LTS,
BE Biis
Subject BFET O LB > TVEERERRLET,
Mail Id REBHDBLOTF TV 7 ENBNEXET/ KERA—IVIDERRLET,
Action E1T9 B (TAY VHl$FA)) Z2R/RRLET,
R DB

1. TAdd] RE2>Z7 )y 7 LI TOBEZERTLE T,

oo oo TR suns

Application Rules 3

Website Filter »

Firewall Setting [> Configure the Subject and correspanding mail 1d

Wireless Setfings M| | | Save Settings | | Don't Save Settings |

Advanced Network... »
Routing 3

SUBJECT LIST CONFIGURATION LOGOUT

Subject:
Mail 1d:

Subject list Configuration

Helpful Hints_.
This feature allows the user to
take action based on the Subject

of a mail from/to a specfic mail
Id.

7-20 BERDEER
2. LITOEBEFELET,
1EH B
Subject FI v DRENSDBEZLDNFIEZRICATILE T,
Mail Id 25/ RMET BEETT / FEELRA—IVID,
Action A—)VEFAEIETOY I LET,
3. IEEARE®. lSave Settings] K2 VA&7 1) vy LTRENBEFRESLOBRALET,
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T77A4T7 74— I1bDT=8HD VPN INA X Jb—

ADVANCED > Firewall Settings > VPN Passthrough X — 21—

LAN &4 > a2—xw FREID IPSec. PPTP, HS&KT L2TP VPN > 2JVBEGRADBESLENNEE VPN b T4 v o515 (XA IL—) £
T 7AT 04— VEREETVE T,

BEDTZ7AT7 74— ILIb—IVERIEY—ERETD/INARIV—ZT D LDICEREINTVE A ZDTesd. TVPN PASSTHROUGH (/SRR JV—
FIVvIRYIR) BENCTBIET, BCY—CERICEDLT7AT7 04— IVIb—ILEVBWMBARERZ DI LA TEET,

1. ADVANCED > Firewall Settings > VPN Passthrough DJEICAZ1—% 7 Jwv o L. UTOBEEAFRRLET,

SO/ | v DTSN o | swe | o

Application Rules  » Helpful Hints_.

Website Filter » (| VPN PASSTHROUGH

LocouT | This router's firewall settings
can be configured to allow

Firewall Setting... [> || This page allows user to configure VPN (IPsec, PPTP and L2TP) passthrough on the router. Enabled passthrough checkboxes have wmg#?ﬂc
higher priority than firewall rules based on the same senvice. - i i 5

Wireless Settings » tunnel connections. This LAN to
| Save Settings | | Don’t Save Seftings | WAN passthrough support is

easy to enable on this page as
compared to creating a spedific
senvice-spedific firewall
outbound policy.

o
IPVE » L2TP:

7-21 VPN b2 IVDT@DINA A —F T 3>

2. IBE%ZHFE®. [SaveSettings] RNE>&ET w7 LTRENBZRESIUBEALET,



BEBETZAN— bRy NT—VRE

TV IE—FDT774T774+—Ib

ADVANCED > Firewall Settings > Bridge Firewall Rules X — 1 —
TVyINBERLEVRTLDIV—T 4V TE—RTHBEE. LATV2LNWDT7AT7T+—)VIb—IbD Zv b D=0 bS5 T4 v 0 Z2BET S
FeDICHRAAIBETY ., INLDT7A T T4 —)UIb—ILIE TV v I DO—E8TH 2 2 DDKR— FETBRAEINE T, : LANT & WAN2/DMZ #p38R— b

1. ADVANCED > Firewall Settings > Bridge Firewall Rules DIBIc A —2—% 7 1) v 7 L. UTFOBEEERRLET,

oo [T~ RN

Application Rules » ” Helpful Hints_.
Operation succeaded
By default in bridge Mode, all

Website Filter » %
_ BRIDGE FIREWALL RULES 1ogouT || access is allowed for Inbound
and Outbound direction between

Firewall Setting.. [» 2 :
A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network g Rieices b e SR
Wireless Settings »

, network. Inbound Rules govern
administrators. You can use this page to manage the firewall rules that control traffic between interfaces of your Bridged network. The access from DMZ Port to the LAN

e Ir_ilsl‘te:f Bridge Firewall Rules table includes all firewall ndes for the bridaed network and allows several operations on the firewall = e
i _ ' restrict access to traffic leaving

Eis
otang List of Bridge Firewall Rules Firewall rules are applied in the
Certificat order listed. A= a general rule,
|| Status Direction Service  Action Source Hosts  Destination Hosts  Source MAC  Destination MAC | Rl bR iR Eoalat s

rules {those with the most
TR | Enabled Inbound  ANY  BlockAlways Any Any Any Any specific services or addresses)
EX S
[ Eat | [ Ensbie | [ Disabie | [ Detete | [ _Ada | Mor
Swiich Settings
intel® AMT
Package Manager

7-22 TV ITrATIA—IVIL—ILDY A
TV IRBICREEN T 7AT7 04— IWIb—ILDU A b ZHRRLET,

TV INCRESN T 7AT O +—)LIb—bid. 7O, R—bOANBE/ NBEOHHEICEDI NS T4 v I ETAIVZLEY, 12 THIE
&7, LANT R— k E£7zld WAN2/DMZ R— b (A TIEGEL) OWITNHNCGER TEE T,

)y IT7AT 7 +—IbIb—ILODENN
1. TAdd)] RE>&E27 Uy LU TOEEZFRRLET,

o TR T

Application Rules  p

Helpful Hints_.

Website Filter » || BRIDGE FIREWALL RULES If you are not an expert user, we
recommend not to configure
Firewall Setfting... [ This page allows you to add a new EBridge firewall rule or edit the configuration of an existing Bridge firewall rule. The details will then bﬁldg:;lrew?ﬂ g?ﬁg hﬁ“ﬁ
be displayed in the List of Available Bridge Firawall Rules table on the Bridge Firewall Rules page. coné e?:i]:nn a rewal
Wireless Setings » - " . QU RIEN.
| Save Settings | | Don't Save Settings. | .

Fom |
Direction: Inbound ¥

Service: ANY v
Action Block Aways 7 |

Source Hosts Any b

) —

Destination Hosts [Any ]

From |

To ]
Source MAC Any v

From |

To ]
Destination MAC Any v

From |

To ]

7-23 T IT7ATIA—IVIL—IVDRE
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2. UTOEEZERELET,

EH

iR

Direction

TDIW—IVNCE>THIEEINE S STy 7 DABEERELET,
« Inbound - NAE
+ Outbound - A A=

Service TDI—INCK>THIBENZ Y —EXZ2 A TEERLE T, —BAGY —ERE TN AT AZ1—ITHVET,
ADVANCED > Firewall Settings > Custom Services X— TH—EAZEBMT BT EHNTEET,
Action FoN237 03 EUTORYERLET,

- Block Always - R Lz —E X &&IcT7Ov o LEd,
- Allow Alvvays SBRLIEY—ERDRIGEBT AT EAEFILET,

Source Hosts

LR DE&ERLEY,
. Any- 7'J YIRY FT—TRDRANIRNTHSESNS M ZT 1w ZISERY 2/V—IUCiEAF T a v EERLET,
- Single Address - 1 BEDRAMHSD T T 4 v ZICBEBRINSIL—IVTIEAA T 3 0 BIRLE T, [From) Ry
JRCRAMDIP 7 FLAZANLET,
- Address Range - IP 7 RLZRBBERD AV E1—2 / TINA ADTIV—THEXE ST 1 v 7ISERINSIL—IVIC
A4 T avEERLES, SBEERTT S/cdHIC. [From) Ry 7 RATRFDT KL A%, [Tol Ry o R ITEKK
7 I\“L/Xfa':]\jj LEd,

Destination Hosts

LR DEERLEY,

- Any - 7') I NIT—=TDINTDRAMIBNEST B T4 v ZITERY 2/0—IVICRTBH T 3 EERL
ESE

- Single Address - 1 BDKRA MIELET 2 M Z 70 v VICGERT 5)V— W 2EKA4 72 3 v EEIRLET, [Froml
Ry RITKRA I\U) P7RLREADLET,

- Address Range - IP 7 KL ZRBEHRRD AV E1—2 / TINAZAD T Iv—TICBET B T T o /7&g@)ﬂ*ﬂ%)lx—w
v /7‘3’: BIRLET, AZIRET S/l TFrom] Ry 7 XTRHDT KL A%, [Tol Ry RIT
w7 F‘I/X%)\jj L%,

Source MAC

LR 1 DEERLE Y,

« Any - 7 w2y bID—VILBTBRAMDEMACT FLAHLSD N Z 74y ZITERT Z/IV—IVICHLTA TS
2 avEERLET,

- Single MAC - 1 DD MACT RLADSD MS T 4w 7ICERBYT ZIV—IVICEF T avHERRLET, [From) Ry
JRCRAMDMACT RLRAZANDLET,

- MAC Range - MAC 7 RLZRBEERD AV E1—2 / TINA ADTIV—THERKE ST 1 v 7ISERINSIL—IVIC
l$AEAF TV a v ERRLEY, SEEEET Blcdlc. [From) Ry 7 RUCRIID MACT KL A%, [Tol Ry o X
ZEE—%X MACT7 RLZAZAFLET,

Destination MAC

LR 1 D&ERLE Y,
« Any - 7') wIRY NT—=TICBTBHRAMDEMACT RLRAICERET S M S 71 v IICEBT BIV—IVicEkF
2 avEERLET,

- Single MAC-1EDMACT RLRICERET S F 574 v ZICERT B)IV—IUIcKA 7o 3 & BIRLE S [FromlRwy
JRCRAMDMACT RLRAZANDLE T,

- MAC Range - MAC 7 RLZRBEHRD AV E1—2 / TINA ZAD T Iv—TICBET B T T 1 v I ICBRENSIL—IU
ICKA T aVvERRLET, SEEIEET SIS, [From) Ry 7 THRFD MACT RL R %, [To) Ry IR
ISR MAC 7 RLREADLET,

3. IBEEAEFREHE. [Save Settings] R2&E7 1) vy LTRENBEFREFSLCBERLEY,
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7709—=aviv—ib

ADVANCED > Application Rules > Application Rules X~ 1 —
T TIERIARREG 2 b U AL —ILERR L. V=IO DO DREESFAILE T,

TIVr—=2 3V )b—IVER—= b S UAI—IVERENE S, AREEICK D LAN R2lE DMZ BT 5T/ RIE. TNHITEEENS L SIC
T DOUEDR—+EBERTBIENTEEY, R— b bUDIE EEEHFDOENR— D 1 DICHS LAN/DMZ B SONREERERF>TEY. &
DS T4 v T84 TROAIIR— baeFd =TV LET, Thud, 77V 5= a v Fd—7 Y LIEEENERIEANIR— T —42%Z%E LT
B AAFTIVIBR—bT+T—T AV IDERE L TEZDTENTEERT,

R=bbUAERGTSIT TV —2 3= T 7 AT 04— UIL—IVDRERICHIBRIRE R A 7> 3V THBREZT A v IR— T+ T—FT 4
TEUFRIEELHY £, THUIR— b FUAIL—IVHDEEED LAN IP £7zld IP mEAESBYT 2HELNEWNHTY, 0L, FRPTEWVEET
HER—PMIF =T ENFTERBDeHD. ZTORR. R—r 7+ T7—TFT a4 VIDRELEVEF 1) Ty DLANIVERELET,

AR~ b A — TR AFIDBGETS LAN 7131 RITHKTET Blcth, K b b U A LAN DY — N2 TIEd Y £ A

WSDHDT FUTr—2 3 TlE. AT A ADENSICHERT T BIBEICBYNCHEEET DL OHEDR— bEldR— MERICT —22RET 5
TEDRBETT, IV—RFHMBEENSR— M ETeldR— MERICH D7 TV —2 3 VREIFICINTDANT — 2 ZRET 2REL DV E T, Jb—
2Tl BT 2ABE /AAEDR— b EFO—MRAET T r—2 a5 —LDOUX MRBY, =TV TEET, Ko BMBEDE 4 —
TUIRERSTT v 7247 (TCP &£fcld UDP) BLUARNR— FDBEEEERET 5T ETR— M MAL—IVEEET BT EDTEET,

1. ADVANCED > Application Rules > Application Rules DIEICA Z2—%& 2 v o L. U TFOBEAZFRRLET,

BT/ | e BTN s |

Appiication Rules  [» Helpful Hints...

Website Filter ]

APPLICATION RULES Locour | Application rules are also
referred to as port forwarding
" ; — : rules. Devices on the LAN or DMZ
Firewall Setting » The table lists all the available port triggering rules and allows several operations on the rules. o i o the
Internet along one of the
M~ o ’ List of Available Application Rules defined outgoing ports, and then

the configured rule will open the

QOutgoing Ports Incoming Ports esponding i i fi
(I} Name Enable Protocol Interface ahe & g.:mﬁ;j.gt;;ﬂ;fm;g%:d i
Routing » Start Port End Port Start Port End Port coming From the WAN Mote that

_ (% Yes Tce Lan 3074 3074 3074 3074 :’r::'tf:""rg mﬁ“’;:’;
mIRC Yes Tcp Lan 2024 6000 1024 <000 i

Advanced Network... »

m
j
=
a
a

724 A@DIAZ—U7%IV—)VERRS BRATRET TV 5= 3 VIb—IbD ) X b

7TV r— 3> b—IVoEn
1. TAdd) RE2>%&E0 ) v LT UTFoBEmERR~LES,

DSR-1000N // | ADVANCED | TOOLS STATUS

Application Rules [»
3

Helpful Hints...

Website Filter APPLICATION RULES CONFIGURATION rosout || Application rules are also
referred to as port forwarding
: " . . rules. Devices on the LAN or DMZ
Firewall Seiting ... [ This page allows 3 user to add a new port triggering rule. e e b

= . - 3 = Intemnet along one of the
Wireless Settings » | Save Settings || Don't Save Settings | defined outgoing ports, and then
the configured rule will open the

Advanced Network... » correspondi i
= ng incoming port for
Routing » Applicanoe Koles the spedified type of traffic

«coming from the WAN. Note that
: Name: |port triggering is not
Certificates i appropriate for servers on the
T Enable: s LAN, since there is a dependency
IPMAC Binding o on the LAN device making an
Protocol: |TCP ¥ | outgeing connection before
e
7 Interface: [Lan v | _
Swilch Settings = :
Intel® AMT Outgoing (Trigger) Port Range

Package Manager Start Port:

To:

Incoming (Response) Port Range

Start Port: |

To:

7-25 T 7= 3 vib—)LDEN

2. EEARTE%. [Save Settings] K2 V&V ) vy LTRENBEFRESLOBRLET,
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ADVANCED > Application Rules > Application Rules Status X— ClgITNTD7 7 71 Tlx)b—I)IVERRLET, (DX ERBEHFDHIIK—
DEDNEEY 7 IR MTEDWTHENT 2ATIKR— )

oo | T

Application Rules [

Website Filter b
Firewall Setting...  »
i 3

TN oo | s

Helpful Hints..

APPLICATION RULES STATUS

ports and expiry time for a
Thiz page lists the application rules currently configured. particular rule,

I
LAN/DMZ 1P Address Open Ports Time Remaining (Sec.)
[ Refesn |

Intel® AMT
e

7-26  APPLICATION RULES STATUS Eim

Application Rules Status

Web A7V 7112 ) 205

T—hUIAlE EBEHDNREE LAN ERETHEV WAN BICRIRICT 7 AR 2 —EERT 5T EDTEDIRENG Web T 1 )L2 UV TFT
23>V TY. bITav T2 TNEDNER) Y—FERT 2RDVIC (T7AT7 04— ILIL—IVEFERT 25675 E). WebX—=Xa> 7>
BED ST 1 v D HORCIIHEENDDERET BTeHITERENET,

Content Filtering (A 7>V 7412 > %)
ADVANCED > Website Filter > Content Filtering X — 21—
ATV TAIEN Y TF T 3V EA—DPREDA 2=y A MIT VLRI 2T EETOAVITEHIENTEXT,

1. ADVANCED > Website Filter > Content Filtering DIBIC A Z21—% 7 v L. LTFOBEEEZFRRLE T,

oo [T N T
Helpful Hints....

Application Rules [ 3

Websita Filter b4 | CONTENT FILTERING roGout | Approved or Blocked URL's can
be configured only when content
Firewall Setting. » This content filtering option allows the user to block access to certain Internet sites. Up to 32 key words in the site's name (web site Filtering is enabied.

URL}) can be specified, which will block access to the site. To setup URLs, go to Approved URLs and Blocked Keywords page.
Wireless Setfings [3 —= S y R S ¥
| Save Seitings | | Don'tSave Seitings |

Advanced Network...

Routing » || Content Filtering Configuration

Cerfificates Enable Content Filtering:

IPIMAC Binding

Swilch Setlings

Intel® AMT

Package Manager

7-27 ATV T AR VITERE

2. A7V T a)bR )V JIERAIC TEnable Content Filtering] ZBZNE L. $i<#BE (S AN AV OUX M, 7OV I T EHF—T—F
IZBIT2T74IVR )V J1RE) BERESSUERT ZHEND Y T,

3. UTOEEZRELET,

1EH BTis)
Proxy REDI7AT7 74— IVIb—)VERET BeHIERINS TOF T —/NIBENGEF 2 7 DRETHY . IXTD
LANA YR 7 T—ZAF7NARTTAY I ENET,
Java Java7 7Ly MEA Y BE—Fy A DS AT O—- RENZDEBSTENTEET,
ActiveX F—brU Al ActiveX I FO—ILHA Y Z—2y IV ATO—SREATA Y O— FENZDEBHSTENTEET,
Cookies TIAR— b2y b T—TROETNARDHIT, T, BIlENctFa2UTa o vF— (v aVEREBREED) 7
OvYIdaTENTEET,

4, EREAERTE%. [Save Settings| RZ2>&EYV 1) vy LTRENBEFRFESLCBEBRLEY,
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Approved URLs (#&z2&d* URL)

ADVANCED > Website Filter > Approved URLs X~ 1—
URL RAA > &AD&DER X b DRTELCEMETTVET,

TOURMOBMENTE FAA VG EABRENTEFAIENE T, FRIE. KA1 Tyahool BZDU X MIEBMENS L. XD URL DFANT
DLAN DSDT IR EFHFAENE T, : www.yahoo.com. yahoo.couk %5 &, Fiz. CSV 7 741 )UH5S Approved URL &+ VA R— 5T EHT
EEXE

1. ADVANCED > Website Filter > Content Filtering @ [Enable Content Filtering] Z8&%1& LE 9,

2. ADVANCED > Website Filter > Approved URLs DIEICAZ2—&7 v o L. ATOBEEZRTLET,

DSR-1000N / / SI:TIJP ADVANCED | TOOLS STATUS HELP

Application Rules 3 Helpful Hints...

‘Website Filter i | ADD APPROVED URLS FROM FILE LoGoUT ] The list c Jlf u.u-jnm harr- ars
g il e LR any configured firewall rules or

blocked keywords.

Wirel Setii
i e Approved URLS List -
Advanced Network.. i Trusted Domains

Routing »

Edit Delete

IP/MAC Binding

Switch Settings

Intek® AMT
Package Manager

Import Approved URLs

Add Approved URLs from File:

7-28  Approved URL List EE

AANT &S URL D&
1. TAdd] RE2>z7 )y LT UTOEERERTLET,

ENCRY) e BTN s | s

Application Rules 2

Website Filter 5 | APPROVED URL CONFIGURATION

This page allows a user to add a trusted URL.
| Save Setlings || Don't Save Setlings |

Switch Settings

Intel® AMT
Package Manager

7-29  URL DB
2. BEEZHRE%. SaveSettings] REZVE7 1wy LTRENBERESIOBEARALET,

7 74 1bic &k % URL D&
1. lmport Approved URLs] £2 > 3> TURL ZEEO—AIUICH D CSV 7 7 A VRV #EIRLE T,

2. limport] R2>&T1) w7 LT CV T 7A IV EGRIMFHAHE T,
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Blocked Keywords (7@ 7 F+—7—F)

ADVANCED > Website Filter > Blocked Keywords X — 21—
URL&elEF—T—FEANTBHIET. Web A4 bADT7 V7 LRETOV I LET,

F—U—R7OvFITIE BEEHIAMRCHEF—T—FEZLIXTOWeb ¥ D URLFTeldY bpa> 7 vETOVIT5HT
EDTEEXY, Thudk MApproved URLs List] KIEWMBRETY, DEWJ.7Av I F—T— FH TApproved URLs List] D M Z X~ FAA &>
TEFAIENIeY A MCEELTWARE. TDOT A MDOT7 VL RIFFHFRIENET, Feo CSV 77 1)bH5 Blocked URL ZEA YV R— T 5T ED
TEE,

1. ADVANCED > Website Filter > Content Filtering @ [Enable Content Filtering) Z8&%1& LK,

2. ADVANCED > Website Filter > Blocked Keywords DJEICA Za2—%& 27 v 7 L. UTOEEAERRLET,

o oo [T

Application Rules Helpful Hints...
‘Website Filter The list of blocked keywords

4

k BLOCKED KEYWORDS hawe lower priority than
Firewall Setting. 3 approved URLs, but higher than

4

»

Operaticn Succseded

= — ¥ou can block access to websites by entering complete URLS or keywords. Keywords prevent access to websites that contain the ;cr'ﬁglﬁjiddt%wail_”Jﬁ -
Wireless Settings specified characters in the URLs. The table lists all the Blocked keywords and allows several operations on the keywords. SERILE D o e L

be usad to block LAN access to
JRL's entere
Advanced Metwork.. ‘ Save Settings | | Don't Save Settings | I‘:;Lw;;mammg the entered
Blocked All URL Configuration
4

IP/MAC Binding Block All URL:

Blocked Keywords
Switch Settings
Intel® AMT
Package Manager

Import Blocked Keywords

Add Blocked Keywords from File:

7-30 Ay U MGBEMENEF—T—F

AR K BF—T— FDEN
1. TAdd) K227y LT UTOEEEZRRLEY,

S/ | - BECTTONE s | e |

Helpful Hints....
\Website Filter 3] BLOCKED KEYWORDS You can block a website by

adding an URL string as a
This page allows 2 user to add a blocked keyword. blocked keyword.
‘ Save Setfings | | Don't Save Settings | -
Blocked Keyword Configuration
T — ]

Package Manager

7-31  F—7— FDBM
2. IBEEAEHREH. [Save Settings] R2ET 1) vy LTRENBERFSLCBERLEY,

7 741l k% URL D&
1. lmport Blocked URLs] 2> 3> T URLZELEO—AIUICH S CSV 7 7 A VRV #IRLE T,

2. [limport) R2>&EZ 1)y LTCV 77 A IV EGFHFHAHET,
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Web 71 IVZDI I AK—F
ADVANCED > Website Filter > Export X = 31—
FAITAURLBELUTOVITE2F—T—FaITVAR—bLET,

1. ADVANCED > Website Filter > Export DIBICAZa2—%27 1) v 7 L. UTOEEAERRLET,

STy | - EEETTTNE oo | e | owe |

Application Rules Helpful Hints....

EXPORT WEB FILTER LOGOUT || URLs allowed and Keywords
blocked can be downloaded to
g the local host in CSV format.The
This page helps user to export allowed URLs and blocked keywords to a C5V formatted file. e

button to get the CSV file.
Export Web Filter
Advanced Networlc..

Export Approved URLs: Export
—

Export Blocked Keywords: Export
o |

IP/MAC Binding

Website Filter [»

3
Firewall Setfing... 3
Wireless Settings 3

7-32 EEBEHURLUX DTV RAR— b

2. LUTOEEEEELEY,
piz|=| Elis

Export Approved URLs URLEO—AIVERA MIAT>YA—RTEBCNV 7 7AIVICT YV AR—FLET, [Export] Ra>&x2 1w LT
CVI77AIVERISLET,

Export Blocked Keywords | #—7— RZO—AJVRA MCA TV O—RTEBCSV 77 IVICZ U AR—MLET, [Export] R2>&EV 1wy
LTCVI7AILEREBLET,

IPPIMACINAC VT4 2T

ADVANCED > IP/MAC Binding X =1 —
BEEEBHD IP/MAC /A > BIb—)bEFRR L. L=V DHODRIEEFFILE T,

LAN /= FHONA Y FENFMACT FLRIC—ET 2 IP 7 FLAZRDHBAICS . RIOFNBRIREGLF 1) 7 WEE (LAN DS WAN ETD) S|
ENST v VRIS BT LIGEOTVET, TNEIP/MACINA YT 4 VT T BEEIET — b U TADREFH LAN / — FOEED MACT LA
ERORET NI T4V IDIPT NLAZMERT 5T ETIP 7 FLANMBEENGEWC EZREET BT EHNTEET, BR (ThHbE bIT74v 7D
FETIP T FLABELCIP 7 FLZAZERF>TWVWAEBDNE MACT FLRIL—ELEW) DFA. /N7y MEREL OO 7IcHALES,

1. ADVANCED > IP/MACBinding DIBICA Za2—%27 v 7 L. U TOEERZXRRLET,

oo [RTE_ TE

Application Rules 3

Helpful Hints...
Operation Succeedad

Website Filter 3 This feature allows protection
_ IP/MAC BINDING against spoofed IP addresses by

X - enforcing the gateway to
Firewall Setting... b validate the source traffics 1P

Wircless Setfings The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules. address with the unique MAC
Address of the configured LAN

253 Setti 2
Advanced Network_. p || List of IP/MAC Binding node. In the event of a violation
(i.e. the traffic's source IP
i 1 Computer Name MAC Address IP Address Log Dropped Packets address doesn't match up with
i
L 35

Certi ] test-ipmacl aa:bb:cciddieesff 67.0.0.8 Dizabled having the same IP address) the
Sy packets will be dropped and can
IP/MAC Binding [} test-ipmac2 24:67:abicd:24:12 192.168.25.45 Disabled be logged for diagnosis,

Edit Delete Add

Intel® AMT

7-33  IP/MAC Binding EIE

ESERDAITIE LAN KRR FDMACT RL A% IP 7 FLAICEY HTTWEY, IP/MAC Binding DiERHH2 & B/ Vry MMEBEEEN, 07
HAENET,

2. UTOmEAEXRRLET,

BHE rEA
Computer Name RIV—ILDI1—ERBEFRLET,
MAC Address AIV—=ILD MACT FLRXZEFRRLET,
IP Address KIV=IVDIP 7 FLAZEFRRLET,
Log Dropped Packets AIV—=IbDOOATHNF T a >V ERRLET,

123



124

BEGETIAN—bRY T —URE

IP/MAC /A > T 1 > F DB

1. TAdd) RE2>&Z7 v LT, UTFOBEEERRILET,
CEOTy/ | - TN s | e | owe
Application Rules [3 Helpful Hints...
logging a_s.c:_clated with each
This page allows you to 2dd a new IP/MAC Bind rule. The details will then be displayed in the List of IP/MAC Bind rules table. IP/Mac binding rule.
| Save Settings | | Don't Save Settings |
Advanced Network... »
1P/MAC Binding Configuration
conue e E—
IPIMAC Binding MAC Address: 1
P Q|| e natress: —
Log Drapped Packets:
IR Associate with DHCP Reserved IP: O
7-34  IP/MAC I\A > 7 1 > 7 DB
2. ToEEZEEELET,
IEH Btz

Computer Name

=D -—TERRERELE T,

MAC Address

MACT L AZHEELE T,

IP Address

P77 FLRZIRELET,

Log Dropped Packets

R—=IVDOTENF T a>EIRELE T, BT BE. /Ty bERET BRIICOTICHEAIENE T, IL—2IEIPto
MACNA VT 4 VT Efld MACO IP NS > T 4 VT DV NDOERELIHE/ 7 v D& ERRLET,

Associated with DHCP

DHCP DFMIP 7 RLRZEFBRALE7Y Y I — 3 VICT BI58IIBELE T,

Reserved IP

3.

TEEZRET

. [Save Settings] A2 &7 v LTREABRERESSIUCERALEY,
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IPS (Intrusion Protection > %' % F +)

ADVANCED > Advanced Network > IPS X =1 —

C CTIFIV—R TR AR

VAT s (IDS) BEGEABALEY R T I8 (IPS) ZRET DI ENTEXT,

T—=bITADIPSIE. A 2V2—XY bDOSDBEHDIBEN S TAN— bRy N T—=VILT7 7 CRTBDEHREET, T/N\ARICH—FENRR
vidk, —MRIGEHEEZRE LT, HHT2ZENTEELET, WAN E DMZERIFLANRETF v 7 ZBMCT 2T LD

BT 4 IBBEY T RF

TEEI, &fes LTV B AT 2RIk

1. ADVANCED > Advanced Network > IPS DJBICA a2 —%2 ) w7 L. UTOEEmERRILET,

Application Rules »

Advanced Network... [»

1PvE b

s LOGOUT

This page allows user to configurs Intrusion Detection System and Intrusion Preventions system on the router,

| Save Settings ‘ | Don't Save Settings |

Intrusion Detection/Prevention Enable

Enable Intrusion Detection: OJ
Enable Intrusion Prevention: O

IPS Checks Active Between

LAN and WAN: (]

DMZ and WAN:

Number of Signatures Loaded:

7-35 Jb—%&

BT BE AR LEEE

2, K ToOmEEEEELET.

Y. BEEIZWAN D SDEBHHRADEIIMREEN. FEENHESRTHIEHTELRT,

o oo [T T

Helpful Hints....

IP5 prevents malicious attacks
from the intemet from accessing
the private network. Traffic from
the LAN or WAN ports are
compared against static attack
signatures loaded to the router
in order to detect and prevent
the router from being starved of
resources or otherwise disabled.

HE

| A

Intrusion Detection/Prevention Enable

Enable Intrusion Detection

FEREICEDVCBENGZER D DWBEDHICHEINET T,

i%?R?’%) ERAARY FHREENTATL ‘ﬁﬂ*hi@“ T=bTTANDEASNT Y MEZDR=ITIT2

Enable Intrusion Prevention

AT LMRRICEELE T,

BIRT2E. TINARABABRLEY AT LIEWANDSA Y SA Y ST v I BEZRTHIENTELTITH. &

IPS Checks Active Between

LAN and WAN

BRTZE. EF 27 LAN E/3T ) w7 WAN B IPS ZBINIC LE T,

DMZ and WAN

BIRTAHE. £F2 775 DMZ £/8T7 U w7 WAN RO IPS ZBRIIC LK T,

IPS Status

Number of Signatures Loaded | IW—RIRFEENZBRBADY TR F v T, IPS AN FOBHICERINE T,

3. IEBEZEHRER. [SaveSettings] RE2>%&V 1) vy LIRENBZRESLICERALET,
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12—y FREH S DIRE

ADVANCED > Advanced Network > Attack Checks X = 1—
LAN & WAN v T — 0 & —fEIREL SRET HHENZIEELE T,

KB, W= 2 ZERAREICT 2BEDH S F 1) T4 ERFTIERNTIIEVR Y N —VBETHLHLE LNE-A, WEDTF TV IICLY
T S ping U IAMPARP R+ vV &RBT ST 4 AA/NUGEWANDEF 21U T OBHEBEIT S EHNTEXT, TCPHKXU UDP 7
v RHBOF v 7 EBNCT HE WAN UY —ROBIGGRAEZEET 2 ENTEET,

& 5T Denial-Of-Service (DoS) WEA T Ay 7 ENET, KEICED & INSOWEIL, LB & HEiEZE RV B8 EBRNEXY hT—
T —ERADEEEHIFCLENE T, ICMP /N7y b TSy T 427 SINMST 4w 075w T 427 BXU Echo X b —LD LEVMEIZRIRE
EBBY—ADSD T T4y 7 E—KNICBE S TcHICRESNE T,

1. ADVANCED > Advanced Network > Attack Checks DIEICAZa—%7 1) v o L. UTOBEEERRLET,

) | - WD s | e |

Application Rules 3 Helpful Hints...

\Website Fitter » || ATTACK CHECKS Losour || For added security, it is

recommended that you enable
Firewall Setting... ldll | This page allows you to specify whether or not to protect against commen attacks from the LAN and WAN networks. Stealth Made. This blocks ping

and ARP response from the

Wircless Seftings  » | Save Settings | | Don't Save Settings ‘ JAoH E"‘;ten’::,‘e,s' F";ftfn:‘;ﬁgm
Advanced Network_ [» to locate active networks or PCs.

Corm—
st ke z
IPIMAC Binding Block TCP flood:

"

Block UDP flood: “
UDP Connection Limit: 22
Allow Ping from Lan: il

ICSA Settings

Block ICMP Notification:
Block Fragmented Packets:
Block Multicast Packets:

I

Block Spoofed IP Packets:

SYN Flood Detect Rate [max/sec]: 123
Echo Storm [ping pkts./sec]:
ICMP Flood [ICMP pkis./sec):

736 AEZ—2v FEENS)L—2 L LAN Z{RET S

2. UTOEAZEEELET.

BE | 5198
WAN Security Checks
Enable Stealth Mode [Stealth Model E— RHABMICGE D& IL—R2IEWANHDSDR— FXAF v+ USELETA. THICKYIRH
CHBICLHHEEEBLET,
Block TCP Flood KE T3V EBNCT BEIN—ZIERELRTCPP/NT Y FETRTHELT.SYINT S v RRBHSRESNET,
Allow Ping from Lan ATV avEBMICT DL LANDSD ping IKISELET,
LAN Security Checks
Block UDP Flood KA TV avhBEMCHEDE IV—FIELAN EOB—DO V1 — 20 5EBICTHNS 20U EDT 7T«
775 UDP Eeta RIF T £ A
UDP Connection Limit LAN ED1 D0V 21— 2h5EBHCRIHIT 5NET 7 7« 775 UDP A SRE CE X T MIHBEIZ 25 TT,
ICSA Settings
Block ICMP Notification TNZERTBE. ICMP /Ty FORFESNB T EEBRIELE T, ICMP /Ny ME. BESNhZ EF v TF v
ENTPing (ICMP) 75w K DoS BITHERINTLEVET,
Block Fragmented Packets TOF TV avaEBERTBE. T b ITAZBRBATDEAGB T ZIAY MUY FEBELE T
Block Multicast Packets TOATYavEBERTBE, T— I IAZRBTBIIINFFv ATy M EEELET,
Block Spoofed IP Packets TDF T avmBERTBE PRT—T40 01\ hERELET,




RGBT IAN— bRy NT—URE

BE | o

DoS Attacks

SYN Flood Detect Rate (max/sec) | SYN 75 v RERHTES L — K,

Echo Storm (ping pkts/sec) IW—ZHAWANHASIOA—RX b—LKEERHLT. ZONET FLRADSEICTping bZ 74 v I &EBFIET S 1
BdHizy) D ping /3Ty ML,
ICMP Flood (ICMP pkts/sec) IW—ZDBWAN DS ICMP 75w RIREZIRHE LT, ZONIBT7 RLADSBITICMP b2 71 v U %&BHIET 5 1

&) DICMP /Ny MR

3. IEEZEFRER. [SaveSettings] RE>%&V 1) vy LTRENBEZRESLICBEALET,

LANA > 57 £ —RITHH % ping RATERETHAN TT. LAN KR FH'5 7/ 3 20 LAN/WAN K— b & T ping V& & BRI T B (i
lAllow Ping from Lan] 7> 3> DOF v /&AL T EEWL

IGMP 7O+ DERE

ADVANCED > Advanced Network > IGMP Setup X =1 —

IGMP Snooping Tld. Ib—2Z@ULTZIGMP %y T =V b ST 4w DU Y AVERRRICLET, Ffe IV—2d JIVFFY A SST0v 0
HITA4IWEALT. TDAM)—LERBEETBHRAMFIC, TNEEDTEDNABEICEYET, TNE IXTDLANKA MATDORIVFF v
AN T4 v I BZETDRBEDOGEWVRY FT—7 (IPIV 7 FUr—2a >0 ) ICREDIIVFF v AN NS T4 v I DhHBBEICERIBE
9. IGMP Snooping ZBINCT B & IV—RZDRY FT—V EDORIVFF v AT T4 v VDE%FFHFH LT, TXTDLAN KX f\?b\77 v Ry
B EHEBBIELEY, 7Y T+ 775 IGMP Snooping 1& IGMP YO+ (CBBEN, SERDIY fO—Z CHIARRES AV E T,

1. ADVANCED > Advanced Network > IGMP Setup DJEICAZ2—%& 7 ) w7 L. LTOE@EEZFRRLE T,

DSR-1000N // _l ADVANCED | TOOLS STATUS HELP

Application Rules Helpful Hints...

Website Filter » |§ IGMP SETUP LoGouT || This is known as active IGMP
snooping, and lets the router

- e 2 fisten in on IGMP nebwork traffic.
4 = L e
Firewall Setting [l | The IGMP Proxy page allows the user to enable 1GMP proxy on a LAN interface. S e Tl Tl e
o Cat = 5 through the router and is used
55 O o 3
Wireless Settings 4 | Save Setfings | | Don't Save Settings | to prevent LAN hosts from

Advanced Networl. .. receiving traffic from a multicast

group that they have not
e =

Cerificates Enable IGMP Proxy: =]
IP/MAC Binding UpstreamInterface WAN1: [WAnTDReP =]

UpstreamInterface WAN2: |-.f.umuz.ar4cp v

Switch Settings

Intel® AMT
Package Manager

7-37 LANAOD IGMP 7O+ &BMICT S

2. YUTOmEBEZEEELET,

1HE Bz
Enable IGMP Proxy INEFIRTDE IV—2E XY N T—D0ENTBIGMP bS5 T4 v 0% 1)y A LT, LANICEDSITILFF+
AR —LEBETEZTENTEET,

3. EEARE%. lSave Settings] R2>&E7 1) vy LTRERNBERESLOERLET,
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Intel® AMT

ADVANCED > Intel AMT X =1 —

Intel® AMT H—EXZFRELE T, Intel® AMT H—EXEBMICT B & Intel® AMT R— ~. UNCR—F. BLKUSNMP kS FR— bADEL]
TABE/NBET7AT7 74+ —ILIL—ILDBMZEHTES LET, IXTDT 7477 4—/LiIb—IVHT. Intel® AMT )L—JUIZEREBWMELEEAZF >
TWET, Intel® AMT Reflector BITT B & RBEEFEDOFEIRKR— b TH—/1 BV v RV T BEVIBRITEVET,

Intel® 70747« XXIAV b - 70./8I— (AMD IZLY TEBEERY bV -2 51— 2DV AT LTEICVE-RTT 7€
ABFUBEETEFY, P/ /= PCOBBRDA 7EFIE0OSH T v 2 LTOS®/N—RT 4 RIHEELTWGEWEG. PC//— b PCHE
BHEEUORY bT—V#ERE LTV ABICEREZF 7ICLTHABETT, Intel® AMTIZERICY S4 7> bV TEEL T, BIERIFERR Y b
D=0 xR BLTERCEARILIEBROv vy EERALTVWET, D-LinkDSRIV—2 &AL T AMTIEA > 2—3 v bEY—LLRITER L,
A 2=z MEROBEEEDOIC T BREEZMET 2EENGY ) 1—232TT,

1. ADVANCED > Intel AMT DJEIC A Z2—%& 7 U v o L. UTOEEERRLET,

Ry | v T S T

Application Rules Helpful Hints...

3
‘Website Filter 2

ADVANCED

Enabling the Intel® AMT service
results in addition of appropriate

Firewall Setting. .. » This page allows you to configure Intel™ AMT service, inhouruift?mbnund firewall rules
for Intel® AMT ports, VNC port
Wireless Seffings 4 | Save Settings | ‘ Don't Save Settings | arld_SNMFhapmtAlTPngall
the firewall rules, Tntel® AMT
Advanced Network... » rules have the highest
precedence. Enabling the Intel®
Routing » || Intel® AMT Ami: Reflector will result in
= . server listening on selected
Enable Ports: D ports for incoming connections.
IPMMAC Binding WAN Hosts: Any [
IPvE L4 WAN Host Addresses:
SR S s Internal IP Address:
Intel® AMT
Intel® AMT Reflector
Package Manager
Enable Intel Amt Reflector: ]
Redirect to Port 16992: W
Listen on Port: *15552
Redirect to Port 16993: i
Listen on Port: 16993
Redirect to Port 16994: W
Listen on Port: ]iE-E'Eq
Redirect to Port 16995: o
Listen on Port: 16285
Redirect to Port 9971: 4
Listen on Port: iﬁ?ﬁl

7-38

Intel® AMT 5%7E

2, UTOEAERELET.
BH

B

Intel® AMT
BT B EFEDR— MTHLT Intel AMT U —EZEBMICT DL SICHBE / ABET 74704 —/bib—
IVEBIT 2T ENTEET,
FAny| Z3RT 5. WANBIOLKRR HAA—HIL Y —/N\\DT 7t AEFHFRENEY, [Specify WAN IPs| %%
RUTEBE. O—HILT—/N LANKZ B) N7V RAEHATEND WAN KRR M7 RLAUZAEAY [ T
DEELTIBET 2EBHH VT,
TIVA > AZ 12— [Specify WAN IPs| Z3IRLTEIBAICIE. A—A)IVI—F\D7T 7 XAFFHAEZ WAN IP
TRLADAYR [ THBELIE) A MNEIBET AHELNGVET, A< [ RIFHNFRIETNTEY., AV &
P77 RLADBITAR=RAZEANTENTLREL,
LAN KRR b (A=A —=/\) D1 DD IP 7 RLAEEELE T,

Enable Ports

WAN Hosts

WAN Host Addresses

Internal IP Address
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RGBT IAN— bRy NT—URE

B A
Intel® AMT Reflector

Enable Intel® AMT Reflector | CDRY VI AEF T v TdE. V547 MORERT BRI L GERA— DT — 252 RBRLE T,
Redirect to Port 16992 TORYIREFITVITDE V54T MOBIART DERUCDOWVTR— M 16992 [ 21 LT M LET,
Listen on Port F—I\HAABEERICE LT v AV IRER—FEANLET,
Redirect to Port 16993 TORYIREFTVITDE V4T bOBIART DERUCDOWVTR— M 16993 [cU 21 LT M LET,
Listen on Port PF—\HABEFERICE LT v AV IRER—FEANLET,
Redirect to Port 16994 TORYIREF TV ITDHE VAT bOBIRT DEHUCDOWVTR— M 16994 1c) 21 LT FLET,
Listen on Port P—\HABEERICE LT v AV IRER—FEASILET,
Redirect to Port 16995 TORYIREFLTYITDE V7472 bOBIRT DEHUCDOWNTR— M 16995 IcU 21 LT MLET,
Listen on Port P—\HABEERICE LT v AV IRER—FEASILET,
Redirect to Port 9971 TORYIREFITYITDE V747> bOBIART 2ERHICDOWVTR— 9971 IV AA LT b LET,
Listen on Port F—\HABEERICE LT v AV IRER—FEANILET,

3. [SaveSettings] R2>&EV Yo LTRENBEZRESLCERALET,
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8 8% IPSec/PPTP/L2TP VPN &7

UTIEABDREBREDHATT ., BEITSCT, RE/EE /EEETOTILEL,

REEE B BEN—
VPN D 1 =R T4 —RFEFERALTVWNREEZTVET, 131 X=2
IPSec R > —DEFHE IPSec R > —&1ER LE T, 134 R=Y
VPN 7 547> b DERE VPN I S A7 FDREICDVTCHALET, 140 N=2
PPTP/L2TP kXL PPTP E7/zl& L2ZTPVPN b XV EREL X T, 140 X=

VPN IE2 DDF = b DA IV—2BEIEVE— P PCOUSAT Y MEICRLGEBEF v L (b xb)) ERELET. UTFD b2V EA T
EERT 2 ENTEET, ¢

- Gateway-to-gateway VPN
VE—FFAED ST 0y VERREET 2720102 DU EDIV—2 %R LF T,

-« UE—FT 547>k (client-to-gateway VPN b > %)b)
VE—FPCOZATYMDIP T RLUADNEFICHISNTWEWNEEIL. JE—F 747V VPN b RIVEBIIRLE T, CDIFE. 7 —
PO IAEISEES LTEMELET,

« NAT)L—2DBEDIVE—FIZA4T7 K
TIAT Y MEAAFZ v IPT RLRAEFE. NATIL—2DE%ICHVET, UE—F NATIL—2ZDIP 7 FLAONEFITHSNTULVEWNG
Bl NATIL—ZICHBUE—FPCOVPN bV ERIRLET, — P TADWAN R— bGEEE LTEMELE T,

« LAN/WAN PPTP &7 5+ 77> MERIDT=H®D PPTP H—/ 3,

« LAN/WAN L2TP 7 A 77> MEGDTz8D L2TP T —/ 3,

A 2—=%v MMEST S 2 DD DSR Z{EF L /- Gateway-to-Gateway IPSec VPN k> Ll

S S
__________ 2_0_9_.1_@5_._299._2_2_6_ o | 209.165.200.236
LA A — :
: DSR '1| : :
I Led, : :
: 1010100 | : :
N - :
- . . :
D Tuve e e :
: PC : :

............................

8-1 IPSec VPN k> LD
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DSRIPSec = F x4 ZE L THERY b T7— TS 3 DD IPSec 7517 > FDfl

10.10.10.163 [:]If
I ——
A
PC
DSR VPNV T b7 05477 N efER

]

L Y

10.10.10.0 ===

\‘_Jl
N

\

N

|

Al

-

XY :
K_\,_ PC

VNV T hOxT7 05472 b EER

L

WINS H—/\ ——F
10.10.10.133 e

VNV T O T o547 b EER
K82 IPSec 754 7> kDl

VPN U 15— F

SETUP > Wizard > VPN Wizard X =1 —

VPN 7 H— PR L TEESC KEBKU VPN KUY —DEAZEERT 2 EHNTEET, IKE F/2ld VPN KU —DIEf#E. SEISCTZEN

SEEEITHIENTEETT,

1.

SETUP > Wizard > VPN Wizard DJEICAZ2—& 7 v o L, UFOEEERRLET,

| DSR-1000N | SETUP | ADVANCED TOOLS

Wizard [

Internet Seftings  » || VPN WIZARD SE e aboe
VPN settings before, dick on
\ ess Se 8 il i o t izard a
Wireless Settings L8| | This page will guide you through commion and easy steps to configure IPsec VPN policies. R e
= Cnit few simple steps to set up VPN
Se "
Network Setting VPN Setup Wizard palicy. If you consider yourself
DMZ Setup an Advanced user and have
configured a VPN settings

3
4
I you would like to utilize our easy to use Web-based Wizards to assist you in connecting your new D-Link Systems Router to the
VLAN Settings »
4

Internet, click on the button below. ?;ﬁbgg:i?;ﬂ;?pn
| Manual VPN Configuration |

Easy Setup Site to Site VPN Tunnel

| VPN Setup Wizard |

Manual VPN Configuration Options

If you would like to configure the VPN Policies of your new D-Link Systems Router manually, click on the button below..

Easy Setup Site to Site VPN Tunnsl,

Upload

83 VPN T T— FORRER
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VPN Setup Wizard

DUFDOFIBICHE>T VPN 7 '— R R L TERIC VPN b2 RIVOBIIZITVET, ¢
1. 1E9T S VPN b2 TELET,
VPN Setup Wizard] R2>%& 2 1) v o LT, U TFOBEEZRTLET,

o100 J]]

Step 1: Select VPN Type for your VPN Network

The Wizard sets most parameters to defaults as proposed by the VPN Consortium
(VPNC), and assumes a pre-shared key, which greatly simplifies setup. After creating
the policies through the VPN Wizard, you can always update the parameters through
the Setup -> VPN Settings Menu

Select VPN Type: |StetoSte v
S —

IKE Version: & Pvé () IPvE
IKE Version: (&) IKEvl (O IKEw2

| —
Local Gateway: |Dedicated WAN v |

84 VPN U« H—FFIE1EA

UTOEEZERELET,

EH

i

Select VPN Type

b > %IUIE. gateway to gateway it (Site-to-Site) Hfald1 > 2 —x v b EDRX D b2 2L (Remote Access)
DVINHET BT ENTEET,

Connection Name

EEICERIN I ERRERELE T,

IKE Version IP/N— 3> (IPv4 £Tzld IPv6) EEIRLE T,
IKE Version IKE/N\—2) 3> (IKEv! £/l IKEv2) #EIRLE T,

Pre-Shared key

ERHER (RA64M) ZRELET, BHHBRIL bV RIVEHEILTHIDICVPN I SA TV hEET— oA
TWETT,

Local Gateway

COMRIVDIESDOA—AIVT— I TABRELE T, 1 DUEDREZH WAN BB ZHE. b RIVET— o T
ADOVITNHICT L TRESNE T,

[Next| R2>%ZT 1) w7 LET,

2. FRIVDIVRRAV M) E—FBXOCO—HIVDOWAN 7 RLAEHRELET,

DSR-1000N / /

Step 2: Configure Remote & Local WAN Addresses

Remote & Local WAN Addresses

Remote Gateway Type: | P Address r|

Remote WAN's IP Address [ FQDN:

Local Gateway Type: [P Acaress v|
Local WAN's IP Address /FQDN: | |

[ Prev ] [ Next ] [ Cancel ]

85 VPN D ¥—FFIE2E@

MTOEEZERELE T,

1BH

Bl

Remote Gateway Type

FQDN £/l X274 v 7 P77 FLAIKE 2T RIVDUE— IV FRA > b EBHBILET,

Remote WAN's IP Address / FQDN #5525+ B ET7 DN — b7 1A TH BB BT, ABIEBEICENE T, VPN I SAT7 > MTlE. 754

TV D LERERERET BHEEIC. TDIP T FLAKREA VY Z—%y FADREEINE T,

Local Gateway Type

FQDN £/l A2 T4 v 7 P 7 RFLAICK 2T RIVDIV—=2 DT> FRA > BB LET,

Local WAN's IP Address / FQDN | 2755 FQDN A L TWEWBE. £zld WAN R— FDFREICT DUEDIP 7 FLADEEEN TV BIHE.

A EERDEEICTEETT,

[Next] Ra>%&T 1) wo LET,
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3. UE—brRY ET—0%FT B7HIT Secure Connection Remote Accessibility ] %8R ELF T,

Step 3: Configure Secure Connection Accessibility

Remote & Local Network Configuration
Remote Network IP Address: : |
Remote Network Subnet Mask: |
Remote Prefix Length: l—
Local Network IP Address: | |

Local Network Subnet Mask: : |
Local Prefix Length:

[ Prev ] [ Next] [ Cancel ]

86 VPN« T—FFE3EME

UTOEBEZRELE T,

EH i

Remote Network IP Address JE—FLANDIP 7 KL X,

Remote Network Subnet Mask | JE—F LAN DY TR F< A7,

Remote Prefix Length JE—FLANDTL T4 v I AR,

Local Network IP Address A—AIVLANDIP 7 KL A,

Local Network Subnet Mask A—AJVLAN DY T2y F AT,

Remote Prefix Length O—AIVIAND T L T4 v 7 AR,

Next| RE>ET7 v LEY,

UE— b LAN TEBENS P 7 FLREEIZ. O—hIL LAN TEEENS P77 FLREEE BE 30850 ET,

4, JEZERBELT. TConnect] RE>ZEV Vv I LThYRIVEBIILEY, VAT —FIEVPN I SA 7Y bERIET— b Dz AR) —2l)l

TONEREERFDBE IPSec R > —ZERLE T, :

1B U 1 Y— ROYIERE
E—NR Aggressive (7 547> bDR =) £fzld Main (F— b7 T4 DR > —)
ID&#A7 FQDN
O—7JL WAN ID wan_local.com (547> DR Y —ICRRITBRALET,)
IJE— bk WANID wan_local.com (547> DRV —ICRRITBRALET,)
SV X s 3DES
SREE LT XL SHA-1
SREEA T ERiHER (RK64H#1)
PFS +—2JILb—7 DH Z)L—72 (1024 € )
ZATT4 L (=X 1) 24 B
ZATT4 L (T2—X2) 8 BHfE
NETBIOS Enabled (= bFD AR —ITRITBHLET,)

VPN = ¢ ' — RIAEE IPSec KU S —ICRET HHBDDIATT, —E. 71 ¥P— FH BEIKY S —CBRENL—HT 5 KEHLO
VPNARU S — 5T B & U A b DSER L CRERMERET 5T LN CEET, BIICONTIRA Y51 VAL TEBBL T REL,

Easy Setup Site to Site VPN Tunnel

VPN 7 1 Hf'— R%&3@ Cfz VPN R & —DIERDREE T B354, [Easy Setup Site to Site VPN Tunnel) (¥ MR VPN b2 VESBEERTE) A(ERL

TLIEEW, ThUdE. VPN R Y =BG T 7 A )VEA 2V R— b FBH5TETVPNRY Y—&BMLET,

774 IVeE#ERE, [Upload) R2>%&7 1w LET,
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IPSec K1) ¥ —DRE

SER IPsec 7 5 A 77> b &, DHCP over IPsec ZERR L TIL—2ZAD VPN ZFEp L. EABY —/NICE T 7 AT B ETERD LAN [TWBH DK
SICTEMET BT ENTEE T, DHCP over IPsec A L TR T D1cdicld. 754 7> M &EFRIT 5 & S DHCP #BREIT LT IPSec K1 >/ —
EERLET, £, BV A7 MIBELERENS IP 7 RLAEREBLETD,

IPSec VPN RV ¥ —DRE

SETUP > VPN Settings > IPsec > IPsec Policies X = 1—

T TN —BRICRERFHD IPSec VPN R —D U X b EFRRLET, EHIT IPsec VPN R —DiBM. HIBR. fRE. BRUBEML / Bk
NCTEXRT,

1. SETUP > VPN Settings > IPsec > IPsec Policies DIBIC A = 2—% %7 v 4o L. U FOEEmEERLET,

DSR-1000N a.l SETUP | ADVANCED TOOLS STATUS “
Helpful Hints...
Internet Settings » || IPSEC POLICIES

LoGOUT [| An IPsec VPN can be establiched
over the intemet by configuring

Wireless Settings 8l | This page shows the list of configured IPsec VPN polidies on the router. A user can also add, delete, edit, enable and disable IPsec VPN the Tﬁc:t:‘;gﬁ::ﬁm' o

icies from this page. = :

Network Setfing... P pa i parameters for both

mnnn:nlnu peers. 5ol

DMZ Setup » || List of VPN Policies et

VLAN Settings y || Auto Policy

Backup Tunnel communication et ) are
internal Users Data  » || EESRTEE EL TS e Type M = ol displayed here.

External Authenfica » Auto Tu'!'lrbEl 152,168.10.0 10.10.10.0 AES-
_ LI e e Hh Policy 755.255.255.0 550552550 O sy
VPN Settings [ Manual Policy

USB Settings »

Edit Enable Disable Delete Add Expaort

Captive Portal 13

List of back up Policies

Status MName Primary Tunnel Name Type Local

8-7  IPSec Rl T—1) X MEE

IPSec R —EHRIV—Z2EMDT— b T T4 FleldFI—2EVE—FRAMDIPSec V547> MEICHYE T, IPSec E— Ri&. 2 DDR
J—DIY RRA Y MEE#EY)D XY b D—271C&K>7T IMunnel Mode | F/zld lTransport Mode | (275 &9,
- Transport Mode (Bm%xE—F) :
T oI—45 & b \/?\)W)I\/ FARA> b (KRR MEDRD IPSec — kD A £l IPSec 7 547> bDWLENH) D end-to-end
BEOEDIFERINE T, T—2X1O— FRIFTHAES(EEINT. PAY R BEXIFES{EINEEA,

« TunnelMode (F>ZJVE—FR)
TDE—RIFZDT— b7 TARRZILD 1 DDIY RRA > kT3 network-to-network IPSec k> ZJVICERENE T, TDET— R TIEL
ANV AEZBLINTDIP /Ny ME. BESLEREDOEA. FllEEB5MMMTONTVET,

N XIVE— REBIRLUTS5EE. NetBIOS 5K DHCP over IPSec #BNICT BT EHDTEEY, DHCP over IPSec Ic&kVzo)b—2F) E—
FLANDRAMCIP Y —RAEY—ERTEHENTEEXT, £fee TOTE—RTIE 1DDIP 7 RLAL IP7 RLAEHE, feldh>rxIVE
TEBETCEDO—HIVBICVE—FMEADTZAR—= Y N T—=2CHTBHTxY F%E%F%i?o
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IPSec VPN RV & — D&

1. TAdd) RE2>Z=7 v o L. UTFOBEERZRRLET,

VPN Settings [

DSR-1000N u.l SETUP
IPSEC CONFIGURATION LOGOUT

This page allows user to addfedit VPN {IPsec) policies which includes Auto and Manual policies.

| Save Settings | | Don't Save Settings ‘

ADVANCED TOOLS STATUS HELP

Policy Name:

Policy Type:

IP Protocol Version:
IKE Version:

L2TP Mode:

IPsec Mode:

Select Local Gateway:

Remote Endpoint:

Enable Mode Config:
Enable NetBIOS:

Enable RollOver:
Protocol:

Enable DHCP:

Local IP:

Local Start IP Address:
Local End IP Address:
Local Subnet Mask:
Local Prefix Length:
Remote IP:

Remote Start IP Address:
Remote End IP Address:
Remote Subnet Mask:
Remote Prefix Length:
Enable Keepalive:
Source IP Address:

Destination IP Address:

Detection Period:

Reconnect after failure count:

8-8  IPSec R —E&RE

L ]

Auto Policy

® KeEvi O IKEW2

MNone bt
ITunneI Mode v

Dedicated WAN v

P Address

ESP »

Subnet v

Subnet v

i

1T

Helpful Hints...

Use Tunnel made if you require
communication to be secured
between networks. Transport
made can be used if th
requirement is to have secure
communication between 2
hosts. Use Manual Policy
parameters if you wish to
specify the keys to be used for
encryption/decryption (during
communication). This is for
advanced users who require
more control over IPsec tunnel
communication. For normal
users, Auto Policy would do just
fine. Enable Rollover only if the
Port Mode is '‘Auto-Rollover’ in
WAN MODE settings page. The
active WAN will be used for
setting up the tunnel, thus
providing an uninterrupted VPN
connection. Enable DHCP over
T « to allow external
users to form a VPN to DSR-
1000N. Multiple users can
connect as well.

M XIWRATERYRIVDIY RRA Y MAEEEINDE. P RINCERTZ 71— 1/ 72—R20RAVI—V 3 VERETEE T, K
1) 2 —I%. I'Manual Policy ) (FB)AR ) 2 —) £fzldAuto Policy ] (BENR U > —) &£ T BT EDTE S8 IPSec E— FRETCTICHELEF T, [Auto
Policy K1) —Tl&. IKE (Internet Key Exchange) 77 kUi 2 DD IPSec KRR M TEAF I v JITHZIBEITVES, 71—X1DIKE/Z
A=BIE S YRIVDEF 21 T BROFBEERT HDICERENET, 7T —X 2D [Auto Policy Parameters| €72 3/ E7 1—X 2 DF—

XAV I—2aVIcETHEF 2T ABROTA T2 A LEBSL / FREOFRBICHELTWET,
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VPN R ¥ —iE. BB IPSec VPN bV XV ERRILT HDITHEE ENS IKENPN R —DXTPDRATT. 2 DDVPN I RRA > MIHBIY
YOIPTRLRE bR EEFATICTBEDICHBELENEZ R D —/INSA =2 EHICT T TREINE T,

Phasel(IKE SA Parameters)

Exchange Mode:
Direction [ Type: Both ~

Nat Traversal:

on: .

Off: 0

NAT Keep Alive Frequency (in seconds):
Local Identifier Type:
Local Identifier: r—
Remote Identifier Type:
Remote Identifier: r—
Encryption Algorithm:

DES: O

3DES: i

AES-128: =]

AES-192: O

AES-256: [l

BLOWFISH: or———
CAST128: [ [—
Integrity Algorithm:

MD5: O

SHA-1: )

SHA2-256: O

SHA2-384: 1

SHA2-512: O

Authentication Method:
Pre-shared key: I:l
Diffie-Hellman (DH) Group:
SA-Lifetime (sec):
Enable Dead Peer Detection: O

Detection Period: 'H:Ii
Reconnect after failure count: B
Extended Authentication Type:
Authentication Type: User Database T~]
User Name: '7
Password: f—

89  IPSec R ¥ —&H/E (KEZRBLIcBER ¥—)

MManual Policy (AT 2 DD IPSec R A bBITEREE/ \T A — R & ZHT BT IKE ZER LW T D UICFEDF—BIEICRELE T,
JE—bFYRIVDIY RRA > b TAHIIT S SPI (security parameter index) {EZRRT ZHMENH Y ET, £fz. b XIVOBEILICRINT
feolTid. BBk, Re7/)VTU XL, BLUTF—IEE—F IPSec KRR MT—ET2HENDH Y ET, SPI (security parameter index) BEE L >
RRA > b TEHT 2HBHDH S DHD IPSec DRITITH LT IKE EH A LizAuto Policy JZ AT 2T EHEE LW LITERLTLEELY,

DSR & VPN O— /LA —/\#EEE Y R— b LTWET, ThUdE. 54U WAN IZRESNRU =BT S5 4< ) WAN IZBIF B ) >V T BEDS
BlICEHY A WAN ICO—)bA—/\T 2 HERLET, WAN D TAuto-Rollover] E— RITREINTWRBEICII;. AMEELERT ST
EDTELT,
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Phase2-(Manual Policy Parameters)

SPI-Incoming:

SPI-Outgoing:
Encryption Algorithm:
Key length:

Key-In:

Key-Out:

Integrity Algorithm:

Key-In:

Key-Out:

Phase2-(Auto Policy Parameters)

SA Lifetime:

w
&
=1
=]

| [seconds w]

Encryption Algorithm:
DES:

NONE:

3DES:

AES-128:
AES-192:
AES-256:
TWOFISH (128):
TWOFISH (192):
TWOFISH (256):
BLOWFISH:

OoooooojrOOn

CAST128:

Integrity Algorithm:
MD5:

SHA-1:

SHA2-224:
SHA2-256:
SHA2-384:
SHA2-512:

Oooooow\O

DH Group 1 [TEE hit) | v
Redundant VPN Gateway Paramelers

Enable Redundant Gateway:

PFS Key Group:

Select Back- up Policy: | w

Failback time to switch
from back-up to primary:

8-10 IPSec RV —RE (BE/ FHT71—X2)

30 {Seconds)

2. IERARTEH. lSaveSettings] REVET 1w LTRENBERESLOCERALEY,

#iARE2EE (XAUTH)

ETHIT, AREREE (XAUTH) ZRET AT EDNTEFT, FA1—HICAZ—UHBVWNRU Y —ZRETEHLVEG LA RESNI—TF7AY Vb
DYURX MO S, £feld RADIUS T —/ G EDNERERIE T —/\EERA L CA—TDOREZE T OTDICVPN S — b D 1A V=2 ZRETHTENTESR
Yo A=V 7—EARN-RZEFAL T IW—RIMERLA—Y 7 A0 Y DI —Y %R BIcdIcERALET,

ERTEBH RADIUS H—/\EMFE LT, Jb—2I& RADIUS H—/NITEREIL. VPN 72472 MO ORET HERAEEZRELE T, T—/\ (PAP X
feld CHAP) (ICX > THR—FENBZFREE 70 F L EFSH LT J)b—% & RADIUS U —/\EIDEHRA RIS 5 D TEE T, RADIUS PAP Tld.
=2, BPIL. I—VERIBHFBEEETH O E SR BdICI—PT—2X—EaF v 7 LET, FIBETEWNGEES. IL—7Z
(& RADIUS —/ NIt L £ 97,

IPSec F > RIVERHDA >V Z2—%v }
AERETIE.ITRTCD T T4 v A VPN o RIVEBBLTC U E— M= FT 24D\ T Y FAAVZ—2 Y MORESNET, UE—FT—
O T AAITIE. ABEED/IN Y BB SNAT ENE T,

137



138

IPSec / PPTP / L2TP VPNEZE

IP7 FLRAEEDRE
SETUP > VPN Settings > IPsec > DHCP Range X~ a1 —
DHCP over IPSec R L CER T 27 547> MNEDIP 7 FLAEEEZEELE T,

1. SETUP > VPN Settings > IPsec > DHCP Range DJBICA —a2—% 7 1) v 7 L. UTOEEERRLET,

oo oo [T o oo | wr |

SETUP TOOLS

internet Settings »
Wireless Seitings 3

Network Setfing. .. [ 3

IP RANGE FOR DHCP OVER IPSEC LOGOUT

This page allows you to define the IP address range for dients connecting using DHCP over [Psec, Note: To support DHCP over IPsec,
enable DHCP server on the LAN.

Helpful Hints...

Using DHCP over IPsec, external
diients can form a VPN o
your router and function as if
they are present on your LAN
(they can communicate with

7 ; 7 LAN hosts, access any servers
DMZ Setup v | Save Settings | ‘ Don't Save Settings | Brinb ) ool s Thae
policy with 'Enable DHCP'
WL AN Setti checkbox ticked for allowing a
VERH et * || 1p Range for DHCP OVER TPsec nnect using DHCP
The connecting
Internal Users Data
_ Starting IP Address: 1P addresses from the
External Authentica b range mentioned here.
Ending IP Address: 192.168.12.254
VPN Settings [
. Subnet Mask:
USB Settings »

Captive Portal 3

8-11  DHCP over IPSec D IP EFHEE
2. [Starting IP Address]3& &K UTEnding IP Address I IPEEEDBAIAE LU T 77 L X%Z A L. [Subnet Mask I 7w b XV ZIBELE T,
3. [SaveSettings] RZ>&Z7 v o LTRENBERESSUBEALET.

IPSec E— FaAV 71 JH/E
SETUP > VPN Settings > IPsec > IPsec Mode Config X Z 1 —
TOR—ITIE IPSec E— ROV T4 VEFBRLTER TSV A7 FRADP 7 FLASBEZERECEET,

1. SETUP > VPN Settings > IPsec > IPsec Mode Config DIEICA Za2—% 7 ) v 7 L. UTDOBEAZRRLET,

DSR-1000N a.| | ADVANCED TOOLS STATUS “

Helpful Hints...

SETUP

IPSEC MODE CONFIG

Mode Config is an Intemet Key
Exchange (IKE) extension that
enables the IPSec VPN gateway
to provide LAN configuration to
the remote user's machine (i.e.
IPSec VPN Client).

IPsec Mode Config Configuration

This page allows you to define the IP address range for dients connecting using Mode Config.

| Save Settings H Don't Save Settings |

Tunnel Mode:

Start IP Address:
VPN Setfings [ End IP Address:
HECs et k Primary DNS{Optional): l:I

Secondary DNS(Optional): |:|

Primary WINServer(Optional): I:|

Secondary WINServer (Optional):

o DomainNames

1] dname.com

m
=%

Delete

8-12  DHCP over IPSec BD IPSec E— RO 7 1 JR/E
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2. UTOEEZRELET,

BE | i

IPsec Mode Config Configuration

TRV 70 0%FERLTES:LTWLS VPN 754 7> M. IPsec Mode Config Configuration TEZELTE—/LEY IP 7 RLAHEIW Y
TonEd,

Tunnel Mode TFull Tunnel) (ZJL ~>b) izl TSplitTunnely (RFUw b2 ZIV)o IV ZIVTIE. IRXTD/INT Y (A
Va—=xv FERIEUE—M—NNCELD )N ATUY b RIVDESGAV2—Fy MZALD b STy IR
BRETEEV M RIVEBBLET,

Start IP Address TOT—)VCBIN HTENBRERIDT FLZ,

End IP Address TOT—IVCEIN HTEONBREREDT FL X,

Primary DNS TSARUDNS =/, RAA VEBEBRT BIDICTDIV—RITEFTDI 547> MUEREThET, bR
E—RHBRTU Y b FYRIVTHBEE. DNS T—/N\ERZD KA A VET—/INET DT IHELNBYET,

Secondary DNS AV A DNS =/, RAA VREBRT BHICTDIV—RITHESTTZ0 247> MUERINET, XL
E—RHBRTU Y b FYRIVTHBEE. DNS H—/N\ERZD KA A VBT —/INET DT EHELNBYET,

Primary WINServer NetBIOS 2= BRI 2DICT ZA4 T > SHMBERT 2 ENTc 54 <) Windows NetBIOS & — Lt —/\,

Secondary WINServer | NetBIOS &R T DI Z4A 7 > MHMERT 51> 4 1) Windows NetBIOS % — Lt —/ 1\,

Split DNS Names
ATV Y EDNSA VT ZANZIFvTlE BCRAA T2 DDV —2%&ER L. 1 DIFWEDZ Y b T—7ICERB L. 1 DIEAELR Y b T—
JIERLET, XU b~ DNSIFBBIBRBICHAES KA A & —/NCREDRX M@l AR MIBFIFRBICNEID KAV 2Y—
NEEIFET,

3. [SaveSettings] K2 >&EV Yo LTRENBEZFRESLCBALET,

A7) b DNS &DEN
CDTINARIHERT B ZAT > MMEd. FA4FZIv 7 IPEER—ITIRET 2 DNS ZFEAL T TORAAVEEMRLES, TNFATUY
b EYRIVTOHFBEREINE T,

1. TSplitDNSNames] £ 7> 3>® TAdd] R2>% 0 1) v LTUTOBERZRLTLE T,

Helpful Hints...

SPLIT DNS NAMES Ot s are bl s
This page allows a user to add Split DNS FQDN configuration.

| Save Settings | Don't Save Seitings -
Split DNS Names Configuration

Domain Name:

VPN Settings [

8-13  DHCP over IPSec B IP EEFHERTE

2. [DomainName] [Z FAA V&EASILET,

3. [SaveSettings] R2>&EV v I LTRENBEZRESLCERALET,
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VPN 75147 2 b DRE

JE—FVPNISAT R 75472 bDMERZEHRLT 2 VPN bRV TERENSDERLE VPN R —/\5 A —%2 (B85{t. 85E 51
TEAL BEUPFSIEF—VIV—) THRETZIHEDHYVET, INSDFE/ T AL EZRIT BHE. VPN I A7 b A—F7—42—
AE b RWANDA—TT O AR5 Z 2T h0 > b B REHH Y ET,

ZE=1 VPN OISATYRDY TR ITH, b—2EUE—RIY REAY FETVPN kY RVERYT 2R BEENET, <A 20OV
7 M IPSec VPN V7 b 2 7 &IEC8HET S (OpenVPN K fzld Openswan 5 ED) +—T>V—XV 7 b o7& IPSec VPN k> L%
FEIT S B /eI EIE IKE RV — /NG A =2 EFERLTEREINET, IL—2DF 2 SAANIVTEHITEY 7y TOMHOWFIEICD
WTIRISATY MY T FOFEBEEBRBLTIIEEL,

A—HPT—=EN—RITIEE L VPN b Y RIVEFERAT BT EEZFRAENBZ VPN -7 AT Y FOUX MBI ET, ZDOHRDYIC, |EEN

e RADIUS T—2AN—XZBALT. VPN b RIVI—HEFFETHENTEE T, I—FT7—ER—I\DOBH. LU/ £fcld. RADIUS 58
SERET DHEERET BIeDIEA Y TA NIV TEZBRLTZEL,

PPTP/L2TP > RV

T DIV—2IE PPTP KTzld L2TP ISP H—/\H 588989 % VPN b2 RILETR— b LTVET, Jb—2IE ISPOY—/\DLANVPN 7547 > k&
VPN & —/\FE D TCP B Z/ER CE AN T /NA RE L THREELE T,

PPTP k2 RIVDYKR—F

PPTPVPN 7 517 > FE&E

SETUP > VPN Settings > PPTP > PPTP Client X — 21—
KIV—BIZPPTPVPN 7 547 b ZRELE T,

TV AT bEFEALT. PPTIPY—NIcH LTA—HIVTHBE ) E— b2y b T=JIKT7 VA TEET,

1. SETUP > VPN Settings > PPTP > PPTP Client DJEICA =2 —% 7 ) v o L. UTOBEERZRRLE I,

o oo [ D s | e

Helpful Hints....
internet Settings b || PPTP CLIENT PPTP VPN Client can be
9 configured on this router. Using
this dient we can access remote
network which is local to PPTP
server.

Wireless Setfings » This page allows the user to configure PPTP VPN Client

Network Setting. .. | Save Settings || Don't Save Settings |

DMZ Setup »
VLAN Seftings » || PPTP Client Configuration

Internal Users Data b Enable PPTP Client ¥
External Authentica  » (] PPTP Client Configuration

VPN Settings 3 Server IP:
USB Settings r Remote Network:
Remote Netmask: I:|
User Name:
passwon:
Mppe Encryption ||
Idle Time Out: P ey

8-14 PPTP b RIVERTE -PPTP U 54772/ b
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7
o
iz

=z
L

~«
ES

7V D EMICESE. I—FIE STATUS > Active VPNs X—2I77 7 X L. [Connect] RZ>%& 7 1) w4 LT PPTP VPN k> x)LEHE

—a_o

b XIVEYIETS BIciE. [Disconnect] REVES U w7 LET,

DSR-1000N / / “ ADVANCED TOOLS | STATUS

Device info 4

The page will auto-refrash in 4 seconds

Logs ¢ 3
oo IPsec Security

Traffic Monitor » OCk :, S5L VPN tunnels,
| N li x
This page displays the active VPN connections, IPSEC, 551, PPTP and L2TP. 3?“;“’"* Client and LITP VPN
Active Sessions ient connections.

Wireless Clients

LAN C i Endpoint b (KB) b ( Packets ) State Action

Active VPNs dlink 11.10.10.1 0.00 0 IPsec SA Not Established

Active SSL VPN Connections

User Name IP Address Local PPP Interface Peer PPP Interface IP Connect Status

Active PPTP VPN connections

Connection Status Action

Disconnected Connect

Active L2TP VPN connections

Connection Status Action

Disconnected Connect

Poll Interval: |10 (Seconds) Start

8-15  PPTP VPN $5iRAE
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PPTP VPN  —/\8&E

SETUP > VPN Settings > PPTP > PPTP Server X — 21—
T T PPTP Y —/ DB / L. BEOIN =TT T EI ATV D IP T FLADERZERT DI ENTEET,

PPTPICL A VB —Ry hZEBLTHBI—TID DIV —RITEHT D EDTERT. BT 27 547> MEILAN KRR F EBEL. EAGT—
NCET I ELRTBBHETHERD LANICVWALDESICBHEST 5T ENTEET

BMTENDEPPTPH—/NIELANB EUWANPPTP 7 S 477> b A—HYDRT7 V£ R T % IV—2 THIARTREICE Y £9,PPTP U —/\HERICGE S &
SFRIEN Y ZA T 2 NDREFI P 7 FLABERNICH S PPTP 75472 bE Jb—ZDPPTP F—/N\ICEETHIENTEET, PPTP F—/\
(FYRIVDITY RRAY P ICE 2 T—EREEND E PPTP VA7 Y MIIV—2DEBT B3R Y b T—JILT7 VLR THTENTEET,

PPTP 7 S5A4 77> MCBIVHETS IP 7 FLREHEIZ LAN B T2y b EBICICTER Y, £iew PPTP U—/Nidk. O—A)L7E PPTP 21— H8RE % T 7 7
W ELETH, AT —/\ZFERT AL DICRECTEXT,

1. SETUP > VPN Settings > PPTP > PPTP Server DJEICA —2—% 7 v 7 L. UTOBEEZRTLET,

) BECTRN  ovco | wos | s
Helpful Hints...

Internet Settings. » |§ PPTP SERVER A PPTP VPN can be established

through this router. IF the PPTP

7 s 5 - : 15P is configured, then LAN
tings L8| | PPTP allows an extemal user to connect to your router through the internet. This section allows you to enable/disable PPTP server and A G o et

define a range of IP addresses for clients connecting to your router, The connected dlients can function as if they are on your LAN

acts as a broker device to allow

DMZ Setup | Save Settings | ‘ Don't Save Settings | ?ceplf:ni:‘lquﬁuh:ﬁ:_:
the LAN VPN dient and the VPN
WILAN Settin
server. TCP port 1723 is opened
Intemal Users Data  » || PPTP Server Configuration E:‘r}_?is :'VP: \C;::T:;r;::ex
serve

Extemnal Authentica » PPTP Server Mode: range of IP addresses to assign

to LAN side VPN dients.

Netuw tting... » (they can communicate with LAN hosts, access any servers present atc.) o the PPTP server. '_I11e Tolder
Sel »
settings »

VPN Settings k4 | PPTP Routing Mode

USB Settings » NAT:
Captive Portal 4 Classical:

Enter the range of IP addresses that is allocated to PPTP Clients

Starting IP Address:

Ending IP Address:

IPv6 Prefix
IPv6 Prefix:

IPve Prefix Length:

Authentication Database

Authentication: |Local User Database [v]

Authentication Supported
PAP:
CHAP:
MS-CHAP:

MS-CHAPvV2:

Encryption Supported
Mppe 40 bit:
Mppe 128 bit:
Stateful Mppe:

User Time-out
Idle Time Qut: ]D (Saconds)

Enable NetBIOS

Enable NetBIOS:

Primary WINS Server:

Secondary WINS Server (Optional):

8-16  PPTP b/ RJLVERTE - PPTP —/\
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2. UTOEEZRELET,

EE | 518
PPTP Sever Configuration
PPTP Server Mode PPTP F—/\HEB#ICT B E— R%EZEIRL £ T ,: Enable IPv4 (IPv4 Ddr)  Enable IPv4/IPv6 (IPv4/IPv6). Disable (&

%)

PPTP Routing Mode

PPTP JL—F « > ZE— K (NAT/Classical) #BXE fcldENIc LE T,

Enter the range of IP addresses that is allocated to PPTP Clients

Starting IP Address

BRI A1 YICEIWEHTANEIP T FLABHEDREBD IP 7 FLAZEASILET, CDIPT7 FLAET—/N
DIPT7RFLAELTEREN, BERDEZVDIP 7 FLAIZIZA47 > MBIV ETENE T,

Ending IP Address

Bid 51— TICEIVHTCARNE P 7 FLRAEHEDIRTDIP 7 FLAZATILET,

IPv6 Prefix
IPv6 Prefix PPTP H—/\A\ IPv4/IPv6 E— R CTHBIFE. 7O0—/VVIPv6 7 KL X% PPTP 754 77> MBI BT3B Tz8I(C
FRLEXT,
IPv6 Prefix Length Pve L7 4w RE B, —/ D IPV4/IPv6 E— R THBBEICDIHFATILET,

Authentication Database

Authentication

FEET —AN—R (A=A I—FT—=EZRX=XEFIENE RADIUS F—/Y\) Z#IRLE9, External RADIUS
Server] (9480 RADIUS T—/Y) Z#IRT 2 & BIPRREICH S RADIUS TOT 7 A JUICH BT —/ \DFMRE =
ERLET,

Authentication Supported

PAP PAP SREEA DT R— b ZBMCLEK T,
CHAP CHAP SREEA DT R— b ZBMLEKT,
MS-CHAP MS-CHAP ERsEA DY R— b ZBM LK T,
MS-CHAPv2 MS-CHAPV2 BREEA DY R— b ZBM LK T,
Encryption Supported
Mppe 40 bit Mppe 40 £ FEESIEEBMICLE T, (MS-CHAP B KT MS-CHAPV2 SREEATICTEIT BRI TT )
Mppe 128 bit Mppe 128 £ FEEBILZBMICLE T, (MS-CHAP B KT MS-CHAPV2 BREEARUCTEIF BN TY.)

Stateful Mppe

ATF— k7L Mppe BES{bEBMTLET, (MS-CHAP H KU MS-CHAPV2 SBSEARICEIF BN TY.) Mppe
EELDZDE— NiE. REMEFEVNTITH. BIROHIFERTEHIENTEET,

User Time-Out

|dle Timeout

|$‘§7£ LB A L7 DB L THEI—YDED ST v I EWNEE. ERIETENEJ,

Enable Netbios

Enable Netbios

F 1w LT, Netbios Y7/R— b EBCLET,

Primary WINS Server

TSAUWINS F—/\DIP7 LR

Secondary WINS Server (Optional)

AT aYWINSTF—=/XD IP 7 FL X

3. [SaveSettings] R2>%&D )y LTRENRERESICBERALET,
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L2TP b RIVDHR—
L2TP VPN H—/\Z&7E

SETUP > VPN Settings > L2TP > L2TP Server X = 31—
T T L2TP =B / Eapb. BLOIN—RERT B 54TV FDIP T FLADEEEZERT 5T EHTEET,

L2TP [E VPN ZFER L T > 2 =2y MERTHRI—TH DIV —RICEHT D EHTET T, BRI DT 5472 MMELAN KRR ~EBfEL.
ERGT—NCE TV RTBEECHERD LAN ICWBDDEDICEFT 2 EDNTERT

aMcENBd & LTP F—/NE LANBEUWANL2ZTP 7 547 > b A=Y 7 IR T2V —2 TRIARTREICE Y £, L2TP Y—/\D" B S
EEFRIENTEY ZA T2 bDREFEH IP 7 FLABERNICH S L2TP 751072 MME V=2 D L2TP F—/\ICBET DI EHTEXY, L2TP U —
IN(FYRIVDIY RRAY ) ICRK > T—ERIEND E L2TP IV SAT7 Y MIIV—2DEBTBRY b T—JICT7 IV ERATHTEHNTEET,

1. SETUP > VPN Settings > L2TP > L2TP Server DJEIC A Z2—% 7 ) v L. LTFOEEZFRRLET,

Helpful Hints...

Internet Settings » A LZTP ¥PN can be established
through this router, If the L2TP

3 L2TP allows an external user to connect to your router through the internet, forming a VPN, This section zllows you to enable/disable ;ﬁ;ﬁﬁfg‘:{:@nﬂ;m
L2TP sarver and define a range of IP addresses for clients connecting to your router. The connected dients can function as if they are o e e
The router acts as a broker
device to allow the ISP's LZTP
server to create a tunnel

(¥ s g i ke oot e o i
L2TP Server Mode: VPN dients.
Classical:

on your LAN (they can communicate with LAN hosts, access any servers pressnt etc.)

[ 3
DMZ Setup » ‘ Save Settings | | Don't Save Settings |
3e »

Starting IP Address: f—
Ending IP Address: l—
IPV6 Prefix: [

IPv6 Prefix Length: I

Authentication Database

Authentication: |Eocsl Usar Database [~]
Authentication Supported

PAP:

MS-CHAPvV2:

L2TP Secret Key

Enable L2TP Secret Key:
Secret Key: I
User Time-out

Idle Time Out: ]D {Seconds)

817 L2TP b RJUERE - L2TP F—/N
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2. UTOEEZRELET,

EE | 518
L2TP Sever Configuration
L2TP Server Mode L2TP Y —/\EBMICT 2E— REBEIR L £ 9, : Enable IPv4 (IPv4 D d+)  Enable IPv4/IPv6 (IPv4/IPv6). Disable (&

%)

L2TP Routing Mode

L2TP Jb—F « > E— K (NAT/Classical) Z#BEShE foldENICLET,

Enter the range of IP addresses that is allocated to L2TP Clients

Starting IP Address

BRI A1 YICEIWEHTANEIP T FLABEDREBD IP 7 FLAEAALET, CDIPT7 FLAET—/N
DIPT7RFLAELTEREN, BERDEZYDIP 7 FLAIRZZA47 > MBIV ETENET,

Ending IP Address

Bid 51— TICEIVHTCARNE P 7 FLRAEHEDIRTDIP 7 FLAZATILEY,

IPv6 Prefix
IPv6 Prefix L2TP H—/ DN IPv4/IPV6 E— R CH BHE. 7A—/NJVIPv6 7 KL A& L2TP 7547 > MBI BT3B Tz8I(C
FERLET,
IPv6 Prefix Length Pve L7 4w RE B#), —/ D IPv4/IPv6 E— R THBBEICDIHFASTILET,

Authentication Database

Authentication

AT —2N—R (A—AIVA—T T —=ZX—XEIEHNEE RADIUS —/\) ZZERLE T, External RADIUS
Server] (9480 RADIUS T—/Y) Z3#IRT 2 & BIPRREICH S RADIUS T7OT 7 A IUICH BT — /I \DOFMREE
ERLET,

Authentication Supported

PAP PAPSREEARD Y R— b ZBMICLET,

CHAP CHAP ZRREA DY R— b ZBMIC LE T,
MS-CHAP MS-CHAP 8BsEARD Y R— b= BMIC LE T,
MS-CHAPv2 MS-CHAPV2 SREEA DY R— b ZEBIC LE T,

L2TP Secret Key

Enable L2TP Secret Key

L2TP Secret ¥ —&BMICLE T,

Secret Key

L2TP Secret ¥ —& ALK,

User Time-Out

Idle Timeout

| BELAALT DM EBBLTCELI—YHoD ST 1 v IHEWNEE. BERIGTENE T,

3. [SaveSettings] R2>&V v I LTRENBERESLCBEALET,
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L2TPVPN 75147 > bERE
SETUP > VPN Settings > L2TP > L2TP Client X Z1—
LTPVWN O A7 b EFRELE T, 2D A7 > b aERLT.LRIPY =N LTO—AILTH BV E— MR Y FD—DICT7 VR TEE T,

1. SETUP > VPN Settings > L2TP > L2TP Client DIRIC X —2—% 7 ) v 7 L. UTOBEZFRRLET,

DSR-1000N tz.| SETUP | ADVANCED TOOLS STATUS HELP

Helpful Hints...

Internet Settings » |§ L2TP CLIENT L2TP VPN Cientcanbe
configured on this router. Using
Wireless Seftings Ll | This page allows the user to configure L2TP VPN Clisnt. xﬁ;h?:’riﬁ‘z ﬁ:ﬁi g‘r_rv;te

Network Setting.. » | Save Settings ‘ ‘ Don't Save Settings | i::rqva;vand above internet

DMZ Setup »
L2TP Client Configuration
Enable L2TP Client

VLAN Settings »

0
VPN Setfings || server1p: [peos
Remote Network: ]E'U-U-ﬂ—
Remote Netmask: ﬁ—
User Name: diifik
Password: [easee
Reconnect Mode: o Always On 0On Demand
Maximum Idle Time: ]T:T— {Seconds)
Enable MPPE:

818 L2TP hYRILERE -L2TP VS 77 > b

I5AT7 7 MDEMCEDE. I—HIE. STATUS > Active VPNs X—(C 777t X L. [Connect] RZ>%%21)w 4 LT L2TP VPN k> X)L ABEST
TEEY, brRIVEYETT Bicid. Disconnect] REZVEZ7 Vv LEYT,

TDI—52ZBLTL2TP VPN ZHEII T 5 EDTEX T, BMICEINS &L L2TP T —/UE LAN BEU WAN L2TP 7 547> b A—PH 77X
T2 —RTHRATEICEYET, —FE. LIPT—/\DERHEDE VE—PDLTP Ry bT—0H—/\8EH (P77 FLABLUXR Y bR Y)
THREEINDLIPIZAT Y ME TV RRAY MV—2D L2TP Y —/NICBET DT ENTEXRT, LTPH—/N (FRIVDIY RRAV M) I
FOT—EFLINEE, QTP USAT7 Y MIL— RSB TZO0—HILRY NT—JICF AT BT ENTEET,
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GRE k> RIVY K-

SETUP > VPN Settings > GRE Tunnels X = 21—

GRE b XU, IL—FDLANIZBWTTO—RFv A M ST 0w oAV =%y MTETZE. BEUUE—FLANDZET BT E&EHA
LET, GRETY RRA Y bDO—HIYTZY FRADTRTD LAN KX M, 5 LAN KA MDSDTA—RFv AN ST v I ERETS
T & B D-Link Discovery Protocol (DDP) 7 U4 —</ 3 >V CREHBEHTY,

WTFICREEY. MR EICHR— M T2 GRE b > XIVMOBIRIC B L,
- DSR-500:15
- DSR-1000/1000N : 20

V=3 D GRE bV RIVZEHEILT BDICUTD 2 DDOFIELH YV E T, !
1. GUIDS GRE brRILEERLET,

2. GRE brxVEFBALT. VE—FO—AIRY FT—VRHDAZ2T 4 v )b— b ERELET,

GRE +VRIVDEE
1. SETUP > VPN Settings > GRE Tunnels DJBICAZ21—%& 27U v o L, LTFOEEEZRRILET,

DSR-1000N ”. SETUP | ADVANCED STATUS HELP

Helpful Hints...

Internet Settings » || GRE TUNNELS LoGoUT [| GRE tunnel can be established
= over the intemnet by configuri
Wireless Settings This page displayes the configured GRE tunnels in the router. GRE Tunnels can be added, edited or deleted from this page. _?_%Er:ﬁnate ﬁlr::ameta'h? :

o c Set Tunnel Name, Interface and
Netwonc eiting.. Remate IP are displayed here.

DMZ Setup r 1 e fme Interface Remote IP

D dlink_tunnel WANL 10,10.10.4
VPN Seftings

X 8-19 GRE b XJUERTE

FEEHD GRE b RJLDY A S HFRENE T,

GRE k)L DiEHN
1. TAddl Ra>&7 Uy L. LTFOBEEERRLET,

Helpful Hints...

Intemet Settings » (| GRE TUNNEL CONFIGURATION LoGouT [| Remote LAN networks can be

using l:RE tunnels and
els

aa : % <
Wireless Seftings This page allows user to addfedit GRE tunnel configuration. brosdcast forwarding of DDP

Network Setting... | SN Gitings | | Don't Save Settings | Ptk

DMZ Setup
VLAN Settings » || GRE Tunnel Configuration

Internal Users Data Tunnel Name: 1
External Authentica » IP Address: :

VPN Settings Subnet Mask: l:l
USB Settings Interface:
Captive Portal

Remote End Address: l:l

Enable DDP broadcast: |

Static Route Configuration

1P Address: L ]
Subnet Mask: I
Gateway IP Address:

X 8-20 GRE kX JVEE
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2. UTOEEZERELET,

EE | e
GRE Tunnels Configuration
Tunnel Name b XV,
IP Address GRE b RIVA V2T T—RICEIVE TS IPvA 77 FL A,
Subnet Mask GRE >RV A VR T T—RXICBINE TR TRy bRV,
Interface GRE b Y RIVEREIERT AP AR TT—2R,
Remote End Address GRE FRILDJE—FIVRDIP 7 KL R,

Enable DDP Broadcast GRE b RIVDIY RHSHDIY RAD DDP /N7y b DerixE B LE T,
Static Route Configuration

IP Address GRE > RILDES—ADIY RICHBFARA MEfeldxy bT—7,
Subnet Mask ZBHIPT7 RLADY TRy FRY,
Gateway IP Address FHRARA P EelERY b T—TICBETEST— T TADIPT7 FLR,

3. [SaveSettings] RZ>%& 21wy LTRENBERESLCBEALET,

GRE b X VEERT BI5E. IP7 RLRIE. ZDGRE b XIVDIY FRA Y M ERET2EBEDT LA ETEIHRENHVET, ThiEs—
EOTAIPTRLRELTESRADIV=RDAZT v 7)b—FTEBRENE YT, GRE Y RIVORER=VIEHBIFZVE-FIVRT7FLA
BEHESRADIY RRAY MIL=ZDWANIP 7 FLXTY,

TEMNZXIVDHEIIENS S ERLIEGRE P RIVBICRELA V2T 1 —REFERATEHIETIV—2DRAEZT v 7 )b— MESNET, X
274w I—FDFELIP T FLAEFUE—F LANOY TR T IV—bDT— DA IP7 RLRIE #igIcH2)b—52 (JE—F LANY T
xv b EEBYT BRI —42) DGRE Y XIVIPICHEUET, —E NS0 2 DOFIBERT TNE INTCDODDP JA—FF v A ST 1 Yy
IHGRE bRV EBLCTUE—F LANY TRy FEITRNE T,
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OpenVPN H#:K— b

SETUP > VPN Settings > OpenVPN > OpenVPN Configuration X Z1—

OpenVPN Tld. E7HBaiHEWHR. AL, £d1—T2/ N\ AT RFEaFERTACE THREICRIIT AT EDNTEETT., XIVFIZA47
Y -YI\RETHERINAGE T —NNEITRTDT A7 bDIeHIcERE CAGREER) ZER L (FRAEREZ ) ) — AT 5T ENTEXT,
AIV—2&BELTOpenVPN AFEII G BT ENTEXT, INEF T v I EeldF v o &N L [Save Settings |/RZ > &7 1) v & LT OpenVPN H—
NOREE /BILEZEITVNET,

1. SETUP > VPN Settings > OpenVPN > OpenVPN Configuration DJBICAZa1—% 7w L, LTFOEERERERLET,

Y BT T T

Helpful Hints...

Internet Settings Please upload required  Certificates  to activate Openvpn Server/Client. ITEN i Be et it ie0n

OpenVPN in this router.
OpenVPN is configured as a

et e OPENVPN CONFIGURATION LOGOUT | server, the dlients can connect

¥ et
Network Setting and function as if they are on
— Open\PN configuration page allows the user to configure OpenVPN as a sarver or disnt. your LAN(they can communicate

s >
»
R
DMZ Setup » with LAN hasts). If it is
| Save Settings || Don't Save Sattings |
»
[»

configured as a dient, this
-
Enable Openvpn; ]
VPN Settings : e =]
—
f

e (oeuiniise)
Tunnel Protocol: Im
Encryption Algorithm: BF-CBC | v
Hash Algorithm: m
Tunnel Type: [FoitTunnel [~ ]

Enable Client to Client Communication:

Upload Access Server Client Configuration
Upload Status:
File:

Server/Client Cert se"‘i:é?i""‘
Subject Name Uploaded

Enable Tis Authentication Key
Enable Tls Authentication Key:

Block Invalid Client Certificates
Block Invalid Client Certificates

User Based Auth Configuration:
Enable User Based Auth:

User Name:

Password:

8-21 OpenVPN &RE

2, TOEEZERELIEERRLET,

BE | iR
OpenVPN Server/Client Configuration
Mode OpenVPN 7—EE— K (Server. Client, Access Server Client) Z#8E L& 9, Access Server Client] £— KTl
d—HlE. BT B/8IC OpenVPN 77 R —/\h 588071 > 7O7 7/ )bax Ao >»O0— LT, BLH
O&ET Y TO— RTHREHNLYET,
Server IP TIAT VDN (VAT M E— R TEYNC) BT 5 OpenVPN HF—/NIP 7 KL X
VPN Network B8y b= T A TZDT KL R
VPN Netmask 8RRy bT—U DXy bRRY
Port OpenVPN H—/\ (£l 7 7 € A —/\) HRTTHR— + &S
Tunnel Protocol UE— MR NEBEZETSOIERT 270 N2)b, FTCP. UDP, #HA{ElIL UDP T,
Encryption Algorithm INT W NDEESIEEN S AR, B BF-CBC. AES-128,AES-192 B KU AES-256, #HAfEIL BF-CBC T,
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== Bis
Hash algorithm INT FERRHCERENE Ay £—I A4V T X 7)Y Xise fil: SHAL. SHA256. H&KTU SHAS12, #IHAMEIE
SHAT TY,
Tunnel Type « FullTunnel- b >V EBLCTINTD S T4 v o BVAALY FLET, @IHABE)

- Split Tunnel - b > RJLEBLCTIEEY V—X (OpenVPN 7 54 7 b SEMENTL— ) ST 1w
oEUEAALALY FLET,

Enable Client to Client AHEBEEBTN 1T B &L Tsplit tunnell DBEIC OpenVPN 754 7> FREIEDBEHERIREIC LE T, FIHHETIE
Communication ETY,

Upload Access Server Client Configuration

AJV—42% OpenVPN 77 LAY — /NI T BIcid. BEIO VA > A7 7 (VDA > O— R&EFTWN. T2 T7y 70— RT20EBHHVET,

Certificates
OpenVPN J—/\HMER T HEERIZE DY F&EBRLE T,
1518 H—/\DMERY Z2AELF—DL Y b,
2518 7y 70— FENEERE S F—D1 Y b,

Enable Tls Authentication Key

Enable Tls Authentication Key | A#&BEZBMICT S &, FREEDAML A Y E LT TIsERAABMLE T, TIsF—%&77 v FTO— FF3HBAICTET
FIvIIBHIENTEEY, YHMETIIEINTT,

3. IBBE%HFEH. [SaveSettings] RA>&ET v LTRENBEZRESIUBEARLET,

OpenVPN U E—F XY FT—V5E
SETUP > VPN Settings > OpenVPN > OpenVPN Remote Network (Site-to- Site) X —1—
TDxY FT—=7I1TMD OpenVPN 7 54 7> FHBETCEAS Y E— bRy bT—U &Ry PRV ZBM/ fRELET,

1. SETUP > VPN Settings > OpenVPN > OpenVPN Remote Network (Site-to- Site) DIBICA =1 —% -7 U v o L. U TFTOBEEEZRRLET,

DSR-1000N a.| SETUP | ADVANCED “ STATUS HELP
Operaticn Succesdad

Helpful Hints....
Intemet Setfings 3 For a site to site tunnel, these
OPENVPN REMOTE NETWORKS (SITE TO SITE) remate networks must be
\Wireless Settings 3 configured to direct the other
This page shows the list of remote VPN networks.The user can also add, delete and edit networks from this page. SRR URthes EhkE
Network Setting... |4

OpenVPN Remote Networks
| Common Name Remote Network Subnet Mask
1 DHQ 128.10.0.0 255.255.255.0

VPN Settings [+

822 OpenVPN JE— bRy bT—2 )X b

OpenVPN U E— b X v FT—J DiENM
1. TAdd) Ra>&EZUYI LT. LTFOBEERRLET,
Helpful Hints....

oo [ D
Intemet Settings » || OPENVPN REMOTE NETWORK CONFGURATION LoGouT [ Enter Network and Subnet Mask
of the network and save

5 - . ] ’ . settings. OpenVpnlLocalNetworks
Wireless Settings L8l | This page allows the user to addfedit a remote network and netmask which allows the other OpenVPN dients to reach this network. kil v gl s

: Seti 4 £ you can add new networks and
Network Setting... 4 | Save Settings | | Don’t Save Settings | B s

DMZ Setup » o
VLAN Settings » || OpenVPN Remote Network Confguration
Internal Users Data  » Common Name: .
External Authentica » Remote Network: |:|

VPN Setfings b Subnet Mask: L ]
USB Setfings »

8-23 OpenVPN UE— bRy FT—VRE

2. UTOBEAEZRELIIERRLET,

pi=|=] Btz
Common Name OpenVPN 7 5+ 77> hEERRZD—%,
Remote Network DE—FUY—RDRY FT—=07 FL A,
Subnet Mask DE—FUY—RDXY FXAY,

3. IEEAEHREHE. [Save Settings] R2&E7 1) vy LTRENBEFRFLLCBRLEY,

150




IPSec / PPTP / L2TP VPNE&E

OpenVPN 533

SETUP > VPN Settings > OpenVPN > OpenVPN Authentication X = 1—

WEIFIIRE L F—%7 v TO—

FLET,

1. SETUP > VPN Settings > OpenVPN > OpenVPN Authentication DJEIC A =1 —%2 v o L. UTOBEEARRLEY,

DSR-1000N a.l

SETUP

Internet Settings » || OPENVPN AUTHENTICATION

Wireless Settings L4 Openvpn provides authentication using certificates. This page allows you to upload required certificates and keys which are in pem
format.

Metwork Setfing. 3

ADVANCED

TOOLS

STATUS

LOGOUT

VPN Settings [

Trusted Certificate (CA Certificate)

CA Cert Status:

Locate & select the certificate file:

2

+]

Upload

USB Settings 3
Captive Porial »

Server | Client Certificate
Server [ Client Cert Status:

Locate & select the certificate file:

-
=)

Upload

W
il

Server [ Client Key
Server [ Client Key Status:

Locate & select the certificate file:

=
=)

Upload

‘ |

DH Key

Dh Key Status:

Locate & select the certificate file:

=
=)

Upload

Tis Authentication Key
Tls Key Status:

Locate & select the certificate file:

-
=)

Upload

8-24  OpenVPN £33

CRL Certificate
CRL Cert Status

Locate & select the certificate file:

2, TOEEERELCIEERRLET,

-
=)

Upload

Helpful Hints...

The CA Certificate, Server
Cartificate, Server Key and DH
Key are must for running
Openvpn server, For running

case of dient. Tis Authentication
Key is optional{for both server
and ) which provides an
additional layer of
authentication. Since the set of
certificates for server and chent
are different, user has to re-
upload the comesponding
certificates when there isa
change in OpenVPN mode. All
the certificates and keys should
be in .pem format which
OpEnvVpn sipports.

BH

Trust Certificate (CA Certificate)

PEM 2R CASERREZ SRR L C. 7v 70— FLE T,

Server/Client Certificate

PEM R DY —/N/ U547 bEEREERRLC. 7v7B—FLEY,

Server/Client Key

PEMER DY —/IN/ US4 TV bF—EBRL T, 7vTO—FLET,

DH Key

PEM FEZXND Diffie Hellman +—%#&&E L. 7v 7A— KL%,

Tls Authentication Key

PEM TN Tls BREEF —&#RER L ¢, 7v O—FLE T,

CRL Certificate

CRLUR pEREL T, 7v7O—FLET,

3. EEARE®. lSave Settings] K2 V&7 1) vy LTRENBEFRESLOBERLET,
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TI97T1471-FORR
SETUP > VPN Settings > PPTP > PPTP Active Users X — 31—
SETUP > VPN Settings > L2TP > L2TP Active Users X — 21—

PPTP T —/\&E g L2TP U—/N\ICIREHR T 2 I\ TCOI—TZRRLET,

DSR-1000N a.l SETUP | ADVANCED TOOLS STATUS HELP

Helpful Hints....

Iinternet Settings L3 Active PFTP tunnels connections
are listed here, as LAN VPN

This page displays all the users currently connected to your PPTP server. dients are active PFTP users.

List of PPTP Active Users
DMZ Setup

User Name Remaote TP PPTP IP

»

VPN Settings [>

8-25 PPTPI—H X bk

DSR-1000N lz.| SETUP | ADVANCED “ STATUS HELP
Helpful Hints....
Internet Settings S Active LZTP tunnels connedtions
are listed here, as LAN VPN
Wireless Settings 4 This page displays all the users currently connected to your L2TP server. Shenls e acie | ARSI
e i Setting...
Network Setting. 3 List of LITP =
DMZ Setup 4
WVLAN Settings »
Intemnal Users Data  »
Extemal Authentica »

VPN Settings [+

USB Settings 3

User Name Remote IP L2TP IP

Captive Portal 3

826 L2TPI—FUXbH

IPv6 Y RIVAT—R R
ADVANCED > IPv6 > IPv6 Tunnels Status X = 1—
o RIVBERLTIPVE 7 RLAT ST 771 T IPV6 b XV ERRLET,

o oo [T

Application Rules Helpful Hints...

Website Filter » |§ TPV6 TUNNELS STATUS LOGOUT
Firewall Setting. .. L8| | This page shows the status of IPvS tunnels.

o
Advanced Network... p

Tunnel Name IPv6 Addresses
IPVE [>

Active IPv6 tunnels are listed by
tunnel name and IPvG address.

827 IPV6 hRIVAT—R X
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| 9E SSLVPNEEE

UTRFBEDOREBEEDHATT, HEITISCT. RE/EE /MEEETOTILEL,

REER BT BRN—Y
DI—FE1—HERE V—BICO5 1 VT BEAICRBEI—Y. FI—TERELET, 154 X—
SSLVPN R ¥ —E&7E SSLVPN R —%RELET, 161 X—2
TIV =3 R b I x 0T 120 | T TV —2 3L TUE— F1—PH5 SSLVPN & — k5 = 1 [OEEE N7 — | 165 X~

SEJV—F THEELET,
SSLVPN 7 5147 > MERTE SSLVPN b IV AT b ERELE T, 167 X—
1—PR—4 SSLVPN 1—HK— 2 LERELET. 169 X—

V=R FHREED IPSec VPN (LD ZEDE LTEBD SSL VPN #aEERMH L E T, SSLVPNIE. EELTYE—MRAMTCTLA YA b—IbENTS
VPN 7 5147 2 bORERHEERIRT 5E V5 RTL IPSec VPN EIFEBZSTVET, D YIC. I—HIE BED Web 75U H%MER LT SSL
User Portal BATE2ICOV A L. O—RL—F LANIZEREN R Y b T—0 )V =77 CRATBHIENTEELY, IL—2IF. EHROR
BtyvraryedR—rLl. VE—PFI-—TFEAREIIAXATEGI-—TOR—Z2IVA 227 1 —A=RHLBSLEHR) > LD LANITT Y
T APIRET. & SSLVPN I—HIZEEDHERE R Y b T—T )Y —=ZANDT7 7 ALV EZE) HTHNET,

TDIV—2EBLETSSLY—ERDOHDRAEA TV ava ) E— P I—FITRBETEET, ¢

« VPN hrzJb:
JE—PI—TDSSLOBBNTHZTZUTIE REG VPN b Y RIVERELT H1cdlc. VE—FRAMDVPN 75472 M- TER
ETNET, (Active-X Ffcld Java ITEDUV ) SSLWPN 7 SA 7Y ME IS4 72 bABRICRE L7 72X /R —DHERTI—RL—
b LANICBINY 22 &2 27DIC) E— b RAMIA VA —)VENE T, T AREBRY b0 42272 —REI—TFDRA
b EICERREN IL—2H5DIP 7 FLREDNS T—/\7 FLABEW EHToNE T, —ERIIND L RA MY VIFEY HToNRY
bO—=D Y —=RICTVCATELT,

s R TFT=TaY
Web N—2 (ActiveX £izlE Java) DU ATV MDBEYV ATV MY VA VA M =IVENEYS, R—r T3 T—FT 4 7P —ERE. 1
E—FA—HEIN—2BDOTCPEFTETR— P LTVWBTEITERLTLIEET WL, IW—2EEHIE. VPN b RIVDE D552 LAN AD
TIRADKDIITYE—MR— T4 T—T 1 VI ENE Y —ERE &7 TV r— a1 L TERT BT EHNTEE T,

EESH ActiveX 754 7Y ME AV E—2y FIHRTO—5TS5IFEBBLTYE— FI—FHE—2UCT V22T BRAICERENE
9, Java 7 T4 7> k& Morzilla Firefox, Netscape Navigator, Google Chrome, & U Apple Safari D & S 75tthd 72 D TCEBEINE T,

DNS #—/\
10.10.10.163

WINS H#—/\
10.10.10.133

7247 LA VPN

9-1  DSRN\DYZA7 > b LA SSLVPN £l
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TIV—7E1—F8BFE
TIV—THE

SETUP > Internal Users Data > Groups X — 21—
TIV—TDIER. fR&E. BLUHIBRETVWEY, JIV—FE—HO1— 21 FICBVEToNE T, FAFELGTIL—TDU X & TList of
Groups) N—=INCTI)W—TEETIV—T DB EHICRRENE T,

1. SETUP > Internal Users Data >Groups DIBICAZa—%7 )y o L, UTOEEREFRRLET,

Helpful Hints_..

GROUPS LoGouT || Login policies, Policies by
e A Browser and Polides by IP can
This page shows the list of added groups to the router. The user can add, delete and edit the groups also, ##rﬁic nﬁg:r_a:! f-:ré.mups

Network Setting...

DMZ Setup

Infernal Users Data [
| Edit || petete || ada |
Login Policies | ‘ Policies By Browsers | ‘ Policies By IP

a

Group Description

ADMIN Admin Group

GUEST Guest Group

dhink diink

LI |

92 JI—=TJUXEt

WFD7 023> T35 ENTELT,

EE SrER
Add FLWI I —THERLE T,
Edit BED I —TaiRgE LT T,
Delete BFEOIIV—T77 )7 LET,
Login Policies OJ4 YR —&TIL—TICRELE T,
Policies By Browsers TIV—=ACTZIHR)—ERELET,
Policies By IP PICTI—T R —HZELET,

JIV—7 D&
1. TAdd) RE22EZ Vv LT UTOEEZRTLET,

DSR-1000N n.l SETUP | ADVANCED “ STATUS
Internet Settings [ &

Wireless This page allows user to add a new user group. Once this group is added, a user can then add system users to it
| Save Settings | | Don't Save Setiings |
Internal Users Data [
-
-

Xauth User:

Helpful Hints....

GROUP CONFIGURATION LoGoUT § Do you know that you can
associate multiple usersto a

single group.

Group Configuration

Group Name:

Privilege Type

SSLVPN User:

Admin:

Guest User (readonly):
Captive Portal User:

OpenVPN User:

iDDDDDDDD

Idle Time Out: {Minutes)

93 I —TOREEER

['Group Configuration] R—Y TCldRAGIA—F 2 A TDIIV—THIER TEE T,
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2. JI—T7DEFEETVEY, NTFOI-YE2ATHHVET,

1BH Bz
PPTP User PPTP f—/\Z(EA LTz b > R)VEREIL CE S PPTP VPN + )LD LAN 21— T,
L2TP User L2TP T —/\ZERA Lfc b RVEHEILCE D L2TP VPN 22 )V LAN DI —HTY,
Xauth User T OI—FOFREEEANBBBIICEREE NIz RADIUS £leldthD T > 2 —FZ A XY — /T K> TRITENE T, 2hida—

ANWIA—FF—EZX—=XD—EBCldd ) £E A,

SSLVPN User

COA—HPEA—YDAVINTHZTIV—TRI Y —EFRRE R AA VICE D TREENS SSLVPN F—EZXNDT 7 X
ERFOTWVET, TORAAVHRE LI SSLVPN R—2)Uid, COA—F 24T TATA VI 2BHBICRRENET,

Admin

W—BZDA—=/\—21—FThHY. IL—2EFEELT. SSLVPN EFERL XY bT—07 V=774 AL, Option E
D L2TP/PPTP H—/\ICOT A VT BT ENTEE T, GUIITIKEEE L OIHELBEICHY £,

Guest User (readonly)

FARI—FRE. AV T4 T L—Y 3 VREZERBLUOREL T 2HICBROFDT 7 L AZEG LE T, 7 X MMld.
SSLVPN 77 AH & Y £ Ao

Captive Portal User

INBDF v TT7 0 TR—2)IVI—FlE. IV—BDERBICEV AV EZ—2y T IV CAEREBLEY, 77 AlEF+ 7
TATR=RZI)VR) —ICEDVTREENE T,

OpenVPN User

OpenVPN Z{EBY 21— T,

|dle Timeout

RION—TDA—FRDATA >V 2A LTI hEBTY,

3. IEEZEFRER. [SaveSettings] RE2 2%V 1) vy LTRENBEZRESLICBEBALET,

EEE]
SSLVPN 1~ &REFHD I IL—FNTEMT 5T ETT,

4. JIV—TDERER. INCDERFHTIV—TD) A b ERRLET,

SSL VPN &E

BANC R AA VRS BREDGD ) ZDE. HLWIIL—TEERL TR AN VICE) HTBHTENTEEY, REDFIEIF. FED

1. SSLVPN I—U%ZBHRLfHBAE. SSLVPN BRE CRUS ENDLUTD/ T A =2 £ SSLVPN REIFEFRRENE T,

DSR-1000N ‘z.l SETUP ADVANCED TOOLS m“
Helpful Hints...
This page allows user to add a new user group, Once this group is added, a user can then add system users to it single group.
| Save Settings | | Don't Save Settings ‘ R
Internal Users Data [ Group Name: | |
pecron | |
PPTP User: |
L2TP User: O
Xauth User: [l
SSLVPN User: i
Admin: |
Guest User (readonly): O
Captive Portal User: [
OpenVPN User: &
Tdle Time Out: (Minutes)
Portal Name:
Authentication Type:

9-4

2. SSLVPN I—H% iR L1356, SSLVPN RE CHUG ENBLUT D/ T A —4 LT SSLVPN

SSL VPN 27

REIFFRTENE T, SSLVPN D% [Authen-

tication Type) GREEZA ) TEICRELE T,

HE

i

Authentication Type

LUTD 1 DOFREEZ A 7% BIRLE T, : Local User Database (#J#AfE) . Radius-PAP. Radius-CHAP. Radius-MSCHAP,
Radius-MSCHAPv2, NT Domain. Active Directory. LDAP. E7zi& POP3,

Authentication Secret

KA A 2B RADIUS SBiE 2 RAY 5356, SRaEWENBETH Y. T RADIUS B —/N\ICRESNMWBI—HT 5
HENHYET,

Workgroup NT RAAVERRECRETT . BEDT— 0TIV —THh&H 256 RR2EDT—7JIV—TDOFHE AT TEET,
LDAP Base DN LDAP BREE Y — /D2 DN—A R AL U TY, 8D LDAP SR —/\h b BB E. &K 2 {EDEED LDAP Base

DN OFFfiE AT CTEL T,
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SSL VPNERE

HE

g&

B

Active Directory Domain

RAAUDT O 74T T4 LY N)DREAZFRT %G, AT V74 THT LT b RAALVREANT B0
BBV ET, TNSDT VT AT T4 L I NIDA—YRENRAT—FeERATSILICE>T 7o974774 L
TR TF=ER=XIFFEINTWVBI—HIE. SSLVPN R=2)UCT VX T2 EDNTEET, BEDT V7147
TA LT R RAA VDD BIBE. A 2EDETEE R A A > DFBE A TEET,

Timeout

SREET—/\ICENET B2 4 LT hEsRE,

Retries

DSR DVEREE Y —/\\DEEE(ZLE L TH ST —/ L L 258 2 BT BB,

3. IBEAEHRTEHE. [Save Settings] R2>ET 1) v LTRENBERESLICERBLEY,

BJ4 VKR Y—DFRE

AJAVR) Y —%7)b—

TIERELE T,

1. SETUP > Internal Users Data > Groups Tx3I59 %7 )L—TF%ZEIR L. lLogin Policies] R2>& 27 Uw 7 LT, UTFOBEAERRLET,

Wireless Setlings 3
Internal Users Data  [»
3

Captive Portal

DSR-1000N n.l SETUP | ADVANCED “ STATUS HELP

GROUPS LoGouT || You can disable login for a user
This page allows user to add login policies for the available users,
| Save Settings ‘ | Don't Save Settings |
Group Login Policies
Group Name: Test
Disable Login: ¥}
Deny Login from WAN Interface: [

o5 Ji—TdOdA R —F T3>

2. UTOBEAERELET.

HE Btz
Group Name 074 R —ZRETERVIV—TE2ERRTLET,
Disable Login FIvidBEARTIN—TADI—FDTNARIHBITBERA VR T T—ANDATA VEBBIET BT ENTEXT,

Deny Login from WAN
Interface

FIvrdsE TDVIN—TDIA-FHWAN (BEFExRY bT—7) A V2T 1—AH507A VT 5D%EHIETSHT
ENTELY, CDHBE. LANZRBLIEOT A VIIFTHEFRIENE T,

3. IBEAHRTER. lSaveSettings] R2>&ETV U v o LTHRERNBERESSLCERBLET,




SSL VPNE&TE

TS 0YRY I —DRE
TIW—=ANCT SR —%RELE T,

1. SETUP > Internal Users Data > Groups TXI5d %7 /V—F%&ZEIR L. [Policies By Browsers] "2 &7 1)wv 7 LT, UMTFOBEEZFRRLET,

DSR-1000N a.| SETUP | ADVANCED TOOLS STATUS HELP
Helpful Hints....
i » [} GROUPS LoGouT [ You can specify login policies
et Sotings based upon browser from this
Wireless Setiings L8| | This page allows user to add browser specific policies for available users. page.

Network Setting... » | Save Settings | | Don't Save Settings |
»

DMZ Setup
VLAN Settings ¥ Group Policy By Client Browser

Internal Users Data [+ Group Name: Test

External Authentica  » Deny Login from Defined Browsers: ®
VPN Settings E Allow Login from Defined Browsers: O
USB Seftings.

e
Captive Portal 4 0O

Added Client Browsers

Add Defined Browser

Client Browser

Add
K96 TIUYRUI—FTTav
2. UTOEEZRELET,
BE Bl
Group Policy By Client Browser

Group Name 074 VR —HBETEDTIV—T2EFRRLET,
Deny Login from Defined | E&&ZH 72U HDU R ME. DT I—TDA—FHNI—2DGUICOTA T BT EAEESTeOICERINE T,
Browsers KEERTZOFIEITNTCDIIV—TDaA—d0O71 v &HFALET,
Allow Login from Defined | E&EFH 7S 7 FDU R ME. DI —TDI—FHN)I—2D GUIICAY A VT BT EEFHFAT BHcDITERENE
Browsers To REET 2V HEIRTCDY V=007 4 U EEELET,

Defined Browser

COVAMIIIN=TATA VR Y —DEECEDEREH T TUHTE HTUTBMENcWeb 75U ERRLET . RAIDFINY ZDRY
GRAEFTVITBE T—TIVRADINTCDEERFZH T Z U FEFIRLET, Delete] R22%V Uy LT BRLIETSUYERBRLEYS,

Add Defined Browser

TIWED VA ZA=DETSA T DTS EBRLTC, TAAd) REVET ) v T2TEICE>T TEEBEHRTZH ] O X MIEM
TBRENTEEY, Fle. TDT T TFIE LR Defined Browser] DU X MMFRRENET,

3. IEEZEHRER. [SaveSettings] RE2>%V 1) vy LIRENBZRESLICBERALET,
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IPRUI—DRE
PICTIV—TIT R —HEHRELET,

1. SETUP > Internal Users Data > Groups Tx1i59 %7 )Lb— 7 &ZEIR L. PoliciesBy P RZ>& 71wy LT, UTDOERAFRRLET,

DSR-1000N n.l | ADVANCED TOOLS STATUS HELP
Helpful Hints....
Internet Setfi »
GROUPS rocour [ based upon IP from this page.
» More..

You can specify login policies
Wireless Settings

SETUP

Operation Succesded

This page allows user to add IP based polidies specific policies for available users.
MNetwork Setting.. 3

| Save Settings | | Don't Save Settings |
DMZ Setup »
VLAN Settings 3
Groups Policy By Source IP Address
internal Users Data
b Group Name: Test
il Y Deny Login from Defined Addresses: .

= 7

I Ui Allow Login from Defined Addresses:
Defined Addresses

Captive Portal [ 3

u Source Address Type rk Add 1 1P Add

Mask Length

| 1P Address 10.10.10.124 32

9-7

PRUS—FT 3>

2. UTOEEERELETT,

EE |

gﬂ{

B

Group Policy By Client IP Address

Group Name AJA YR —ERBETEDTIN—TEHERRLET,

Deny Login from Defined | €@Z&&H7 RLADU X MM, TOZIV—TDI—FHRIL—2D GUICATA VT35 EZF<TOIERINE T,

Addresses KEET RLAFINTCDY I—701—HnO7 4 %= LET,
Allow Login from Defined | LT DEZREH T Z O HDU X ME. TOTIV—TDIA—YHRII—2DGUICOT A>T 5HT E&FFRIT B IzoHIfHER
Addresses TNET, REET7 RLAFINTZDTI—70a7 14 U EEELET,

Defined Addresses

TOYANE, ZI—7a0A4 VR —DREETEDEEFHT LAY R MIBMENT RLAZRRLET, BHIDHNY ZDRY 7 X
EFTvITBEET—TIVRDITRTDEEBMHT RLRAEERLETY, Delete) R2>HEV 1) vy LT ERLIET7 FLAZEIBRLE Y, [Add)
REVEG) I TBEIEICEDT EEEHT RLAL DU MOBMT B EHNTEET,

3. IEBEZFRER. [SaveSettings] RE V%7 v LTRENBEZRESSIOBERALEY,

l'Login Policies . IPolicies By Browsers . IPolicies By IP] I SSLVPN 21—H&EHTY,

7 FLADEN
1. TAdd) RE>Z=27 Uy LT UTFTOEEZRRLET,

DSR-1000N l!.l | ADVANCED “ STATUS HELP

SETUP

Helpful Hints...

2

Internet Settings »

DEFINED ADDRESSES roGouT [ These IP address related can be

attached to login policies.
This page allows user to add IP address based entries which can be used for IP address based login rules,
| Save Settings | | Don't Save Settings |
DMZ Setup 3
Internal Users Data  [» Source Address Type:
Network Address [ IP Address: ’:l
Mask Length: E e

USE Settings 3

Captive Portal 3

9-8

BEZRER. [SavesS

PRUS—FT 3>

ettings] K227 U v I LTRENBERES L OBERLET,
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1-YHRE
SETUP > Internal Users Data > Users X = 1—

HLWIIL =T DB BFEJIV—TORESLUHBRETVEY, S1—VR>EREHTIL—TICEVEHTONET,

1. SETUP > Internal Users Data > Users DJBIC A —1—%27 ) w7 L, UTFOBE@EmERRLET,

DSR-1000N n.| SETUP | ADVANCED “ STATUS HELP

Helpful Hints....

Internet Setiings » || INTERNAL USERS DATA LoGouT | Authentication of the users
= (IPsec, 55L VPN, or GUI) is done
This page shows 3 list of available users in the system. A user can add, delete and edit the ussrs also. This page can alzso be used for g
browser, 1P nddrr_“ d the host,
Settings [] Group Login Status and whether the user can login

NG s to the router's GUI in addition to

Internal Users Data  [» O admin ADMIN Enabled [LAN) Enabled (WAN) the 551 VPN portal

Extemnal Authentica  » || guest GUEST Enabled {LAN) Disabled {WAN)

VPN Setlings » ] PM GUEST Enabled (LAN) Dizabled [WAN)

USB Settings » [ dlink diink Enabled (LAN) Enabled (WAN)

Captive Portal v |JEM Testi Test Disabled (LAN) Disabled (WAN)

Edit Delets Add

K99 OUAVART—RAEEESTDVIV—T/ KAV EFDOFABREELI—Y
I—H%, BEEYIV—7 HLUCAYT 1 IREES HIC TList of Users) RX—I I BRIREG I—F DU X M ERTLET,

< TAdd) Ra>Z&7 ) w o LTHLWI—YEERLET,
- TRdit) A2 >&I Uy LT BIFOI—YZRELETT,
« [Delete) R2>%&27 )y LT, BifFEOQI—T%7 )7 LET,

A—H 2L T ENRT— FORE
TIV—FCBENT 51— =R L E T

1. TAdd) RE2>Z7 )y 7 LT UTOEEZXRTLEY,

DSR-1000N a.l SETUP

Internet Settings » || USERS CONFIGURATION LoGOUT
Wireless Seftings L8l | This page allows a user to add new system users.
Network Setting. 3 | Save Settings | | Don't Save Settings |

DMZ Setup
VLAN Settings Users Configuration
User Name:

Internal Users Data  [»

Extemnal Authentica b || ETESTEN TS [ |
VPN Seflings » Last Name: |

ADVANCED ToOLS STAIUS

Helpful Hints_..

If an user is added to a group
that has more than one
privilege, one requiring
authentication from the local

RADIUS, a valid password needs
to be provided. However the
local password will only be used
for the group requiring
authentication from ﬂ'v=1 ocal

used and not the ID"al ones.

uUs
USB Setlings d Select Group:
Captive Porial " MultiLogin :

password: —

L]

Confirm Password:

9-10 1—Y®|EF T3>

2. 1-VREEFVET., 1-VRECEUTOILEEL Y ET,

pi==| Ellis
User Name 1—FOREEEHT
First Name 11— D%,
Last Name 11—,

EEBEHIIN—TDIVZA DS T —THFRLET,

1—YRICEEMIT5/IRT—F,

FEREBUNRT— NERBEROHITIEELE T,

A—FDtv>ar2ALT7 U, I—YOREER. INTOERZFHI-—TDURAERTLET,

Select Group

Password

Confirm Password
Idle Time Out

3. HERAHRTH. lSaveSettings] R2>ET v LTRENBERESSCERBLET,

INAT—=FHEABEEFOHEDEEICHLETNT . XF (AXFENXFOMA). BF. BLOLSDY Y RIVERFEDELDTHDI L%
BEHLET, /SART—FE 30 XFURTEELET,
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I R et 2 (O 7 Sl o

SETUP > Internal Users Data > Import Users Database X —1—

DSR BEHEITFENEZEXD CSV 7 7ML AFEAL T, BE. O—HILOT—2RX—CI—VEEBMTEX T, AEEOHRUIZ DI —HH1
DOBRIECY AT LITEBINENSDEAEEICT 5T & ThY . MBI CTEBOD DR 7N\A RICBEC 7 7 M)VET7y TO— R TEFY, —ET7 v
TO—F9%&0 O—ANI—YTF—E2XR—ARORFEDI—HE. HBIECT GUIHIRHTEEENET,

MFOFIECI—YT—EZR=RTEHI—TEF DOV 77 IuEAVR—FLET,
1. SETUP > Internal Users Data > Import Users Database DJBICAZ2—% 27 ) w7 L, UTOEEEZFRRLET,

DSR-1000N lz. SETUP | ADVANCED “ STATUS HELP

Helpful Hints...

Internet Settings » [§ IMPORT USERS DATABASE LOGOUT ThP user may cn!y add system
Wireless Settings ldll | This page allows user to import a CSV formatted user databass to the router. rned_jamsm. E-efare adding users
to different groups, the groups

» n1u-stbecraatad using GUL Also
Import Users Database £ O i
[ 2

Get Users DB file: £
Internal Users Data [>

users can be m conveniently
handled through GUI as it is
much easier to select a
particular user for edit/delete.
This mechanizm of cev file
upload is more convenient than
GUIT only for adding a large
number of users where users

could be added at one go rather
than one at a time through the
GUL

Captive Portal »

9-11  IMPORT USERS DATABASE (&
2. [GetUsersDBfile] |c1 > R—brd27 71 ILEERER. Uploadl R2>&7 1) v LET,

A—FT7—ZRX=RDCV T 7 A IV EFEHT BIE. UTFDNTA—2%FERAT 2HELH Y ET,
1. HETF csv ZRDZEDTF AN T 7 A )V EERLE T,

2. 77AIVOETET DO IV P JICHIELET, IXTOITHN CRLF (BIFNIT) TRTIBBELNHVET, DT 7AI/UICaXAV b
FlFDTFA M ZEBMLENTIEEL,

3. ®ERDIL—Ib:
a) INRTDT 1 =)L F%E 2 BF BT CHGRENH U ET,
b)@EgLie 74—V RIE ) (AV]) TRYIWET,
O TDEIEICZERE ANTIEWTEE A,
d) 74—V RBICZEAZ AN TIEWNTE A

CVIA—YT7=ER=X T 7 IVDETIIROERIR S BEDLH YV E T,
lUserName]. lFirstNamel. lLastName]. [GroupName]. MultiLoginl. Password]

FOHTIVICIE. UTDEEEERT ST 1 —ILEHHUET,
Username (XFE7 4 —)U ) :DSRDT—ZR—XICHFBI—HERBIFT. O—HINA—YT7—E2X—XTEBTHAILELHI ET,
« FirstName (XF7 4 —/UR) : A—TDFHATHY . BE THAHILEIEH Y FE A,
- LastName (XFE7 4 —JUF) : I—FDFMTHY . BB THHILEEH Y TEA.
« GroupName (XXF 7« —JUR) : 2O EEEMIFSND T IL—T,
- MultiLogSup (Z—U7 @) :ZhzB% (M) Icddé. BRI —HFIEFE—DI—HTRE/NRT—FEHBETEET,
« Password (SZFT7 4 —JUR) 1 TOA—HRICEIWYETE/INAT—K,

AL HF RO CV Ty FO— REEWES BEiIC. GUIEEALT1—HICHIST 59— (CVICHi+5 [GroupNamel) %{F
MTBUENBYET.

A—HF—ER—AD CV T, EDT 1 —)U FOWTNEZEFIENULL EF BT LG TEE S A
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SSLVPN KV o —5&%E

SETUP > VPN Settings > SSL VPN Server > SSL VPN Policies X —1—
SSLVPN RU Y —HEFELET,

R)Y—EFEDRY b T—=T Y =X PT7 FLAERIEPRY NT—U DT 7 RAEH K IFES T 27eHICRICIEE Y, Insid1—
Y. OIW—=TEF 70—V ELNIVTERENE T, PIEAETIE. 70—/ UG [1EE] RUY— GERR) DIRNTOT7 FLAEITRTOY—
EX/R—=HFBUTRETNTVET,

SSLVPNRU Y —E7a—/NIby JI—T&EEA—FLNIVTERENE T, I—FLNIWRY =TIV —T LR =Ly B%En, 7
W=TLNIWRY Y —E7a—NVRU Y=L BERENET, INoORY Y —E LANDFEDR Y hT—7 UV —X IP7 FLAE$#8HE
Iy Fleld IW—RICE > THR— b ENBZERAG SSLVPN T —EXRITBRTEEL Y, FIAATREGRY Y—DURX ML 1—F JIL—70 el
IRTOA—Y (A=) ITBRATSDNEDIDITEINT T A ILZENET,

EESl TANRLCI—H/F)I—7/ TO—1NU R AL VICBRENEBE. KUBEDKY Y —H—REERY Y —£YEBELET, DFE.
REDIP 7 FLADRY V—EBUCBRBENZIP 7 FLRAEEEGT FLAEEOR > —K I EBELET,

%2=1 TOOLS > Admin > Remote Management X = 1 —ClEnable Remote Management] () E— FEEBZBMICT D) ZF T v I LTLIEEL,

1. SETUP > VPN Settings > SSL VPN Server > SSL VPN Policies DJEIcA =1 —%2 1) w7 L. UTOBEEERRLET,

Helpful Hints_..

Intemet Settings » || SSL VPN POLICIES LoGoUT | SSL VPN Policies can be created
a on a Global, Group, or User

Palicies are useful to parmit or deny access to spacific network resources, IP addressas, or 1P networks. They may be defined at the level. These policies can be

user, group or global level. By Default, a global FERMIT policy (not displayed) was already configured over all addresses and over all applied to a spedific network
services/ports. resource, IP address or ranges

4
MNetwork Setting.... 4

e ewe |

VLAN Settings b

s the same user/group/global
Internal Users Data  # £
_ Available Groups: do Le. apolicy for a
External Authentica b o
Available Users: [zamin = range of addresses
BN Setlings > the IP address already
USB Setlings referenced.

Captive Portal

over a genaric

View List of SSL VPN Policies For: i oth are applied to

List of SSL VPN Policies
| Name Service Destination Permission

1 Test VPN Tunnel DocServer Permit

Edit Delete Add

9-12 SSLVPN R —D1) Xk (Group 7 1 JLR)
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SSLVPN KU & —mi&hn
1. TAdd) RE2>%&27 YUy LT, UTFTOEEEZRRLET,

o oo [T T R N
Helpful Hints...

Internet Settings ¥ || SSL VPN POLICY CONFIGURATION This page allows you to make
ppolicies for SSLVPN

Wireless Seffings L8| | This page allows you to add a new SSL VPN Policy or edit the configuration of an existing SSL VPN Policy. pﬁ?@‘d{;‘:ﬁaﬁ’;ﬁ; ot

| Save Settings | | Don't Save Settings | Eﬁ:{'{:ﬁi“fﬁafm EE
Available Groups: [Eomin <]

VPN Settings [ Available Users: [aamin >~

Captive Portal 3 ]
Apply Policy to:
Policy Name: 1
IP Address: 1
Mask Length:
IcMp: (]

Port Range [ Port Number

Begin: T (s
End: I— {0-55535)
Service: [P Tunne ]
Defined Resources:

Permission:

9-13  SSLVPN RU < —mDiEhn

RN JIb—T Feldsa—/Vb (DFYU. INTODSSLVPN I—HITHEAT S) (LU ETHRENBYVET, RUT—DHT)IV—TH
ThnE, FIARBEGEREVIL—TE. TIVE T AZa—CRnEN. 1 DEBRT BZUELDH VKT, BKic. I—YPERRY V—ICd. RE
BIHIA—HDOFEAREEY X bDH5S SSLVPN I—H 72 #IRT 2ENH Y £7,

Ric, KUY —OsFMzERELE T, RUT—RIBIDIV—IVICEEDHENF T, Ib—2D LANICBIFDBEDR Y hT—7 UV —X (FHlldHt
{77 avicgd), IPT7RLACIPRY D=0 FREITRNTCDTNARICKR) =28 BTBHTENTEXRT, IN54DDF T3>
D1 DODERICEDNT, BUERERMDBELZVE T, (DFY EREFHIY—ADUZAIBITIRY hT—=0 1)V —ADEHER, Kl IP
T RLADER), R)Y—%27 FLAIGBRY 51l R—hHE/ K- ESEERCEEI,

EREOFIBTIHRRLLET FLAERIERY b T =7 )V —=ZANDT 72 A %0, KIFEETDLDICRET R Y —OHTHIRELENE
Fo Ffee TR—PLTLBSSLVPN F—ER (VPN b2 RJLV) DOIB 1 DERFINTUCR Y Y —Z_ETEE T,

—EEEITSHELER)Y—FELBICERTEINE Y, RUY—L BRI S SLT—ER XKER (RY hT—7 UV —=XEfE P 7 FLRA), 559 (GF
Bl /4BE) FIL—RICREETNIR) =D U X MIBIERENTLE T,

2. IYUNA—TEREI-—FIN—TRI D —ERET BHITE. UTOBEREZATILET,

EE | 8

Policy For

Policy For 1Y, I—YII—T FREIRTOI—H (FO—/UbRU =T 2) ITRUY—EBVETHTENTEET, BE
DA—YERIFTIV—TRICR) Y —HARAZIA XTSI, TAvailable Groups] KT lAvailable Users] LA~
AZa2—HSFIRTEET,

SSL VPN Policy

Apply Policy to RIV—2HEET S LAN Y —REZBRBL. RUY—ERy bT—7 UV =X IPT7RLAL PRY FT=0GENDT 74
ARt (Feldfhlh) $5CEDTEET,

Policy Name AlE. R —H&HBI T HIRBDEFI T,

IP Address BEINTWA Y —IBIPT7 FLAEET FLREREICK VB ETNABEICRBLINET,

Mask Length BEINTWS Y —IHNT T2y MAOT FLREHEICK VB ENSBEICREBEEINET,

ICMP FIvIdBEIMP bS T v ETOVI LET,




SSL VPNE&TE

HE | 568
Port Range/Port Number
Begin / End RUS—DBEST 0w i 24 THEELTVWSHE. AMUIEE NS 70 v 7ITHIST 5 TCP £7zld UDP R— ~ESDEH
HEERTAHEOIEREINET T, BR/KTR— Ffl’é”é@ii ITgBE. INTDOUDP BLUTCP bZ 7w 7ITH
IELET,
Service AR —|C K> THAEREERR SSL VPN F—EXTY, IBtEh B —EXE VPN bRV R—b T+ T—FT10 27 K
feldmA T,
Defined Resources | CDRU Y —IEFEDRY N T—T Y —IDT7 VX RHLET, EBAHFY—AELTEIRTEBLSICKR) Y —
EERLT BHEIIC. Ry FT—V )Y —RERET DRENHVET, XV M T—T )Y —RERDE > 3 VTR LET,
Permission TOR)V—ICL>TEELEV Y — A%, BRMICHFA X2 IdER T AT ENTEE T,

3. IERARTHK. [SaveSettings] RZV &I v LTRENBERESSCERBLE,

*xy b=V —-0EA

SETUP > VPN Settings > SSL VPN Server > Resources X — 31—

SSLVPN RU Y —%ZHRET DHBICHEATE Y —RERELE T, T—IIEBREINL) Y —ABRTEIN. £DY Y =W DHODIRE
ZFFRILE T,

b T=7 1Y —=XE SSLVPN RU 2 —EEGBINERB L URET HDICHERAEINS LANIP 7 FLADY —EXFE 7 IV—TTT, BHEDOY
E— bk SSLVPN A=Y DI HICERDRY ¥ —ZERT H5a. DY 3— Ay MOEEZENLET,

Fv bT—=0 )Y —REBMT 2HE. VY —REHNTIEELEER L. ZNUCTR— T2 SSLY—ERD 1 DEREINTCEEY YT 50
ERHUET, INDRITEINDZ & MERBEHDRY NT—T7 Y —AD 1 DEFET B ETH—ERICEELTWAF TV b 2AT (IPT
FLAERIEPEBEOVNTND) ZRETHTEHNTEET HEISLTIDIY—=RILRY bT=0T FLARAV R BLUR— MEE/ R—
PESZEECEET.

1. SETUP > VPN Settings > SSL VPN Server > Resources DJEICAZ21—%& 7 ) v L. LTFOBEEEZRRLE T,

o oo JIN e T

Helpful Hints...
Internet Settings
*fou can configure resources to use when configuring S5L VPN policies, Resources are groups of host names, IP addressss, or IP
creating similar policies for

RESOURCES LOGOUT
o
networks. The table lists the resources that have been added and allows several operations on the resources,
multiple remote S5L VPN users.

Network resources are services
dd
DMZ Setup List of Resources
VLAN Setfings Resource Name ek
Internal Users Data  » ||| DocServer VPN Tunnel
Extemmal Authentica =
Delets Configure Add

VPN Seftings [

X 9- 14 ssL VPN KU —ITEIN) YT B DITHIBRIRERRERH ) Y —ADY X

)Y —ZADEN
1. TAdd) RE2>%Z7 )y o LT, LTOBEmZRRLET,

DSR-1000DN ‘z.| SETUP | ADVANCED STATUS HELP

Helpful Hints....
Internet Setfings » |§ RESOURCE CONFIGURATION LoGouT || Enter the Resource Name and
Wireless Settings Ll | This page allows you to configure a Resource and associate a specific senvice with the resource. The detzils will then be displayed in settings. You will be displayed

select the Service and save the
the List of Respurces table. the 'List of Resources' table
MNebwork Seiting 3

where you can further

‘ Save Settings | | Don't Save Secttings | Gti/CEet e H
DMZ Setup » More

7 3
iR * I Resource Configuration
Internal Users Data b
Resource Name:;

External Authentica »
Service:
VPN Settings [+

915 UY—ADREEME

2, Xy bI—UUV—EEELET,
HE 7P
Resource Name 1Y — ADIRE DR
Service 1)/ —2X (VPN Tunnel. PortForwarding, F7zl& All) ICXFF5T % SSLVPN HF—EX

3. IERAHRTH. [SaveSettings] RZ> &I v LTRENBERESSCERBLE,
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)Y —ZADEMRE
1.

VPN Settings

USB Settings »
Captive Portal »

SETUP ADVANCED TOOLS STATUS

RESOURCE CONFIGURATION LOGOUT

This page allows you to configure applicationsarver(s)/network of application=erver(s) as a resourceObject and hence assooiates them
to & resource. The configured resourceCObjects are listed in the 'Defined Resource Addressss' section. A rescurce is effective for a
sshvpn-palicy, only if atleast one resourceObject is configured for that resource.

| Save Sellings H Don't Save Settings |

Resource Object Configuration

Resource Name: DocServer

Pl service: VBN Tunnel

ICMP: M|

Object Type:

Object Address: L
Mask Length: ]—. (0-37)

Port Range [ Port Number
l:| (0-65535)
:l (0-65535)

Begin:

End:

Defined Resource Addresses
I
[1

Type Resource Object Port Mask Length

1P Address 10.10.10.6 10-200

Y —=XDURXNTRET SV —XEFTv L. [Configure] R2>%&ET 1) vy LT, UTOEERZRRLET,

DSR-1000N a.l

Helpful Hints...

This page allows you to add
resgurce cbjects to a resource.
You can add multiple resource
objects to a resource and create
an SSLVPN policy for that
resource.

9-16 Y —XDKEEE
2. XY bT=0)YV=ROAVTVEEERELET,
(S| SEA
Resource Object Config

Resource Name

Y — ADERGHF

Service VPN b2 )b R—= b T4 T—FT a0 > F £RIEFINTOTF—EXZED SSLVPN H—E R
ICMP COF T3 VERRLTCICMP F S 70w 0B EHET,

Object Type MIP Address ) F7zl& TP Network) AR LE T,

Object Address TV M2A KB IP T FLAEeld®xy b T7—07 FL X

Mask Length Y hT—=TRORRAIE

Port Range / Port Number

VY —=ZA TV bDR—bEEEEELEY,

Begin

UV —=2FTI Y FOBIROR— b ES

End

UV —=2AFTI LY bORTDR— b ES

Defined Resource Addresses

Y —ADeBDITRE LY —RA TV bERLET,

Type

IV—=2FTIx0 bDFTITI bRAT

Resource Object

IV —=RFA TV DATIT7 b7 RLR

Port

VY —=RATI T bDR— - EHE

Mask Length XY RT—=UDIRIE
3. IBBE%EHFE®. [SaveSettings] Ra>&ET v LTRENBEZFRESSIUBEALET,
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T77V5—23VR—bT727—FT429

SETUP > VPN Settings > SSL VPN Server > Port Forwarding X — 21—
TTTIE TTANR= bRy N T—=UTENET DERAH T TV r—2 a2 cdLTUE— =D S SSLVWPN = b T AIGKEENeT—42
Z. RELT. BL—hCEELET,

R—=r T+ T—F oV IHREICEY . UE—FSSLA—HEOA—FR—2)cOF AV LTR— b T+ T—FT 1 % LIEIC. BEDX Y b+
D=7 T)r—2 3T CRATEET, JE—FI—UDSI—ZFZETDIZT v Tl BEBHDR— T+ T—F 427 IL—IVICED
WTHRHEEINT. BlIL— FTEEITNE T,

REDRA ST —NEIETCP 7 T =23V E Y E— P I—HIT IV ERZTESLDIHBET AHELNDH I E T, LANY—/INDT7 IR
EHRIYBEHITE. O—AIT—/INDIPT RLRE S YRIVENDT TV r—2 3 VD TCP R— bESDODANIDRETT, UTDOXRTIE—HHN
BT T V=3 EMIGYT B TCP R— bESEZRLTVET, ¢

TCPT7 U r—> a3y R— rES
FIP 7—% (BB, HETHEL) 20
FTP > bOo—)b70 )b 21
SSH 22
Telnet 23
SMTP (A —JLiE(E) 25
HTTP (web) 80
POP3 (X —JLZ{E) 110
NTP (v b T—2BEE 70 ~2)b) 123
Citrix 1494
A—ZFILP—EX 3389
VNC (virtual network computing) 5900 % fzid 5800

VE—FI—TFIEFBFEELEDELT IPT FLADEEREZEZER LTcXy b T =7 —/\DRA +4 (FQDN) ZRECEEL T, TDRA FBIRIE
SSLA—YR=ZINERHLIR— T 5T —T 1 VI —EXZFBI2HEIC. TZ—ERADHS P 7 FLAOROUICTCP 7T r— 3>
IC7 V2RI B, BEICEZS5NS FQDN ZFALIcb0E I —FITREBELET,

R=bT7F+T—T 4 VIERET B=OHIIE. UTDODEBEBEHNIIETT,
. Local ServerIP address - 77 ) r—< 3 V% KRRT 40 $B5A0—HILH—/\DIP 7 KL A,
- TCPport-7 U sr— 3> DTCPR— Ik,

FLWT T — 30 EEET SE. TList of Configured Applications for Port Forwarding) (R— k747 —F 4 VI DREFHT T r—=/ 3
VRN T=7INMCERRLET,

IP7 RLADROUICKRRA MREFRT D EICE DT, I—THTSAR= bRy b T—=0H—=\A\DT7 Vv AHEREE R Y ET, IP 7 FLAIC

ST BDFADN ER— T4+ T —F 4 VI RAMREC V3V TCEELET,

. Local server IP address - 7 S —> 3V BERAT 4 V7T 50—HIVTF—/I\DIP 7 LR, 7TV 5—2 a3 g oh CHRETNZHBELD
VET,

« Fully qualified domain name - AEB S —/\D K A1 VB ZI_ELE T,

# LU FODN OFEHR. R— 74 T—T 4 VITRADEREHRA MDA M EFRRLET ,
K kT 47— 1 VI OIS ORIEROBBRAH TCP 77— 3w EO— NI —N P 7 KL AEBIT 5T £ THHEE. &

ANBEERETHDIEA T3>0 TT, BEINARX M2OO—AIT—/NNIP T RLAER— T+ T7—7T 4 JOBREINET 1)
T—=2avDIPT FLRIT—HT2REDNH ) ET,
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1.

VPN Settings [+

USB Setfings »

Captive Portal »

SETUP

PORT FORWARDING UT

The Port Forwarding page allows you to detect and re-route data sent from remate users to the 55L VPN gateway to predefined
applications running on private networks,

Configu: Applications for Port Forwarding

I Local Server IP Address TCP Port Number

| 97.0.0.64 125

List of Configured Host Names for Port Forwarding

I Local Server IP Address Fully Qualified Domain Name

] 152.168.15.25 test

917 SSLR—=bTHT—T 4 VI DERAIELET7 TV r— 32X b

TV r— a3 0Em

1.

2

1.

2

BEZREL

FAdd) RE2>Z&IUy o LT UTOBEEEZXRRLET,

Internet Settings 3

VPN Settings [

9-18

R hDEN
FAdd) R2>Z&I Uy o LT UTOBEEEZXRRLET,

DSR-1000N n.|

TV r— a0

SETUP

PORT FORWARDING LOGOUT

This page allows you to add a new application for Port Forwarding or adit the configuration of an existing application. The details will
then be displayed in the List of Configured Applications for Port Forwarding table.

‘ Save Settings | | Don't Save Settings |

Local Server IP Address:

[
[ ]

TCP Port Number:

REEE

=1}

BEAERER. [Save Settings] R2>&ET 1) w7 LTRERNBEFRELSSICERBLETD,

VPN Settings [»

USB Settings 3

Captive Portal 3

9-19

DSR-1000N a.l

SETUP ADVANCED TOOLS STATUS

PORT FORWARDING LOGOUT

This page allews you to add a new Host Name for Port Forwarding or edit the configuration of an existing Host Name.

| Save Settings ‘ | Don't Save Settings |

Port Forwarding Host Configuration
Local Server 1P Address: —

|

Fully Qualified Domain Name:

RA M EDREBEE

. [Save Settings] A2 &V Y7 LTHREABRERESICERALEY,

Port Forwarding Application Configuration ¢

SETUP > VPN Settings > SSL VPN Server > Port Forwarding DJBIC A Za2—% 7 ) v 7 L, UTOEEEZFRRLET,

DSR-1000N n.l

after they login to the
Portal and launch the Port
Forwarding service. Traffic from
the remate user to the router is
detected and re-routed based on
configured port forwarding nules.
Port forwarding requires the
cation of the TCP
application and local server IP
address that is being made

accessible to remote users,

[ o

Helpful Hints...

Enter the Local Server IP
Address and TCP Port Number
and save the settings. You will

Configured Applications for Port
Forwarding’ table where you can

e existing entry(s)
or add new en F

Helpful Hints...

Enter the Local Server IP
Address and Fully Qualified
Domain Name and save the
settings. You will be displayed
the 'List of Configured Host
Names for Port Forwarding'
table where you can further
ing entry(s) or add
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SSLVPN 7547 > MEERE

SSLVPN b2 RIVGSA47 7 MRE
SETUP > VPN Settings > SSL VPN Client > SSL VPN Client X = 1—
SSLVPN b > RIVO AT > hREZETVE T,

SSLVPN b2 IV AT METSOHRIRY V ETDIV—RBDRA > b Y —RA > bz RHBLET, SSLVPN IS4 7> A I—HR—
LD SEEENDHE. BEDT TR Y bHS IPT7 FLAL DNS. BLUWINSREZRD [Rv hT—0 78742 BNEFNIERENE T,
THUTEY. UE—RSSLVPN I SA 7V YV EIRRIGRY FD—OREEZE T, A—AIT T 5= 3BT SARN— by b T—72
FOY—ERILTICRTEHTEHLTEEXT,

VPN b IVT S AT > b OIRIE (PPP) DA > 2T T —AX7 RLAD LAN LOYPEET INA R EBE LGV EZRIET BT ENEETY, SSLVPN
BExY D=0 T7ZTZADIP 7 FLAGEREIF, I—RL—F LAN EEG2TF TRy FEIRFIBELGVEE ST ENETT,

HSATY DR b DA VRT TR ((—FRy b, EEEE) DIP T RLRIE, SSLVPN b2 UEEHTT 7 L AEN TS
ZLAN EDIL—ZDIP 7 FLAFK I —/INE—HT BT LIETEFR A,

1. SETUP > VPN Settings > SSL VPN Client > SSLVPN Client DJEIC A Z2—% 27U v 7 L. UTOEEEZRR~LET,

‘Wizard Helpful Hints....

»
Intemet Settings. » |§ SSL VPN CLIENT LoGouT J| An SSLVPN tunnel dient
provides a point-to-point
between the

VTR S | | A 551 VPN tunnel client provides a point-to-point connection between the browser-side machine and this device, When a SSL VPN E:""ef“f‘“dp S
client is launched from the user portal, a "network adapter’ with an IP address, DNS and WINS settings is automatically created, which P St Moce o s

Network Setting... [dl| | allows local applications to talk to services on the private network without any spedial network configuration on the remote S5L VPN router. When a S5L VPN dient is
cient machine. launched from the user portal, a

g ‘network adapter’ with an 1P
LA L address from the corporate
subnet, DNS and WINS settings
is automatically created, The IP

al s addresses of the client's network
Intemal Users D22 ¥ I client 1P Address Range interfaces (Ethemet, Wireless,
etc.) cannot be identical to the

= | Save Settings | ‘ Don't Save Settings |
VLAN Settings 3

Shlaas ULl | Enable Split Tunnel Support: O router’s IP address or a srver

5 0;1 the corporste LAN that is
VPN Settings [> DNS Suffix Optional ¢ |:| being accessed through the S50
USB Seftings (] VPN tunnel.

Primary DNS Server optional : ]
Captive Portal 3
Sscomiiey DS S S ]

Client Address Range Begin: 192.168.251.1
Client Address Range End: 182.168.251.254
LCP Timeout: [Seconds)

9-20 SSLVPN U SA T2 TR T2ET VL ARE

Jb—%1& TRull tunnel) & TSplit tunnely DY R—FEFFRILE T, [Full tunnel) B— RIZVPN > XILHBDT A7 2 O SIL—ZITTRTD
Mo TavoEFEELE T, [Splittunnel I E— RIEEBRIICIBELZV A7 > bDIL— MTEDWTTSANR—FLANIC S T 0 vV EZRELE T,
INSDT ATV DIL—MESSLTZAT Y MIFEDTZANR— b2y bT—IO DTV AZHEZ T, ZORER, BHED LANY—EX Lt
D77 AHEEH LE T, [Enable Split Tunnel Support) ZF v 292 &. ISplittunnel] HNEICEY ET,

2, USAT YV MUNIVEREETVED,

HE Bz
Enable Split Tunnel Support [ Split M > XIVEFRT HE. V5472 ML= MHBBRBTHUY —RFEFH VPN bRV ETT V€ XENE T,
Full b>2IVEERT S Split b RIVA T2 3 UDNEWEHZE. DSRIGFUll > xIVE—RTEWELET.,) 7
TAN= XY bD—=TILEFBL2IPT7 FLANVPN bRV ETT O CAESNE T, 75472 Mb— MIREL

TNELA
DNS Suffix SSLVPN 75 A7 > MIFEENS DNS YT 1 v 7 R4, TOREST T a>TY,
Primary DNS Server TIAT Y MRAMUER LRy b D=0 7 X T RICERET HDNSH—/A\DIP 7 FL X, KEEIEA T3> TT,

Secondary DNS Server CDREEH T3 >TY,

Client Address Range Begin | b > RV T B0 547> M. TDIPT7 RLATRIAET 27 FLADSEREL S XY bT—0 7 XS ZITH|Y Y
T27z&IC DHCP BB 5 IP 7 FLAZEIGELE T,

Client AddressRange End |7 547> by b D—0 7 AT 2ICEHT % DHCP D7 L REHEDET IP 7 KL X,

LCP Timeout SSLWPN b >R JVR OV IT—2 30 DI T REERELE T,

3. IEEZEHRER. [SaveSettings] RE 2%V ) vy LTRENBZRESLICBALET,
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SSL VPNERE

SSLVPN k> RIVDFEFEIV— bDERR. 7547 > bIb— FDIEN
SETUP > VPN Settings > SSL VPN Client > Configured Client Routes X — 21—
T TIESSLVPN 7547 > MCREEN TV A5EH/IL— bDRR. 751472 bb— bDOEMNETTVET,

I—RL—bRY FT—=VEEGZTTRY FDIPT7 FLA%Z SSLVPN 7 547> MIEIWETBIHBE. VPN bRV EBLITZAN— K LAN
NDT I L AT T HEDICT ATV bb— ZBMTERENBVET, &fee TSAN—MLANDT 747 T4—)b BEZDIL—4) (T
BIFBRET A v IIb—bDN VPN T 7 AT 04— VBT TZAN— b N T T4 v I ERET DREND Y ET, Split b RIVE— FHEIT
HBHBAE. VPN SRV SAT Y MMab— N ERET ZRENHVET,

1. SETUP > VPN Settings > SSL VPN Client > Configured Client Routes DIBIC A =1 —% 7 wvo L. UTFOBEEEZRRLE T,

o oo [ T I R T

Helpful Hints...

Intemnet Settings b || CONFIGURED CLIENT ROUTES LoGouT || For split tunnel 551 VPN dient
_ support, client routes must be
WE e R | The Configured Client Routes entries are the routing entries which will be added by the SSLVPN Client such that only traffic tothese | (sl -Aissetes
destination addresses is redirected through the 55L WPN tunnels, and all other traffic is redirected using the hosts (SSL VPN Clients) L PESEMINTE,
Network Setting native network interface. The table shows the destination routes that will be configured on the 55L WPN dient. For example if the 551

Setlting.. b
VPN Client wishes to access the LAN network then in SPLIT Tunnel made you should add the LAN subnet as the destination subnet on

DMZ Setup 4

5 b

this device.

‘--'IJ\N Sattings
J Configured Client Routes
Internal Ut Dat 3
0 e e e

Extemnal Authentica P
1 10:10.10.1

VPN Seitings [

Delete Add
USB Seltings » 2

Captive Portal »

255.255.255.0

9-21 SSLVPNZSA 7> Rb—hUX K

7347 bib— bDiEmM
1. TAdd) RE2>%=27 Uy LT UTOEEZRRLET,

DSR-1000N ”.l SETUP | ADVANCED STATUS HELP

Helpful Hints...
Intemnet Settings » |§ S5L VPN CLIENT ROUTE CONFIGURATION LoGOUT [ Enter the Destination Netwark
= and the Subnet Mask for the
Wireless Settings The Configured Client Routes entries are the routing entries which will be added by the S5L VPN Client such that only traffic to thesa nework and

destination addresses is redirected through the SSL VPN tunnels. All other traffic is redirected using the native network interface of the by
hosts {551 VPN Clients). For example if the SSL VPN Client wishes to access the LAN network, then in SPLIT Tunnel mode you should s Bt il e
add the LAN subnet as the Destination Network. MTEME O LTt aE e
routes/deleta existing ones.

13
Network Setting... »
DMZ Setup b

7 | Save Setiings ‘ ‘ Don't Save Settings |
VLAN Settings 13

RS Do
b | P L ——

Extemnal Authentica »

Destination Network: |:|
VPN Settings [

Subnet Mask: I
USB Seffings 4

Captive Portal 4

922 U347V —FDREEHE

2. UTOBEEERELET.

15 Btz
Destination Network | VPN k> JILT S A4 7> D SREXRZY b T—TDLIANDR Y 8 T—07 LA feldY T2y MEREC CICRELE T,
Subnet mask RIEHRRY N T—0 DY TRy MEREZTICRELET,

ER%ZRTER. [SaveSettings] R2>%EV vy LTRENBERESLCBERLET,

FRELREY 47> Mb— bETsplit tunnelJE— R CRRIFERA TN E I, SETUP > VPN Settings > SSL VPN Client > SSL VPN Client X — 21—
T TEnable Split Tunnel Support] ZF v 7§ 20EBHHY £,

ZE=1 MACOS IZ351F3 SSLVPN kY ZILDA VR M=V / 74 YA b—ILEIE
1. IgkEA—7> L. root Tvisudo #F£T L. sudoers 7 7 A JLEA—T> L% T,
2.

sudoers 7 7 1 JVDOFRET lusername ALL=NOPASSWD:/usr/sbin/chown,/bin/chmod,/bin/rm] ZBH1#%. R®EFEL . 77 7)bE27AO—X
LEd., (A—T4IESSLVPN I—ETlEE<. MACT7 AT FOA—Y4ATY,)

SSLVPN b RIVET VA VA =)V T BERIT/SAT— REERENTIFE. root D/AXT— REfeld sslvon I—F D7 AT TG
CMACA—HDTADY FDISAT—RFEAALET,



SSL VPNE&TE

A—YR—2)U

SSLVPN R—Z )V DEE

SETUP > VPN Settings > SSL VPN Server > Portal Layouts X —1—
AT INARCREENE SSLR—2IVLAT T b ERRL. R—2ILLAT 7 MW DD DRIFZHTLE T,

JE—PI—TDSSL b 2RIV (R=bTFT—=7 4 Y IEE VPN b XV TF—ERDWTNAZEAL T BETT A= bRy FT—IA
DTV REFLT 256 I—TFTR—2/)ZBLTOTAYLET, TOR—ZIVE IV—2EBEDNRET 2BUET 7 XLV EFEZ 1R
T LEERAE AR L?Di@“ A—YTAHIY FDMREEND FAAVEIBET DUELH VKT, Ffee PAAVEREAREYE— 21—
BRI R—2IVLAT O NEEERELET,

1. SETUP > VPN Settings > SSL VPN Server > Portal Layouts DEICA Za2—& 2 ) v 7 L. UTOEERARRLET,

DSR-1000N ‘z.| SETUP | ADVANCED TOOLS STATUS HELP

Helpful Hints...

Intemnet Settings PORTAL LAYOUTS The router allows you to create
a custom page for remote 551
ed

The table fists the 551 portal layouts configured for this device and allows several oparations on the partal layouts. :’s:‘nm’ ﬂ'ﬁ:;gef

instructions, available services,

23 3 and other usage details that ara
DMZ Setup p=rrﬁc to a domain are useful

on the authentication
O Layout Name Use Count Portal URL pL s iy

WVLAN Settings the user domain.
] SSLVPN 1 hittpe://0.0.0.0:443 /partal/ SSLVPN =8

Internal Users Data  »
™ MarkstingAccess o hittps:/(0.0.0.0:443 / portal/MarketingAccess
External Authentica »

VPN Settings [

USB Settings 3
Captive Fortal 3

Edit Delete Add

9-23  SSLVPN R—#Z)LD U X b

HE LIR—2)UiE BREE R A A VICEEMIF CEFR Y,

R—=2IVL AT FDIER

Jb—2&. UE— bk SSLVPN 2 —HIT8d U CEREEBSICIRREN D H R R LR=IBE/ERT DT EDTEE T, FAA U DIeHICH AR A XFRERE
R—2)VITIEFR L BB S Y. Thlck Y, IW—20EEEIX, JVE—I—PICR—2/VTRICBZZO074 VDFIBE, mlgeht—ER, HKXT
ZTOMABOHMEEEBET HIENTEEY, FAASVREP.RELIER—ZIVLAT I E ZORAASNCL D TRIATNDITRTDI—
POIHIGEIRTEE T,

R—%2)U LAN D IP 7 K L X DFIEBEIE https://192.168.10.1/scgibin/ userPortal/portal T9, i, TUser Portal) ') > B Lb—%2 GUI D
SSLWPN AZa—To Uy IENBEMIR—TVERLTT,

IW—2EEEF, SSLVPN X Z21—DRER—ITR=ZIVLAT 0 b EERSLORELE T, R—2)L&. NF—%& BLONF—aV T2y
HZDOR—ZIVOHMRI—FITH L THAEIART BT ENTEELT, R—2J/V%AIE SSL VPN R—42)LD URLIGEMENE T, Ffe. TDR—
Z)UIT GREE R A A V42MRT) B HTHNI—FI& TVPN Tunnel)] X—I%7fzi& TPort Forwarding) X—Y7xED)V—2AYR— T3 1D
LEDSSL Y —ERXTRENEK T,
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SSL VPNERE

1.

fAdd) Ra>%&2 Uy LTUTOEEZEFRRLET,

DSR-1000N l!.l

SETUP | ADVANCED TOOLS STATUS HELP

Internet Settings } || PORTAL LAYOUT CONFIGURATION LOGOUT

Helpful Hints...

When remote users want to

access the private network

Wireless Settings L8l | This page allows you to add a new portal layout or edit the configuration of an existing portal layout. The details will then be displayed P:r"ug&h ?npi:LFs::me;_(eMer
ini the List of Portal Layouts table on the S5L VPN Server> Portal Layouts page under the VPN menu. ey UL
Network Setting .~ b VPN tuninel service), they login
| Save Settings | | Don't Save Settings | H\roughme_zf_‘ilentParlal. This
DMZ Setup b portal provides the
authentication fields to provide
; P TTmee the appropriate access levels
VLAN Setiings
ST 4 Portal Layout and Theme Name and privileges as determined by

Internal Users Data  » e uxk s

Portal Layout Name:
External Authentica »

(exema aurertca ) |

VPN Settings [»

Portal Site Title (optional) : ]
USB Seifings »
FRSRERRIN | Barner Tt (opions) N

Banner Message (Optional) :

Display banner message

on login page:

HTTP meta tags for cache

control{recommended):

ActiveX web cache cleaner: O

SS1 VPN Portal Pages to Display
VPN Tunnel page: [
Port Forwarding: [

9-24  SSLVPN R—#2JVERTE

2. R=BIVLATIMET—RERET BledlclE. UTOBRERELET,

BHE

| B9

Portal Layout and Theme Name

Portal layout Name

RETNTVWBEAHRXZ LR—2IVD5ER%A, SSLAR—%2/L URL DEDE L TEREINE T,

Portal Name

FTvav) R—2)V2a%i8ELET,

Portal Site Title

(FTF2a>) U347V MRTDR=ZIVCT 72X T BBEICKRRENSR—2)L Web 75U FEEDZ A )
T,

Banner Title

(7 3>) A4 VEITSSLVPN 754 7 > MIERREND/NNF—2A1 M,

Banner Message

(7 3>) Ao VEITSSLVPN 754 7 > MIRREND/INF—A v t—T,

on the login page

Display banner message

AJAYR=YDNF— Ay —IBRREIERITA TV a VDb Y FT,

control

HTTP meta tags for cache

TOEF1UT A #EEIE. BRUIND Web R—=TVET =20 547> bD Web 750 FF v v a|llREENS
DEHEET, AA TV aVEBERT B EESEDLET,

ActiveX web cache cleaner

ActiveX F v v < 2 HIfH Web 7 1) —F#gEIE. TD SSLVPN R—2)UICDI—FHAT 4 > F 28E0DE 75— o T
ADST AT DT ZIFICH LTRITENE T,

SSL VPN Portal Page to Display

TDR—ZIVCEKRT B SSL H—E XUITHE> T TVPN Tunneled page] (VPN k> JLDRX—)( Port Forwarding] ((R— b7 47 —F 4 > J) &
FElEMAEBMCTHTENTEELY, R—UURENMTONDE L. FILIRESNER—2/UE. R—2)bL AT T DU X MGBMEINET,

3. ERZERTER.

[Save Settings] R2 %7 1) vy LTRENBZFRESIUCBARALET,




F10E SEGREY-IV

UTRFBEDOREBEEDHATT, HEITISCT. RE/EE /MEEETOTILEL,

RERE Eiis) SBR—2
USBTN\ARADEY b7 v T USB R— McHEE L7z USB 7/ 31 AE/ELE T, 171 R=
SV ERERAL BT —/ \DREZITTVET, 174 RX=Y
SRELAERRZE SRELEERRE OREZTTVE T, 180 X—=2
BEZAAY FRE IW—2DEBNELUY vV RT L—LREETVEY 181 RX=Y

USBTIN\NLRADEY b7y 7T

DSRHY—EZ)—RIclE. TV 2T 02X 77 A IHBDIZSHD USB A 27 T —Ihd ) ET, USB T/\A RADHR— MEEMICT B8l
GUI LDOBREIEIHEDH ) EFChe SHERADUSB X ML—IFNAREfeE T 27— )V aHmAT B DSRIV—2IEBENRIICIERE L 1= EiOes
DA TERHLET,

TaH Elis
USB Mass Storage |THBR— ] & LTERBENSzH. LANI—HlERy bT—U RS54 TELTDSRICERI B USB T4 X7 EDT 7 AL
W70 ATEET,
USB Printer DSRIFUSBEBLTERT AT 2NDT7 7 A% LANICIRETER T, TUVZFTA/NUE LAN KRR MCA YA b—)b
TNAERENBHIET, Ffee FT T v TIELAN ETUV2BD DSR &8 L TGEEENE T,

Windows RV VT V2 %8RET S

LTFOFIBETVET,

1. FRIMYTD RE2—b) # )y LET,

2. [JUVREFAX] ATV a3 vm#ERLEY,

3. AVUwoLT 72BN B&ERTZH. EOAZ1—LHD (T VEZDA VA=Vl BT v I LET,

4, TRy bT—=0F VB EFEHDOAVE1—RTERENTWE TV V2] DIIVFRZVEFRLC [hN] Ra>E7 ) v I LET,
(Windows7 D&, HRLTWA T UV 2—lFcD—BICldH ) FL8AL TERLET.)

5. T4 >a2—X%v bEFERIEEE/RHOZY bT—7 LD RICEFT 21 (Windows? DIFA. THET V2 — %24 CEIRT 5] &
RLET,) AFRL. UTDOURLZIBELE T, http//<)L—2DIP 77 KL X >631/printers/< E7 /L% > (E7TIVE&IEIL—2D GUI D USB
Status XR—INCERRENET )

6. AN RE2ZED ) w7 LT RRENEUA D SBEYE RS A /\EERLET,

7. RN R2VE )y LT T V20BINERT LET,
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BEGREY—IV

USB 7/\1 A D%
SETUP > USB Settings > USB Status X~ 1—
USB R— MTHERTT B USB 7/\1 RICEE T BIBRDFR. BL2ET/\A ADEYNLGEE, USB 7/\1 XITHEDREETOITENTEET,

1. SETUP > USB Settings > USB Status DJEICAZ1—%& 27U v o L. UTFOBEAZFRRLET,

DSR-1000N a.l SETUP | ADVANCED TOOLS STATUS HELP

Helpful Hints....

Internet Setfings » || USB SETTINGS Do you knaw that this page will
= update dynamicall

Wireless Settings LAl | This page displays information about the USE devices connected to the USE poris). This page also allows user to do certain #atu:;idﬂ"i 1;'15? ﬂ‘f‘ﬁt i
configurations on USB devices, such as safely unmounting the devices. conns o : router, It is
Network Setting... 3

USB-1: Storage Device Settings

Device Vendor: 20

¥ Device Model: Flash_Disk

Mount Status: Mounted
UUSB Settings

Device Vendor: A
Device Model: NA
Device Type: NA

Mount Status: NA

10-25 USB 77/ \A X (DIREE

IW—ZDSN\— RO 7 EREITEYNT fedIcik < gIlc [Safety Remove] A2V E T ) v §BTEAaBEIDLET,
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SERREY—)Il

USB B XR—F

SETUP > USB Settings > USB SharePort X —1—
AIV—2 THIAFTREGHER— MEEERET 2T LD TEET,

1. SETUP > USB Settings

>USB SharePort DIEICA =2 —% 7)) v o L, UTFOBERZRTLET,

USB Sefiings [

Captive Portal 3

DSR-1D00N n.| SETUP | ADVANCED “ STATUS HELP

USB SHAREPORT LOGOUT

This page allows the user to configure the SharePort feature available in the router,

| Save Settings ‘ ‘ Don't Save Settings |

Enable USB Printer:

Enable sharing: (|

Enable USB Printer:

Enable sharing:
Sharing Enabled interfaces
VLAN Name Enable Printer Enable Storage
default ]
dlink ]

10-26 USB HBER— HDRE

UTFOmENH)ET,

Helpful Hints...

The USE storage devices and
USB printers connected to this
router can be shared accross the
network and can be accessed
from any host connected to the
network.

USB-1 (storage)

HE |

A

USB-1/ USB-2

Enable USB Printer [BRT B &, JL—R(THRTT B UB TUVZD v FI—0&2RBBLTHBETESLSICEVET,

RANOEMTY) Y 2BEE CUTOIARY REFA LT V=2 ICERL. BUGEA VA N—)VEHT) V2 RS\ &ERHD
LAN RA MMEUSB U > RICT U2 ALETS, http//<)b—%4 IP:631>/printers/< 71 > 2% >

T1) > 28E USBRREN—Y THRTEET,

Enable Sharing BIRTAHE, IV—RICERTHUBAML—ID, 2y b T—0&EBRLTHEETESLDIBVET,

Sharing Enabled interfaces

USBHBDBWE LAN A 22T 1 —XTlE, DGELEL 1 DDA VR T T—ADHBERIET 2 cDIGRIRT H5ELH Y ET,

Enable Printer BIRAVEZTT—RDT ) 2HBEENCLET,

Enable Storage BIRAVATI—ADA M L—IHBEBNLET,

2. EREH. [SaveSettings] RZ>&V Uy Y LTRENBEZRESSOBERLET,
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JEY—I

B

%ﬁB B\niE

=2 BEDOREOO—HIVI—HT—2X=Xd, BE. GUI ElE CLINDERBT 7L A% T 2DICHEREINE T, AEEREET —/ U
RONCZZE2TH Y |IRT VL RARA > bOBEFAI T B8, IPSec T FRA Y M &EFREFT 218, E5IC. VLAN EDF v 770 TR—
ZBLCIT7 V2R ZFHAI T 2IEREINE T, &7 3 /'C < b2 TR BETRERERAE Y —/ N LB E@Z\Exﬁ: COVWCERAELE T,

2

[Server Checkingl RZ Vi&. TNTDIFBEICHRE LT — /) \ \OBGMHE RIS 5DICERINET,

POP3 #—/\
POP3 I, TCP/IP BRI L TA—IUCRG—BMICERENET T r—> 3> LA vO70FLTY,
FBDIT, K— b 995 42D SSLEES{L &
BEEENE T, SSLEESLAERETNEVMES

=24 kS 7 4w % POP3 Y —/\[TEE
CEREEY —/\EEBLE T, POP3 H—/\DiEBAZIX. 1—FH7 v FTO— R LIz CASEEICE ST
&, R—F110I&POP3SBEE RS 7 v v ZIERENE T,

DSRIL—4I&, BITPOP3 7547 bELTHBEL. NEBPOPI H—/NICERRT B &L TA—FABIELE T, DAL 73 3 VI IPSec,
PPTP/L2TP H—/\. BKUF v 77« T R—2)V1—F THIERIEETT, PPTP/L2TP ' —/NEH® POP3 I&. PAP TO#MHR— L THY. CHAP/
MSCHAP/MSCHAPV2 BESAL TIE T R— b L TWEWT Sl TEFERLEEW

POP3 H—/\DRE
SETUP > External Authentication > POP3 Settings > POP3 Server Configuration X =1 —

1. SETUP > External Authentication > POP3 Settings > POP3 Server Configuration DJBICAZa2—% 7 1) v 7 L. UTOBEEERRLET,

DSR-1000N ”.| | ADVANCED TOOLS STATUS

Helpful Hints...

SETUP

External Authentica [

is mandatory to select a
This page allow user to configure pop3 authentication servers, certificate authority.
‘ Save Settings | | Don't Save Settings | 3
Server Checking

Authentication Server 1 (Primary): |:|

Authentication Port: 110

SSL Enable: (|

CA File: I'Zl

Authentication Server 2 (Secondary): ’:|

Authentication Port: 110

SSL Enable: O

CA File: =1

Authentication Server 3 (Optional): I:I

Authentication Port: 110

SSL Enable: O

CA File: E—

Timeout: [ tsecondn)

Retries:

X 10-27 POP3 S8aE—/\5%

2. UPOEEZERELET,
BHE Bz
Server Checking HRELY—NOREDF v I, BLOT—/I\OBREBOBEELZTF T v LET,
Authentication Server 1 (Primary) | 7254 < USREES—/\D IP 7 KL X,
Authentication Server 2 (Secondary) | A > & UEBEES—/\D IP 7 KL Z,

Authentication Server 3 (Optional) | H—F (A 7> 3>) S —/\DIP 7 KL R,

Authentication Port FNZFNOREE Y —/\DEFRIAR— b

SSL Enable POP3 D SSL Y R— b EBMICLE T, A4 T arhEWNEHRE. CA GRELR) BEIRT 20EBH SV ET,
CAFile POP3 t —/\(DEFRAE A 1REE T 5 CA (BREER).

Timeout FEEH —/ \D S DRI T B/ — 2 DRFBERE (1) #RELET,

Retries V=B HBIIEBEPHBDHIC POP3 H—/\ZfT2 ) M S A REERELE T,

3. E®. [SaveSettings] R2>&V vy L THRERBERESLCERALET,

E}'L/-—i Lf;wquﬁ_/ \@ |D %@DE@—%TL
ICERY 2EED CAZFTCEY,

[Server Checking IR 2 & B&E LTc—/ \‘f\@}%‘?‘*’l‘i%ffﬁfh?%@blﬁ%*ﬂi?
2avD—8&E LT CAT7AIVEFBRALET, 3 DDORET—/\DZFNZTIH

DL.D

C.POP3 ¥ I—



B

=EY—IU

POP3CA 774 IVD7T v 7A—F
SETUP > External Authentication > POP3 Settings > POP3 Trusted CA X —1—

1. SETUP > External Authentication > POP3 Settings > POP3 Trusted CA DIBICA Za2—%& 2V v o L. UTDOBEARRLET,

DSR-1000N a. SETUP | ADVANCED TOOLS STATUS HELP
User can add and delete CA Files

Helpful Hints....
here.

Intemnet Setfings POP3 CA FILES LOGOUT
Wireless Seftings This page shows the list of POP3 CA Files. .
MNetwork Setting... »

o
DMZ Setup »

ovzsa v
WLAN Seitings 3

Delete Add
Intenal Users Data  »

External Authentica  [»
YPN Seftings (3
USB Settings »
Captive Portal 3

X 10-28 POP3CA 77V R b

CAFile

POP3CA 771 ILDYU R b HAFRRENE T,

2, [Addl R&a>EI7UY I L. UTOEEERRLET,

DSR-1000N ”. SETUP | ADVANCED STATUS HELP
Helpful Hints...
Network Setting.... »

DMZ Setup

POP3 CA FILES voGouT [| Browse a CA File and dick
Upload to upload a CA File.
This page allow you to upload a CA File. ' -

Upload POP3 CA Files

Add POP3 CA Files: |
Upload
Internal Users Data  p -
Extemal Authentica [>
VPN Settings »
USB Setiings 3

Captive Portal b

BJ10-29 POP3CA 77 )LD7 v 7FO— K

3. FE#H. [SaveSettings] R4 2%V 1wy LTRENBERESICBEALET,
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BEGREY—IV

NT FXAL 25—

SETUP > External Authentication > NT Domain Settings X =1 —
NT RXA 2 —/\IE EFEEHD TWorkgroup] #ZEBLCTI—HERX MABEBDFRMETAS L DICLET, BB Windows FEzld Samba —
NEFERALT. REI—TOMEEET 4LV FUITHT BEEED KAV EEBLET,

1. SETUP > External Authentication > NT Domain Settings DJBICAZ2—%2 27 ) v o L. LTFOEEZHRRLET,

DSR-1000N a.l

External Authentica [
VPN Settings 3

USB Settings »
Captive Portal 4

O oo | wos | T
Helpful Hints...

NT DOMAIN CONFIGURATION LOGOUT m:\:zg{]:zp ;c»r:( ot T e
This page allow you to configure NT Domain servers. g{ﬁ‘?jﬁiﬂ; m&;?ﬁ:
| Save Settings | | Don't Save Settings | authentication server 3

Server Checking
Authentication Server 1: I:l
Authentication Server 2: l:l {Optional)
Authentication Server 3: I:l {Optional)
Workgroup: l:l
Second Workgroup: l:l {Optional)
Third Workgroup: [ ] toptena
Timeout: |:| {Seconds)
Retries:
First Administrator Account: [ topsona
Password: l:l (Opticnal)
First Server Hostname: l:l (Dpbional)
Second Administrator Account: l:l {Optional)
Password: |:| (Opticnal)
Second Server Hostname: |:| {mtional)
Third Administrator Account: [ ] tosonsn
Password: |:| (Opticnal)
Third Server Hostname: l:l {Optional)

10-30 NT R X4

A 2R — /I \RTE

2. UTOEAERELETT,

HE

Biis

Server Checking

FELEY—/N\OREOF T v I, BXOY—/\OBEBOEEEZF TV I LET,

Authentication Server 1 (Primary)

TIARUREY—/\D 1P 7 FL R,

Authentication Server 2 (Secondary)

LAY ZVERHT—/\DIP 7 FL R,

Authentication Server 3 (Optional)

Y—K F 73y FEY—/\DIP T RLA,

Workgroup

SRELH — /N1 DT =0 )b—"F, FBAED NT KA A &2 A 7l TWorkgroup| #EREE LET, NT RAA >
SR ESRTET DDITHE L TN B Workgroup IC DWW TIEEBEICEHNEHLE TLLREEL,

Second Workgroup (optional)

FT2aV) REAT—N20T7—77IL—"T,

Third Workgroup (optional)

(FT2aV) REAEF—N\3DT—0 T IL—"T,

Timeout SREE —/\D B DISEICH T B I — 2 DRFEEE (B)) 2RELE T,
Retries JL—ZDMIRE D& BRI POP3 H—/ <75 ) F A EEAERELET,

3. [SaveSettings] R2>&D 1) vy LTRENBERESSCEARALET,
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RADIUS H—/\
SETUP > External Authentication > Radius Settings X — 1 —
EREFIVTADIVE—T T4 RXE—Fl& WPAB KU/ £/l EWPA2 £+ 1 1) 71 ICRADIUS H—/\ZEFEA L E I, RADIUS H—/ N1,

RADIUS BREEZ Y 2 707 7 A L TCEICENTZ AP NDEIRT A 7> b OERZSRE S 21 DICRESNT IW—EDBT VLA TEBIRE
NHUET,

1. SETUP > External Authentication > Radius Settings DIBICA Z1—%2 ) v o L. UTOBEEAFRRLET,

DSR-1000N a.| SETUP | ADVANCED TOOLS STATUS “
Helpful Hints....
wors s oo

Wireless Settings b This page configures the RADIUS sarvers to be used for authentication, A RADIUS server maintains a database of user accounts used

The RADIUS server is an

ciate
wireless dients to an AP using

in larger environments. If 3 RADIUS senver is configured in the LAN, it can be used for authenticating users that want to connect to & authentication. This
(=TI N | | the wireless network provided by this device. If the first or primary RADIUS server is not accessible at any time, then the device will Rﬁmi a‘:]_ "“E"jf_”“é‘r_ S

attempt to contact the secondary RADIUS server for user authentication. Gem i il ‘:'d oI d‘f l
DMZ Setup » as Enterprise mode, and is

available for WPA or WPAZ

| Save Settings | | Don't Save Settings ‘
VLAN Settings >
Use Mor
(RiEAil S Laila Radius Server Configuration

External Authentica  [» Server Checking

VPN Settings »
Authentication Server 1 (Primary): 192.168.1.2
USB Settings »
Authentication Port: 1812
Captive Portal »

Secret: sssssasanEes

i

Timeout: {Seconds)
Retries: E ]
Authentication Server 2 (Secondary):
Authentication Port:
Secret:
Timeout: (S=conds)
Retries:
Authentication Server 3 (Optional):
Authentication Port:
Secrt
Timeout: (Seconds)
Retries:
10-31 RADIUS —/\5&7E
2. LUTOEEERELET,
BE Bz
Server Checking RELIEY—/I\DREDF v I, BLUOT—N\OBBOEEEZF TV LET,

Authentication Server IP | —/\&EBBIT BFcDITHETYT, IL—2HR T4V F—NICBETERWVBEIHEICSECTEA YA RADIUS
Address Y= TREZRELE T,

Authentication Port RADIUS H —/ \#EfHiD =D AR—

Secret TDIV—2HEE LTz RADIUS —/\\DOY A VEHRENZHREY—7 Ly bEANDLET, TDF—IERADIUS
Y= \OMERIC—HT 2RELDHY £T,

Timeout / Retries T4—IVRIET AR VICEETERWGEICE AV A VICBENT B8, £lldT—/\EDBEINFETHZIBEIC

RADIUS EREEZ sl M B e DIFEREINE T,
- Timeout - FREET —/\H' 5 DSBS B/L—2DFERE (B) #RELET,
« Retries - JU—2 HBMUIBE D& B HIIC POP3 U —/\TT5 U b SAEEERELE T,

3. [SaveSettings] R2>&EV v I LTRENBEZRESLCBERALET,
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Active Directory H—/\

SETUP > External Authentication > Active Directory Settings X = 31—

Active Directory 58iEld& NT KXo VEBsI A HR3E LTe/\— 3 > T, Kerberos 70 k J/bi&k. OU (Organizational Units : $8#&M) T/ IL— 71k
TNBDI—YDOREEDFOHICHIBAENET T, K. NT RAA VT —/NEFOI—HFICHIRENE I H. Active Directory H—/\TlE. 100 S E
OERI—TOEELETR—FLTVET,

SRE LTeEBa Y —/\ & Active Directory R XA > &ER LT, AE8D Windows XN—=XDH—/NIZHB1—DT 1 LU b ITEET 215G

ICLET, AREEA T a>E, SSLVWPN IS4 7> b A—HFICH@BTH Y. £z IPSec/PPTP/L2TP 7 A4 7> b+

==
\

o

[T BET,

1. SETUP > External Authentication > Active Directory Settings DIBICA Z1—% 21 v L. UTFOEEAZRTLETY,
ovesoon [T TS N N
Helpful Hints...
e e T ] o ot T
TR TSN | This page allow to configure Active Directory authentication servers. ﬂ:ﬂ:ﬁ“ﬁiﬁ” TR
| Save Settings | | Don't Save Settings ‘
Internal Users Data  » Reryen Dnesiing
External Autnentica [»|| Authentication Server 1: 1
VPN Setfings 3|| Authentication Server 2: [ toptonan
Authentication Server 3: [ toptionan
Active Directory Domain: :‘
Second Active Directory Domain [ toptionad
Third Active Directory Domain l:| {iOptional}
Timeout: |:| (Seconds)
Retries: ]
First Administrator Account: [ toptionan
Password: |:| (Dptional)
First Server Hostname: l:| (Optional}
Second Administrator Account: [ ] toptionan
Password: l:l (Optional)
Second Server Hostname: [ toptionan
Third Administrator Account: [ toptionan
Password: l:l {Optional)
Third Server Hostname: l:l (Optional)
10-32 Active Directory 585E ) —/ \&RE
2. UTOEEZRELET,
EE i
Server Checking RELT—NOREDF v Y. BLOCT—N\OBBOEREZF v/ LET,

Authentication Server 1 (Primary)

ToARVEES—/I\DIPT FLXA,

Authentication Server 2 (Secondary)

THYZVEHT—/I\DIPT FL R,

Authentication Server 3 (Optional)

Y—F FT73y) SEEY—/\DIP T FLA,

Active Directory Domain

TOT47 74 L7 NUDRRREERZA TTHZBE. AT V714 TB5T4 L7 M) RAAVREAIT 20
BRABUET, TNEDT 9T 47T 4L bUDA—TRZEIRT— RAEFERTZTEICE>T 7I9T 4
TT74L7 ) TF—=ER=CEFINTWBI—HIE. SSLVPN R—ZIVCT Vv R T BT ENTEET,

Second Active Directory Domain

FT2a)BEHT—N20T7 07 4TT4LT M) EAALY,

Third Active Directory Domain

(7¥32) BEY—N3DTI74I7 LI R FAL

Timeout R —/\DS DB T B/ — 2 DRFBERE (1) #RELET,
Retries JU— 2 HIRE D& B BT POP3 H—/NIZfT5 U F S/ EERELE T,
3. [SaveSettings] R2>&V v T LTRENBERESLCBERALET,
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LDAP H—/\

SETUP > External Authentication > LDAP Settings X — 21—

LDAP SRaEATIE. Ib—2 EAERS —/ \B CRRaEAAE A g ADIT LDAP R L E . LDAP H—/\I&. T« L7 M UBRAICKBRED I —
DT —EN—REFFLET, 2O, BLI—TRTEELEZ VIV —FCFBET 21— Hid. I—FBERANBEBNG A AICREINS T EH S,
FRRIENE T, BH. Windows (CHF D LDAP B —/\E fzld Linux H—/\DRE L. 1—HYEREEAD NT KX+ > Active Directory Y —/\DRE
K BRBERICEBEICIZ>TVET,

IW—ZICREEINIEFIE. IV—2EZDRA ORI ZBELET, LDAPBM. FA1 2% (DN). BXUWK DL DIFETIEERE AT b
& INAT— & LDAP —/N\IIV—R D= 5F—T + —IL R T,

1. SETUP > External Authentication > LDAP Settings DIBICAZ21—% 7 ) v o L. UTFOBEEARRLET,

DSR-1000N n.|
Internet Setlings

SETUP ADVANCED TOOLS

STATUS

Helpful Hints...

LDAP CONFIGURATION LoGouT || The user can configure

authentication servers for LDAP

This page allows a user to configure authentication servers for LDAP authentication. ﬂzm:h:“u&.:f;:sh:; 2‘:\?‘;
‘ Save Settings | | Don't Save Seftings ‘ Eﬁdééﬁh&%ﬁmﬁ
and timeout value.
Server Checking
External Authentica [ Authentication Server 1: I:l
VPN Setfings 4 Authentication Server 2: |:| (Cptional)
Authentication Server 3: |:| {optional)
|
LDAP attribute 1: |:| {Cptional)
LDAP attribute 2: [ tossemad
LDAP attribute 3: [ tontonan
LDAP attribute 4: [ tontonh
LDAP Base DN: ]
Second LDAP Base DN [ ] tcpsonay
Third LDAP Base DN [ ] tomsenan
Timeout: [ ] (seconan)
Retries:
First Administrator Account: |:| {Optional)
Password: |:| (Optional}
Second Administrator Account: |:| {optional)
Password: |:| (Optional)
Third Administrator Account: |:| (Cptianal)
Password: l:l (Optional}

10-33 LDAP 5REFT —/\&&7E

2. TOEBEERELET,
HH B
Server Checking FELEY—NNDREDF T v I, BLOT—/I\OBREBOEELZF T VI LET,
TSARYSBEST—/\DIPT7 KL A,
YAV R USRS —/\DIP 7 KL A,
Y—K (A7 3>) FEREF—/1\DIPT7 FLZ,
LDAP H—/\TERE TNz LDAP I—HICBHET HEBIETT . SAM 7D bA. Associated R AA &G E
DEMEEHET, BLI—TEERF > TV TERLGSI—VPERDITZDICINSEZFATEE T,
LDAP SBREEN—R R AL V2 EREE LET, DR AA VT LDAP SREAFERYT 2 X—X DN IC DWW T
BEEICEVEDETIREL,
(A7 3>) SRS — /N2 DR—RA KX A V4,
(AT a) FBEAF—/IN3DR—R R AA V4,

Authentication Server 1 (Primary)

Authentication Server 2 (Secondary)

Authentication Server 3 (Optional)
LDAP attribute 1-4

LDAP Base DN

Second LDAP Base DN
Third LDAP Base DN

Timeout SR — /I \D S DISEICHT DIV —2DEERRE () #RELET,
Retries JV— 2 HRIBE DD DHETIC POP3 H—/\ZiT75 U b S A BIEERELE T,

PPTP/L2TP #&#5tlC LDAP BREEDNE & ENBRHEAENS LDAP —/\D TS A UEBT T b,
(FT2ay) ToARVEBE/INRT— R,

(72 3>) PPTP/L2TP il LDAP BREEDAE L ENBRFCFERAENS LDAP F—/\DEh > 2 U EERT
Tk,

First Administrator Account

Password

Second Administrator Account
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1BE B!
Password (A7 ay) why REBEZE/INZAT—F,
Third Administrator Account (F T2 3>) PPTP/L2TPHIC LDAPRREED M E & SN BBFICERENS T — FLDAP Y —/X\DBERTH U > b,
Password (F T ay) H—FEBEE/\RT— K,

3. [SaveSettings] R2>&V v I LTRENBERESLCBERALET,

SRR

ADVANCED > Certificates X = 1—

TS — b~ 1A SSLEEBEE (HTTPS & SSL VPN ER3EAE) & [EERIC IPSec VPN BREEIC TV 2 )VEERRZEAFER LTI, NUHS 1Lk {Hshn
TWABTER (CA) 5TV RVEIEEZAF TSN, £k, DT — Moo+ THRAEGHEZER L (HEIBBDIIBELERS LUE
BTBDTENTEET, ¥— bV AIEBCBRIAEN G Y. CERDX Y M —VEHIUSCTRAIBICK > TEBEINEDERIRT ST
EDTEZXY, CASERENY —/I\DT ATV T4 T ICBBT 238V REZIRE L TH Y. ZLDBERY FT—V VPNV 21— 3 VDRAES
HEE>TVEY,

1. ADVANCED > Certificates DJEIC A —21—%# 27 v o L. UTFTOBEEERRLET,

o oo [

Application Rules 3 Helpful Hints...

Website Filter » || certiFIcaTES :::E:gﬂe ot and_‘ -

digital certificates. The router

Firewall Seffing... 3 13
Digital Cartificates (also known as X309 Certificates) are used to authenticate the identity of users and systems, and are issued by has_a defauit mlf—_srgned
Wireless Settings 3 Certification Authorities {C&) such as VeriSign, Thawte and other arganizations. Digital Certificates are used by this router during the certificate, and this can be
Internet Key Exchange (IKE) authentication phase to authenticate connecting VPN gateways or clients, or to be authenticated by replaced hy(c.nesigna‘l b‘r’ d_
Advanced Network_. » remote entiies. known Certificate Authority if

needed. Note that a CA

- certificate provides strong
By ¥ || Trusted Certificates (CA Certificate) assurance of the server's
identity and is a requirement for

Certificates O CA Identity (Subject Name) Issuer Name most corporate network VPN

IP/MAG Binding solutions

Switch Settings
Active Self Certificates
Intel® AMT

[[] Mame Subject Name Serial Number Tssuer Name  Application Type Expiry Time
Package Manager

Upload o

]

ete Default

Self Certificate Requests

1 Name Status Application Type Action

New Self Certificate Delete

10-34 IPSec & HTTPS BEDT&HDERE T )

SERAEA 1 —TCTRIRET — bV I AICA— FENTWSEAE (CABLUBEERLDEA) DUA BRI L ENTEXRT, FTA K (CA)
SEFRED Y A MG T DERET — 2 D RRENE T, ¢

5H B
CAldentity (B 7V 17 b)) | AETIldBRICGIRAEERITLE T,
Issuer Name (¥17%) COFFREZHEIT LIt CABLTY,
Expiry Time (HARR) D bR SEFRELEINICE S BT,

BCEAER. SEADT/NA REHERYT 2 CAILL > THITENLERETT (Frld. CADT ATV T 4 T A REDDBLGWEEITITECE
BEERAE), Active Self Certificate 7 —7IUFIRTES — bV 2 AICO— FENTVWBEBIREERRLET, &7y 7O— FEN TV 2 ECEHRE
I LCUTOBERONERTENE T, -

5H B
Name (%#F) COIBREFEET 2DICERT 2881 Ch Y. IPSec VPN E7 Efeld SSL I—HITIEFRTEINE A
Subject Name CDIFRZEDFBEEE L TRRINAEBITY, IPSec £/zld SSL VPN E7HEMBICRREN D 2. ThIEAR
(H7Vz0b2) ICERENZDORHBTHBINETT,
Serial Number (3 77 )L&S) | U 7 IVBEBSIE CAICE > TREFEN. TOBRINGEIAEERET 2dltERINET,
Issuer Name ($177&) COOFERAEERIT LI (B L) CARTT,
Expiry Time (HARR) ELIRSHNEMCE S BT, BRAYINZEICGIAEEEH T HNETT,

BHOAAEZE CADBEL T 2L DICU I IR M T BDITE BAF/INTA—ZDANZTZLICE2T I — UMD SEIEERER (CSR)
EERTHIEDNTEET, TLUBRDDHICTNZ CAICELE T, BREINDECALLD SR MIREFEERRSEL 7Y 70— FEn,
T=hITADTATVTATAZBNNCT 2BCMBELT VT AN— b FTBHTEDNTEET, BLAAER. ¥ — VI A DEEREBMICT
BDICET ED IPSec KU SSLIFFUTFERINE T,
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SERAA Yy FERE

ADVANCED > Switch Settings X —1—

DSR ClE. EBEDOFBICEDVWTN— R IV OHBEBENZRETEET, FEAD LAN XA v FICHERIEEG 2 DD [T =] 7Y 3 Vi
V2 ORT—RRA ET—TIWEBHAT—2AICL2EBENTY, $fe. BEGRAYTFREL LTI v YRTL—LETFR—FLTVET,

T VRTL—LIE 1500 N1 U EDRAO— FEF DA =2y b TL—LTY, TOF TV arvHEWEHBEa. LAN 7/ RET v R —
P CERERMMT DT ENTEET,

W= DEENELUY vV RT7 L—LOBEME / BME D RIBE T,

1. ADVANCED > Switch Settings DIEICAZ2—%& 7w L. LTFOEEZHRRLET,

DSR-1000N / / “l ADVANCED | TOOLS STATUS HELP

Application Rules Helpful Hints...
Website Filter » || SWITCH SETTINGS LoGouT [ There are two options available

to support power effidency on
. ; T " the router. With Length
Firewall Setfting... This page allows user to enable/disable power saving, jumba frames in the router. Detection State anabled, the

3 e g = Ethemet cable link | will be
Wireless Settings 4 | Save Sstiings | | Don't Save Ssttings | detI;:T:d ?}ﬂiel?u;eﬁéw

power to the port will be
madified accordingly. Jumbo
Frames option is available to
exchange traffic contzining

Power Saving by Link Status: ;L;:tc.;ﬁames tei\an e
Power Saving by Cable Length: »

s e v
Switch Settings Enable Jumbo Frames:

Intel® AMT
Package Manager

B 10-35 BBABLUOYV vV RT7L—LHRE BE

2. UTOEEERELET,
BE | Rt
Power Saving Options

Power Saving by Link Status ~ [B#ICT B &0 LAN XA Y FICK BBEENIIERA— MUCKE > TELGZZ#EL TV ET, B—DR— A
BT 556, 2RNTEEERIEE LAN R— MBS T 2HB8 8 U/NhE <l i@“o
Power Saving by Cable Length | B#ICE 2 & LAN X1y FIEBWT —TIVEHNZDR— MIEFRINTUVBRHEIC LAN R— Mfitiaens2e
R EEEREZ RO SEET,

Jumbo Frames Options
Enable Jumbo Frames | BT e LANBITNA R v Y RIL—LEBG NS 74 v I ERTES T,

3. IERARTHE. lSaveSettings] REZVET vy LTRENBERESLOCERBLET,
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VAT LER

FNE YATLEE

UTIEABDREBREDHATT, BEITSCT, RE/EE /EEETOTILEL,

REEE B ZRX—Y
TRV FA—)VDRERE A—Y7ov 0> rO—ILREELET, 182 X—3
SNMP %7€ SNMP BEZTTWVE T, 184 X—=
AA [\ —> & NTP DFRE BALY—=2, YI—Z2A L NTPH—/NOREEZ LET, 186 X—3
OJ®E T7AT A=V VPN . BRUERAP EBCIE S T4 v 71T 200 Ay 27— 187 K==
JDEEEREDREETVET,
AV T4 b—a>y)\y o7y TEEr | AV 740 L—2a>yT7AIVDINy Ty TEBETETVET, 193 X—3
DBGLOG D4R =R RAEEDBRT BTcdic T/ N\ IO\ r—I% Lo 0—RLET, 194 N—2
T7—LIoTTDT YT L—NR BIEE Web R—IDSHLWW I F Uz 7 N\—I 3 VIcBHLET, 195 X—3
USBIEEHDIL—Z2 DT 7 — L7 T 7 FEH USB AERURFERBLIZ7 7—Lo 707 v 7 L—RK OAv740L— 32D 196 X3
Ny o7y FEETaT0Ed,
2AF w7 DNS DFRE BAFZv Y DNS Y—EZADREETVNET, 197 X—3
MY —ILODfER Py —IVEER L CGBEREEBENGRY N T ORSMEEHELF T, 198 X—3

77X bO—IVDERE

ToARVERILTZOTDOGUI ZRBALTIDT — I IA(ZRETHIELZEHRLE T, GUIIET—FTTADLANIP 7 FLRE HTTP &
BRATAHZETLAN /—FD 6. feld. F— I T ADWAN IP 77 KL RE HTTPS (HTTP over SSL) ZfAT 5 & TWANDS GUIICT 74

AFBENTEEY,

IP KU —D/E
PICTN—TTR Y —ZRELET,

1. SETUP > Internal Users Data > Groups TxtI5d %7 )Lb— 7 &EIR L. lLogin Policies] R2>&x 7 Uw o LT, UTOBEAEFRRTLET,

SETUP

DSR-1000N n.l

GROUPS

Intemnet Settings 3
\Wireless Setlings 3

This page allows user to add login policies for the availzble users,

Helpful Hints...

LoGouT [ You can disable login for a user

Network Setting.. »

| Save Settings ‘ | Don't Save Settings |

Group Login Policies

DMZ Setup 3
VLAN Settings »

Internal Users Data  [» Group Name: Test
[ LT SlY| | Disable Login: ™
Deny Login from WAN Interface: [}

VPN Settings »
USB Settings »
a 3

Captive Porial

X 11-1

2. UTOEEZERELET,

JI—=JagdA4 R —F T3

5H PR
Group Name AJA4 VR —HRETEZ VIV —T2ERRLET,
Disable Login FIvITHEERTIN—TADI—TFDTNARCBITEBERA VR T T—ANDAT AV EBIET BT ENTEXT,

Deny Login from WAN
Interface

FIviTsE TOTI=TOI-FRWAN ([RFRY FT—0) A2 TT1—ADSATA T 2D%HLET ST
ENTEEY, TD3

B.A
ZZI=IN

LAN ZBLTeO T 1 U EIFHEIENE .,

3. IBEEAEFREHE. [Save Settings] R2&E7 1) vy LTRENBEFRFSLCBRLEY,



Admin &E
TOOLS > Admin > Admin Settings X = 21—
=2 DFRFRERELET,

1. TOOLS > Admin > Admin Settings DIBICA Z2—%2 1) v o L. UTOBEEAFRRLET,

EEY) | e | owoo RN e | w

Admin > Helpful Hints....

Date and Time ADMIN SETTINGS The System Name identifies the
router for node identification

Log Settings This page allows user to set the router idenfification name, and remaote logging.

‘ Save Settings | | Don't Save Settings |

Firmware

Firmware via USB
Dynamic DNS DSR-1000M

System Check
Set Language

11-2  Admin Settings B/

2. UTOEBEERESFLUORTLET,

HE Bkl
System Name THUZIV—2DFERFTH Y. Tstatus summary] R—=JICRREINET,

3. IEEARE®. [Save Settings] K2 V&V 1) vy LTRENBEFRESLOBERLET,

)E— MER
TOOLS > Admin > Remote Management X —1—
HTTPS & telnet 77 £ ADMEA%Z IP 7 FLADY Tty MMCHIBRLET,

1. TOOLS > Admin > Remote Management DJBEIC A Z21—% 7 ) w7 L, UTOBEERRLET,

Y | v | oweo DTN e |

Admin [ Helpful Hints....

Date and Time REMOTE MANAGEMENT LoGouT | HTTPS and 55H access can be
restricted to a subsst of IP
5 »

O From this page a user can configurs the remate management feature, This feature can be ussd to manage the box remotely from a..ddF‘SSE Mrnmish’a_tur and
WAN side. Guest users are pemmitted to
login to the GUI, and User Login
= Policies will allow rerm
| Save Settings | | Don't Save Settings | management over HTTPS to
take place as configured.
ElimareviaUon Remote Management Enable r
L DN Enable Remote Management: )
System Check Enable Remote SSH: |t}
Schedules Access Type: All P Addresses ™
Set Language
From: i
To: I
1P Address: [
HTTPS Port Number: 443
Enable Remote SNMP: i}

11-3 WANASOUE— FER

I—2EBEIEHTTPS 2R LT GUNICT VA TEBBHMDPC. IP7 FLAEIZIP 7 FLABEZEEZECEE T, 5FIINS U E— FEED
IP7 FLRBEEZEERT HDLERAFIC. SSL M5 T4 v IDRBICA—TVENDR— FEIHRED 443 D SBETHTENTEET,

CLI77€R

Web X—=ZD GUICIIZA T, F—FU T Ald. OV RTAVICKBHFEDSHIC SSH & Telnet EBAE Y R— L TWVWE Y, CLIOY 1 ViEEAE
IFEBEI-YBEDGUI THEEENE Y, CLUCT7 7R T Bl cédbicid. SSHERIEOAY VY=L 7a>r 7 T Ici) #AAL, BEE 1—T1ER
T4 LET,
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SNMP 585

TOOLS > Admin>SNMP X — 1 —
SNMP (Simple Network Management Protocol) IZ& ) SNMP Xx—T v D5 )L—2ZEZ2—BLUBETEEX T, SNMPIFR Y bT—V EBE%
EZ2—BLUBIHT 2. Fe. RE. HETBEROWNE. HEE. BLOLF 21U T ZBEIT DO E— FFRERHELET,

SNMP &, v F T =T ADERDIV—ZHFRRDIARZY AT LICEBENTVWBHEICERNEEEY —ILTT, NEBD SNMP X2 —I v
D)L—42D MIB (Management Information Base) 7 7 1 ILERHT 2HE. XX —I vid. #BR/\TA—2DBBEIEEHOHITL—2 DR
BEHEEH CELET, BBEINDT /A RELTDIL—2IF, YREZ SNMPXX—T %) ICE DT MIBREZERHL T 7L AENZDEHE TS
SNMP Z—Y x> bEEHLTVWET, =207 X3 bO—/VU X MMEFEHHE LBERIEGFEHFEZEAD SNMP HERZF DR Y T —2AD
Rx—VvZHBLET, [Mraps List] £7 > aVEZDIL—2H5DBHMASNMP AZ 21271 (XE—Tv) ITRHEINZR—bE bV TH
D SNMP /3= 3> (V1. v2c. v3) ICDWTHIERLE T,

1. TOOLS > Admin>SNMP DJEIC A Za2—%7 ) v o L. U TFOBEEEZRRLET,

ENCRY) | s | oweo R

Admin [ Helpful Hints...
Date and Time SNMP LoGouT | SNMP is useful when multiple
O in a network are being

Log Settings 4 Simple Network Management Protocol (SNMP) lets you monitor and manage your router from an SNMP manager. SNMP provides a ed by a central Master

remote means to monitor and control network devices, and to manage configurations, statistics collection, performance, and security. sv_sta_rn: whr:n_ap extemal SNMP

router's Management
manager can update the router’s
o Privilege Security level hierarchal variables to view or
. update configuration
S e = =

I guest ROUSER. NoAuthNoPriv
System Check

Set Language
M IP Address Port Community SNMP Version

dit

Edit Detete

Access Control List

] IP Address Subnet Mask Community Access Type

Edit Delete Add

X 11-4 SNMP 11—, +Zv I/ BXUO7VEAX3>ba—ib

k> TDEM
1. [Trapslist] ©2>3>® TAdd] K227 Uy o LT UTOEERZXRRLET,

DSR-1D000N // “ ADVANCED | TOOLS | STATUS HELP

Admin B Helpful Hints...

Date and Time SNMP TRAPS CONFIGURATION LOGOUT

Log Settings » This page allows user to configure the SNMP traps. User can specify the IP Address, Port, Community for a specified SNMP protocol

EEE
| Save Seftings | | Don't Save Settings |
ware
te ia US|
-

SNMP traps can be used for
receiving system wide important

notifications using into a SNMP
MIB browser.

ERpaee SNMP Configuration
ynamic DNS
1P Address: —

System Check
Port: L ]

Communiy: —
Set Language ty

Authentication Type: vl W

1-5 v JOREBEMHE

2. IBEAEFREH. [Save Settings] R2&EV 1) vy LTRENBERFSLCBERLEY,



7ovAav ba—jbJ R FDEM
1. TAccess Control List] 2> 3>® TAdd) R2>&7 1) v LT, UTFOEEEZFRRLET,

BNy | e oweo R

Admin [

This page allows user to add SNMP access control list. This list can be used to access the router using a SNMP browser.

| Save Settings ‘ ‘ Don't Save Settings |

_
Access Control Configuration
e —
et SUBBCE e [
Set Language . _

ncces Type:

H11-6 77€XarbO—)L) X rDEEER

2. IEEZEHER. [SaveSettings] RE2>%&V 1) vy LTRENBEZRESLICBEALET,

VAT LABDHKE
TOOLS > Admin > SNMP System Info X Z 21—
T TIHIL—RDIRED SNMP SREZZRLE T, LUTFD SNMP (Simple Network Management Protocol) #ARTEN. TT CEECEE T,

W—BRIEY AT LIERENLTCSNMP XX —V v (LR D TREENE T, Ffee TTTRET BV AT LEIL SysLog HAD el V—2 %5
TRRDIERENET,

1. TOOLS > Admin > SNMP System Info DIBICA Z2—%& Vv o L. UTFDOBEARRLET,

By | v | oeo  BEECTNEN s | w

Admin [

Date and Time SNMP LoGouT [ The router is identified by an
SNMP manager via the 5 n

Log Settings This page displays the current SNMP configuration of the router, The following MIB (Management Information Base) fields are

dizplayed and can be modified here.
- | Save Settings | | Don't Save Settings |

Himercvia Ul SNMP System Information

Dynal
SysContact: [ |

System Check
[senonses | [N ' '
Name: DSR-1000N
Set Language Sy | |

11-7  TDIL—5D SNMP & R T LB

2. IERZEHEH. [SaveSettings] RE2>%&7 1) vy LTRENBEZRESSIUBEBRALET,
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VAT LER

24 LYV —"> & NTP DFRE

TOOLS > Date and Time X =1 —

BA LY =2 =24 L (Daylight Savings Time) DFBOEE. HEZRFEHIY S NTP (Network Time Protocol) ¥ —/\DERIC DV TERET
BTENTEERT, FHRECT ANEKE ZANTEHIELTERT., Tl IL—2DRTC (Real Time Clock) ICERZREFELE T, IL—2
DAV B=2y M7 72 RATBIHA. IV—2EHEZRET 2RO EREAHZALIE NP F—/NBEZEMCT ST LTI,

2 DERGRIIE T 74 794 — VAT 1—)b, 1 BOREREIC AP EEMICT 5 Wi-Fi RBHY A~ b, HEVERED I OH
OB IR BETT,

LUTFOFIBICHES>T NP H—N\EBELET, :
1. TOOLS >Dateand Time DIBICAZa1—A27 vy L. UTOEEZFRRLET,

Y/ | v | owo DT

Date and Time DATE AND TIME

Helpful Hints....

LoGouT | If the router has access to the
intemnet, the most accurate

Log Settings 8| | This page allows us to st the date, time and NTP servers, Netwoark Time Protocol (NTP) is a protocol that is used to synchronize :1Ed12'1m t‘hf:,g_'; rnuter
computer clock time in a network of computers. Accurate time across a network is important for many reasons. meE oana 7, e
ccwmmumclahon. Otherwise use

| Save Settings | | Don't Save Settings ‘
T J5 i e e itic
Date and Time firewall schedules, Wi-Fi power
= Current Router Time: Sun Jun 7 15:53:08 GMT+0900 2015 certain times of the day, and
- . - accurate logging.
HEEHLED Time Zone: [(GMT+09:00) Osaka Sapporo Tokyo v )
Schedules
_ Enable Daylight Saving:
Set Language -
Configure NTP Servrs:

Set Date and Time Manually: (O]

NTP Servers Configuration

Default NTP Server: L

Custom NTP Server:

Primary NTP Server: ]D ug pool ntp org

Secondary NTP Server: !1 ug poal.nip:org

Time to re-synchronize (in minutes): 120

Set Date And Time

Year Month  Day Hours  Min Sac

N ) N 1 S I
®11-8 Bff. B, XU NP T—/\RE

2. JUZwIRZERE (GMT) ISR BI—2D2A LY —2EBRLET,
3. NTP H—/\%HR— rT3HE. [Configure NTP Servers| #7 1)wvo LET,

4. [Default NTP Server] & 7zl& I'Custom NTP Server | DIERDBEARELE T, [Custom] DHE H—/\D77 FLXEzIE FQDN AT LE T,
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OJ8%E

IV—=2F T7AT T+ —)b. VPN, BLUBERAP ZBLI b T4 v 7ICT207 Ay =YV %ZEISTHIENTEEY, O/ Avt—Y
PIL—ZRIcL>TREEND L, BEBELL T IV—2ZBBI 2571 v 724 T2 EZ2— LT, BENGHREICIETS—ICDOVWGEHY
BTENTEET, UTFDOEIY3aVIEATBERELTNSDATICT VAT BHEEZBNTVET,

AJICHATBEDEERT S

TOOLS > Log Settings > Logs Facility X =1 —
IV—EHERMETZATDILNIVERET BT ENTEELT,

1. TOOLS > Log Settings > Logs Facility DIBICAZ2—% 27 1) v o L. LTFOEEZHRRLET,

DSR-1000N // ADVANCED | TOOLS STATUS HELP
Helpful Hints....
Date and Time:

Log Settings [> || This page allows user to configure logging severity levels for different looging Facilities.
| Save Settings | | Don't Save Settings |
o o

LoGouT || In order to configure a logging
fadility, first select the fadlity
and then press 'Display’ button.

LOGS FACILITY

Display and Send Logs

Set Language

Display in Event Log Send to Syslog
Emergency: O O
Alert: O O
Critical: O O
Error: O O
Warning: | O
Notification: O O
Information: [ O
Debugging: ] ]

19 OVHEADRSDT 72T ]RE

TV T4 ELTBRENZIV—2OAT7AVR—RX Y bHBIET, ¢

HE Bk
Kernel Linux A—RIVEBBLET, TOT77VUTAICHISNT DA A v =D&, 7747 74— VEERy hT—0 X2y Y
HEBLTFZ 70 v 7ICHIGLET,
System dZ vy MEEDSHIT SSL VPN PEBEDZE B ZFLA/IN— 2 THBAELT ) r— a VB XUERELAN/ VA B88B L
£9,
LocalO-wireless | ZD7 7V 71 1& AP #EER SERD XY b T — T ITRMET HDITERINS 80211 R A/NCHISLET,
Local1-UTM DT 7T AIEWAN DS DBEH HRAKEZRIT S IPS (Intrusion Prevention System) TG L TWE T,

BI7VNTAICHNT UTFDARY ~ (XU T DIE) AEJICHEATNET, : Emergency. Alert, Critical. Error. Warning. Notification,
Information. Debugging, €\ 7 LNJVANEIRENZHBE BRI NN T A LU EDEANY F A ZBFDOITRTDANY FAF v TFvENET,
B Z L Wireless 7 72/ 1) 7 4 I CRITICAL LNJLOOTEIIDERETNTWB E. XU T LA CRITICAL. ALERT. &S KT EMERGENCY ##D
80211 OOTHAATICHENENE T, OFHEAICERATREG N T4 LNJVELITD®EY T,

HH Bilis]
Emergency VAT LIIERTEETY,
Alert T TV I VETOBRELNHYET,
Critical FER T PRI IRRE,
Error I5—IREE
Warning ARTNEIRRE,
Notification BETIEH HHNER T NEWRRE,
Information (EES
Debugging TINY T LANIVD Ay 27—,

07 DRTIS B THERT 21&HICOVDNEREENSHPA.GUIRD AR hOJ 21— (STATUS > Logs X\— (5 B)  Fzld ) E— b Syslog  —
NDOWTNNCEDWTAREI A XENE T, #2723V TRABEND A—/VA T, Syslog T—/NITHREENOT ERLREDFEE T,
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VAT LER

FST7 4y IRIGDRE

IPvd bS5 70y 7 DOOTRE

TOOLS > Log Settings > Logs Configuration X =1 —

T T T Syslogy A—)bOJ. ANV FEI—TNDRROEHDICOTHENENZIN—RZBLIE ST T4 v I DEA THERET DT ENTEET,
DoS (Denial of Service) H¥. —MHEINEIER. O 1 VDI WEIN/ VT Y MrEDARY b, [TEBREICKSHERDIHICEIST 5
TEDTEET,

T7AT 04— Tw bERIF ST FREWELENMNEDNTERY FT—727 X2~ (LANC WAN, DMZ) Z@8Lle > 71 v o
BT D ENTEXT,
ZHMFTN Ty MME ST 2Ry b T—=02 T A2 (LANDS WAN) Z8 L CERRICRII LIe 6 DTY, TDOF T2 a>viET 74V FDOANA

ERU = TAlways Blockl (BIZTAYY) DBEIKICENTY, TDfcd, TEBEEZ T 7AT7 04— IVEBBT B ST v I EEZ2—
TRIENTEET,

1. TOOLS > Log Settings > Logs Configuration DJEICAZ2—% 7 v o L. LFOEREZFRRLE T,

Sy | <

ADVANCED TOOLS STATUS

Helpful Hints...

Date and Time

Log Settings [

LOGS CONFIGURATION

This page allows user to configure system wide log settings.

| Save Settings H Don't Save Settings |

Traffic through each network
segment (LAN, WAN, DMZ) can
be tracked based on whether

5 ep

information, login attempts,
dropped packets, and similar

events can be captured for
review by the IT administrator.

Routing Logs

Accepted Packets Dropped Packets

LAN to WAN:

'WAN to LAN:

WAN to DMZ:

DMZ to WAN:

LAN to DMZ:
DMZ to LAN:

oooocoogoao
ooooogoag

VLAN to VLAN:

System Logs
All Unicast Traffic:

All Broadcast / Multicast Traffic:

FTP Logs:

Redirected ICMP Packets:

0 o o

Invalid Packets:

Other Events Logs

O

Bandwidth Limit:

1110 V—2%ZRET 2T 4 v I DSOOTRELF T3>

il :

LAN 55 WAN £ TD [Accepted Packets] (/N7 hDEFR]) DNBEMICENT. LANDSDSSH b ST 4w O EHAIT DT 7147 04+ —)VIb—Ib
DR&HBE. LANYY VD SSHERERHFDIHRSICIEVNDE. FN5D/7y FEBIFTIF T, Avte—IFOJICHEALES, (A4 T avh
SSHZ 7 A7 04 —ILIb—IUTH LT TAllow) EFRIE3) ICREINTLBDEDELET,)

Dropped Packets] &, WST 2Ry FT—0 17 AV MEEDEREDSERMIC T Oy 7 &Ny b TY, TOF T a g7 7411 bDsk
BERY—H TAllow Always] (EICEFA]) DBEITEN T,

5 :

LAN 55 WAN £ TD [Dropped Packets] (/N7 v FDIEZE) HEMICENT. LIANDSDSSH ST 4w o ETOAVITE 7747 7+—)VIb—
IWBHBE. LANY Y VD SSHER AR H ZIHSICIEWVN DL, TNS50/ry bEREL T, Avt—I%0O7ICHALEY, (MT4 Ty arn
TDT7ATT+— V=W L THATBEDICREINTNST EERRL T ZEL,)

T PAT YA —VEBLTEFMF B/ Y kOOSTMAEEMCTHE, BUKAERY kT—2 571w oIcE>TRYGROOY
oy L IREREN BRI G D £ T, CAUET/ Ny TENR ET BT EEBEIB LET,

2V hT=0€ AV FOATHAIKIMA T, AZF v AMBLIUORNVFF YA I T 4 vV 2OJICHNTRECEDNTEET, AZFv ANy b
lExy FT—=VICB—OREER O TOVETH. JO—FFv A~ (RIVFFvAR) /Ny METRNTORIBERIEEICERIGEEINE T,

MDORICII DA THIEIEAFEDA > 2T T — A LICERE LEBER T 7 7 A VO SICHEE NS /Ny b EOJICHNT AT ETT, TDOT—4IE
LAN I—HICRBEGA VB2 —2 Y b ST v ID&BDT AV Y MONT 2HEHBRTOT 7 (I EBET BRBELNHEDE SN EEBEICRLET,



IPV6 b5 7 1y DOTRE
TOOLS > Log Settings > IPv6 Logging X —1—
AR=I T IPv6 OV DHENERETEET,

1. TOOLS > Log Settings > IPv6 Logging DIBIC A Za2—% 7 ) v 7 L, UTOEEmEZFRRLET,

/ o TR e

Helpful Hints...

Traffic through each network
segment [LAN, WAN) can be
fracked based on whether the
packet was accepted or dropped

IPV6 LOGGING

Date and Time

Log Settings [*|| This page allows user to configure log settings for IPvG network.

information, login attempts,
dropped packets, and similar
events can be captured for
review by the IT administrator.

Firmware via USB

LAN to WAN

;
i

System Check Dropped Packets: I}
Schedules WAN Please configure at least one
Set Language Accepted Packets: |

Dropped Packets: |

et 0

N-11 JV—2%ZRETB ST v I DIedD IPv6 OTREF S>3~

2. EEAFRTE%. [Save Settings] R2>&EV 1) vy LTRENBEFRESLOBRLET,
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A—JVETlX Syslog ISEETZO5
TOOLS > Log Settings > Remote Logging X =1 —
TTTE IW—RIC)E—bOTHAIA TV AV ZRETHTENTEET T,

=R ERETHOTDRA TERET HE. 0T Syslog Y—/NKIeldg A—ILT7 FLADEESNTHEETNE T,

1. TOOLS > Log Settings > Remote Logging DIBICAZ2—% 7 ) v o L. LTFOEAEZFRRILET,

EEORY)) | e | owco RN e | owe

Helpful Hints...

Date and Time REMOTE LOGGING CONFIGURATION Configured logs can be sent to
either a Syslog server or an
Log Setffings [» || This page allows user to configure the remote logaing options for the router, R by e nd
E 7 = is the Remote Log Identifier,
| Save Settings | | Don't Save Settings | wh\d‘nisﬂvepreﬁxfcrevery‘
Firmware via USB Log Options

Dynamic DNS Remote Log Identifier:

System Check Enable E-Mail Logs
Schedules Enable E-Mail Logs: Oa
Set Language E-Mail Server Address: |

SMTP Port: B

Return E-Mail Address: [

Send to E-Mail Address(1): f—

send to E-Mail Address(2): [ (optensn
Send to E-Mail Address(3): [ (optona)
Authentication with SMTP Server: None v

User Name: r—-
Password: I—

Respond to Identd from SMTP Server:

Send E-mail logs by Schedule

Unit: INever >
Day: ISurday |w
Time: |1on [w] & (an M)

SYS LOG SERVER CONFIGURATION

MName SysLog Facility SysLog Severity
J SysLog Serverl: | = [+] [ ~]
[]  Syslog Server2: | |4 [~] [2ar ~]
O SysLog Server3: | [2n [~] [n ]
B SysLog Serverd: | |4 [v] D ~]

1M-12 VE—rOJENA T2 a2 ELTDOA—IVERE

UE—FATHAD=ODEBTHEAMIE [Remote Log Identifier] (JE— bOJREAF) TY, 1 DULEDIL—2H505%Z{E9 5 Syslog F—
INETeEA—IVT7 FLAD, BET /A RDOATDHICY — b TEBLDIC. INTOATHEAA v E£—IClE TRemote Log Identifier] DFRE
BRI T4 v AEERTVET,

A=A LA TV a v EBMICLIZS. SMTP H—/NDEXA—JL7 FLX (IP7 FLRAEIZFQDN) ZANLET, A—/LERELET K
LRITHKET 256 V—2E DY —/NCERLE T, SMTP R— b EREXA—IVLT FLRE IV —420805% /Ny 77— LT &E LTz ISend-to]
7 RLAD 1 BRI BB EA—IVEEET BHIHELGRTT, OVREELLTRAIDDA—IVT FLAERETEE Y,

REETNC SMTP R— b EH—/NCBEEHILY B1cHIC. Y—/\DFFAEREEHELET, IL—2F 1I—PRBE/NRXT—FT—52% SMTP ¥ —
NITEET BeIc, TLogin Plain] (S L7V Ffeld TCRAM-MD5] (B851{t) ZHR— b LTVWEY, FT—/N\ICTDRELGWNEE, 583
% [Nonel (%) ICTBHTENTEXRT, LW DHDIFBA. SMTP H—/NUE IDENTERZH L. TDIL—2Tld. BEISECTIDISEA T 3
VEBMCTBIENTEET, A— LT —/\EREEDFDNEERIND L IV—2DOTZVDEIET ENETCHEILERET HENTER
T ROIGERLIEDAZ Y POEFREHOTEERAT Y 21— IUCEDWTA—IVDOATEXET HIEDNTEET, Hourly (BfE). Daily (B).
Frzld Weekly (GB), Never] ZBHRT 2L 0T DA—)VEENCLETH. A—ILTF—N\REERELET,
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HEBD Syslog T —/ N =2 D507 ZEDH T ARET 2DICRY FT— VU EBEICL > TEAFAINET, COUE—HT) \/1’7\ BRIV
2D GUNHZA—AILGEANRY E2I—T XU AT DEIRHSDEN, FHtL TV 2BBIEAEDATZINET 2 EHTEET, BR. N
TNy IRy D= BEPRABIN -2 571 v I EEZZ—F BeHIFERICTRICIEET,

Z@W—&@ﬁﬁb?%k89@5wbgﬂ—ﬂ%ﬂﬁ—FL\%ﬂ—ﬂ@ﬁ&&tNU?4DNW@D7779U?4%vt—9%§%?%h@t

BREINET, Syslog U—/\ZBIMTT BTl Syslog #—/Wﬁﬁ@fi‘y I RX%ZF w7 L. Namel #ITIP 77 KL AEKTIE FQDN Z5|WJ HTE
T, COREEREFIHE. FRELE (BRUBMIC L) Syslog —/3Ic R*nt7//U74tth74bAW®%vt JVERELET,

2. EEARTE%. [Save Settings] R2V&EV 1) vy LTRENBEFRESLOBERLET,

GUI IEB1T BV FOYE21—T7
STATUS > Logs > View All Logs X =1 —
[STATUS] AZa—hSHRELEOVAYL—IBEZZ—TEET,

=2 5B B, £leld)—2ICAEDLD T 71 v 7R TOOLS > Log Settings > Logs Facility &7z (& TOOLS > Log Settings > Logs Configuration
N—ITHRE LEARIC—HT 256, Wod AT Ay t—IDB2ALAZY TERITABEICRTIINE T,

1. STATUS > Logs > View AllLogs DIBICAZ1—% 7 ) v L. LUFDE E’é’%ﬁ' LET,

DSR-1000N // m ADVANCED TOOLS STATI.IS HELP

Device Info Helpful Hints...

frion M| vIEw ALL LoGS

Traffic Monitor 3
All your system log will be shown here.
Display Logs

page
Sun og Settings menu.

LAN Clients Jan 30 10:2§:14 2011 {GMT) [DSR-1000N] [System] [FLATFORM]
nimflinkStatusGetErr: returning with status: 0

Active VPNs Sun Jan 30 10:36:14 2011 (GMT) [DSR-1000N][System]
[P'LAI‘FDRM] nimfLinkStatuaCet: buffer: "no

Sun Jan 30 10:3&:14 2011 (GMT) [DSR-1000N] [System]
[PLATFORM] nimfLinkStatusfet: buffer: " Link
detected: "

Sun Jan 30 10:36:14 2011 (GMT) [DSR-1000N] [System]
[FLATFORM] nimfLinkStatusfet: buffer: "n: con

Sun Jan 30 10:36:14 Z011(GMT) [DSR-1000N] [System]
[PLATFORM] nimfLinkStatusfet: buffer: " Auto-—
negotiatio™

[Refresh Lngs] [ Clear Logs ] [ Send Logs J

11-13 View All Logs EIE

EESY ERe T AT LBSE (RZ1T7IVRE. ERIENTP H— D SO EHOT LA QT Ay E—IEBRY B HICERICEETT,
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STATUS > Logs > VPN Logs X —1—
T72) T A BRTERNY T 4 LNIVDFREICE > TREEND L D% IPSec VPNAT Ay t—IHFRRLE T, TDT—2IE IPSec VPN F 5 7 1 v
7ERVRIVDOBEEETHEY 25BICRICIEET,

1. STATUS >Logs>VPNLogs DIEICAZa2—%&2 v o L. UTOEEEZFRRLET,

DSR-1000N lz. ADVANCED TOOLS STATUS HELP

Device Info Helpful Hints...

Logs [

Traffic Monitor »

This page shows the VPN (IPSEC) related log.

Display Logs

2011-01-30 07:-44:34: [DSR-1000N] [IEE] INFO:
configuration with identifier "dlink"™
2011-01-30 03:46:1Z2: [DSR-1000M] [IEE] INFO:

ge
Adding IPSec Log Settings menu

IEE started

[ Refresh Logs ] [ Clear Logs ]

11-14 GUIARY bE1—TICRRINIZ VPN Y

lRefresh Logs] R2>Z&ET w7y LT R=IDBF =TV LIzRIGBMENEIY ) ESRLET,
[ClearLogs] Rz %77 1) w2 LT, Display Logs] ROITRTHDIY rEZ T LEY,
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AV749Lb—=23avINv 97 v TEET

TOOLS > System X~ 1—
A2 74 7b—=2a>oN\v o7y B BRUTBEERREEITCHEMICEET 58Fa LK T,

=B DARAZ LRERREEINY 77y LT ASDDEBRICERG ST /A AKBRACIN—RICENSEEBTT BT ENTEET, Ny o7y
TH CERDRERG ERADRA DT 7AILE LURGFEENE T BRICTDT 7 A IVD SV — 2 DIREENREEBITTEER T, Tl AmX—
TR IHBERERREDBERIEIV—2DY T M) T = ERTITHIENTEET, AN—I T IV—2BBEZEIT 57cdIC D-Link HR—
MIBREVRATLAT—2X, FetE®R. L0077 %&7)L—FklLizdbglog /\w =Y D27 > 0O0— RPEE/NNY 77 v TORELTEXT,

1. TOOLS>System DJEICA —2—%7 ) v o L. UTOBEEZHRRLET,

DSR-1000N // “ ADVANCED | TOOLS | STATUS
Date and Time

F— T 5, sty s
Log Setting v device or the same router after

System This page allows user to do configuration related operations which includes backup, restore and factory default. This page also allows some other changes. Be very
user to reboot the router. careful when reverting to factory

default zettings, as you will
Firmware via USB configuration after this
operation.
Dynamic DNS Backup [ Restore Settings
System Check Enable Autobackup:
Schedules Enable Encryption:
Set Language Download debug logs: Download

Save Current Settings: Batkup

Helpful Hints....

You can back up the router’s
custom configuration settings to

Restore Saved Settings:
Restore

Factory Default settings: Default

III IIEI D

Reboot: Reboot

11-15 SYSTEM EH

ZE=T  (ETREOR. BIEPELIKTTZET. ROBEETFSTLREW, AV SA VLAV, IL—2DOEEENSAEL, PCEY vy k
B LAV, Ehid. Ib—21c@E LEWTLREEY, T 1 AN £, LED DETE. L—2 MR ERTERET. 5
HRHEE T,

274 0L—=2a vy o7y 7 FREREEHF AV T« 7 L—2 3 OBETOSHICIE. LTOFIBITHOET, ¢

1. BEDKREDIAC—ERET B7zsICT. [Save Current Settings) #7323 >7T Backup) R2>% 7w LES, 7o20HEa> 747 0L—
V3V ITFAIDIY AR— b EREBRLT. SERBDODRAMIT 71V ERET 2L IICATERLET,

2. BHEVATLAITBEATNTWBUSBR N L—IFNNAZADBB5H5E. USB 77V AT LDV T4 0 L—a 2774 ILDOBE#/ Ny Y
Ty ITEBMICTEE T, WEDAV T4 L—3>VDRFy o3y ME. USBT77AIVYRATLIKT7y O—RENT. ACT774IL4%&
ERODEAET7AIVEEEELEYT, (DFWU, STV I 7y TENUEIOOY 740 L—2 37714 IVh B 555

3. NwoTvTTrAIVDSRELREEETI BIDICE B K227y 7 LUTRAMEDT 7A)LDaEZERLE Y, [Restore]
REVET )y LRI, V—2IREENIV T4 T L—Y a VBREDA VR— b ERIBLET, Bk IL—2IFETENRECH
M HFEFHINET,

4, REDRTZEHIFRL. TREERREEZEERT 5oIcld [Default] R2>&Z7 Uy I LET, Ib—2E RITC 2707 L— 3 VEE
= TIHBHEERREICETL T, BENICBREIINE T, (V—2OTHBEERERE/ NS A—2ICDWTETEFRB ZSRBR LTI ZEW,)

Bt BEN ChEE. Ny o7y TMBTAY T4 L— 30T 70)VEBEILTEE Y., Thid. YATLI—TE /IR T—RFDL 5758
BIEROMERZF VWY —RCE > TEBBTEGWT EARIELE T, XA TV a0 ZRIRTSHE USB RS TZIFCHE LTRAMT/NY 2
Ty TENBAV T4 L= a v T 7 AIVGERINE T,
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VAT LER

DBGLOG DR

Tools > System X~ 1—
IV— 2 BT 272 D-Link TR— MIB&RGE YR T LR T —2AMEER. LU0 7% /)b —FeLieT /Ny 787 (dbglog) /v —
DA O— KRBV Ty TORELTEXT

TNwITATDEI =R 7eI v I dRE. DIN—2ZEBIDDIERENDRA IV U\ F—VRREENE T, £ LT,
DI\ —2 (EENTT —HA 7)) ZFHERIC D-Link DT R— MIXETHIEDNTEET,

1. TOOLS>System DJEICA—a1—%7 )y T L. UTOEERZRRLET,

sow | owco  [BENRCTORN v | mr
Helpful Hints._..
e

System This page allows user to do configuration related operations which includes backup, restore and factory default. This page also allows
L user o reboot the router.

| Save Settings | | Don't Save Settings |
Enable Autobackup: | |
Enable Encryption:
Download debug logs: Download

Save Current Settings: Backup

You can back up the router’s
custom configuration settings to
restore them to a different
device or the same router after

Restore Saved Settings:

Restore

Factory Default settings: Default

Reboot: Reboot

11-16 SYSTEM EHE

2. [Download debuglogs] T Download) R2>&T )y LT, 7—hHAT 771V AEFREFELET,



7—LOTITDTYTIL—F

A—AhIVE Tl Web A= %FBLI 7Yy 79 L—F
TOOLS > Firmware X = 1—
EIEE Web XR—=IH 5 ILWW I D2 7N\=I 37y I L—RT2TENTEET,

1. TOOLS > Firmware DBICAZ1—%=7 ) v L, UTOBEmERILET,

DSR-1000N // ADVANCED | TOOLS | STATUS HELP

Helpful Hints_...

The router’s firmware can be

Date and Time:
e o e
Log Setiings version is displayed on this
- 2 : = page. Another useful feature is
This page allows user to upgrade/downgrade the router firmware. This page also shows the information regarding firmware version G e Fr s

and build time, wversions of firmware, which will
update the status field.

Firmware
Firmware Information _
Firmware via USB 0 3 e
Firmware Version: 1.09B61_WWwW

,
Firmware Date: Sun Jun 29 20:30:26 2014
Locate & select the upgrade file:

Firmware Upgrade Notification Options
Check Now: Check Now

Status:

MN-17 Z7—LOxT7N\=2aVERET v TIL—RA T3y

Firmware Upgrade| €72 3> Tld 77— L7 xT7&ET7 VT L—RIBHDICTBRB] RaVET VI LIRAMED T 7—L0 27 A A—
JDIFFERIRL T Upgrade)] R2>ET w7 LET,

FLOWT 7 =L T T7AA=IBERTENTRIC. FILWAA=DIET Sy a AT VICEDIN. I—FEHFLWT 7—LD T 7 TEENICER
FENE 9, [Firmware Information) &40 STATUS > Device Info > Device Status X—J | LWV T 7 —L 7z 7N\—V 3V ERBLET,

RESN 7T L — FREOR. BEARRIET T HET. ROBEETF>TLLE, - 451 Ve LEL, Jb— QU)@}J?%JG)]BEL\ PC
Ty ATV LRV, Field. WU LAEBEHET LGN TREY, CNIKIEEESELED T I DREENDVET, 75
TaXEVIE. Web GUIZRALGWT) 75vya1DT77—LUI7ZEETHELNIVOWBTH S D, BBENY., IL—42%
BT BESICLEEEETND L. FEDRR T v /7L — Pl LE Y,

e TDIV=2E FYFLWI 7—L7 I T7N\=I 3 VDT DI —RIFIBAIRETHHDES DT B DICBEBHMEZ TR — b LTVET,
BV 3> 7T [Check Now] R2>%ZV w7 T2E CDIV—2DT7—LTITDEYGRHDIN—2 3 VHBEMHESHESRT 27
D-link U—/\&F v 7 LC. BEFCHS [Status] WEEHLET,

A EE]
T7—LTT7 10413 LT, HLWA—HPF—aR— 27 —F 7/ F v EBALTOET, HLOI—HF— 2Rty F 7y T
FUEET, LYEBNICEETEET, DSROT7—LI T 7% 104B13 LIEICT v 74 L— RT 5184, DSRIFEHNT -2 A—2
DI—P%EEEHIH LT — 2R RUTHBIHANE T,
LA T 7—LD T 7% 104BI3 D SEHLA— 3> (5] 1.03B43) (4™ VI L— RE B E FTRTOI—HF—2N—ZAHWEEINE T,
T 7— LU I 7EEVNEDICAY Y O— RT3 ERE LIz, SBROETORSHICI—FF—2R—2E/N\y 77y T LTLEEN,
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VAT INER
USB BRHDIV—Z2 DT 7—L 7 EH
USB XEVZFABLET7Yy7IL—F

TOOLS > Firmware viaUSB X =1 —
USBAERUERGERLIE T 7—L oz T7D7 v IO L—R, V740 L—a>vON\y o7y TEETETOITEDNTEET,

Helpful Hints...

1. TOOLS > FirmwareviaUSB DJEICAZ—21—% 27 ) v/ L. U TOBHEZRTLE T,
Make sure that UsB .f‘to!aq:'key

DY)/ | e | oweo R
is connected to the

Date and Time
FIRMWARE & CONFIGURATION (USB) LOGOUT
Log Setfings 3 £
_ This page allows user to upgrade the firmware, backup and restore the settings using a USE storage key. P
System
USB-1

i
before removing it from the
router.

Fowere — foser
Firmware via USB i
Save a copy of current settings:
Schedules DSR-1000_A1_FW1.09B61_W
-

Select the upgrade file from your hard disk:

Please connect a USB storage key

USB Drive Status: Not Connectad

Save a copy of current settings: Back Up

Select the upgrade file from your hard disk:

Restore Upload

11-18 USBEER LI 7 — LDz 7N\—2aveT7v I IoL— R+ gy

USB A E U AIL— R LT3 T & 2R L T< 721y, SETUP > USB Settings > USB Status <— /T 7/ \f RDAF — & ZEF T v
DT BTENTEET, V- 2D STNERVATHIC. 7/ 01 ADT Y FERR LT EEL,

2. UTOEBEERGFTLET,

1HE B!
Backup AV T4 L—2 3 VPMREEINE T,
Restore /I 277N ETIVINATIEEL., TORE>EI) YT LET,
Upload BB 77— LT 77 AIETIVSATIREL. TORZYEI )Y I LET,

3. HILWI7—LTIT7AX=IhBEMINIRIT. FILWAA=JIET I vaXTBUICELN. I—RIEHLWT 7— LT 7 CEHEMIC
BfEe#ETNE T, [Firmware Information # & U STATUS > Device Info > Device Status R—I | LWV T 7 — LA T 7/\—Va VA RBRLET,

7y FTL— FMEOR. BEARLICKTTBET. ROBEBEF > TREN, V54 VT LAL, b—2DBRES AL, PC
Eopw AT LB, Elld. WINIC L ARG LA T ATV, CNCEBRIBE ST 1 SEEHIPUET, 75 v
SIAEVIE, (Web GUIERELBWNT) 75932077 — LY T TEEET HELALOWETH D16, BN, —4%
M BHES I LBESND L, BEDESETT v 75 L— Rt LE S,
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#1473y DNS DFHE
TOOLS > Dynamic DNS X Z 21—
AAFZV I DNSZHRELE T,

24+ =77 DNS (DDNS) &, ZLTB/NTU v 7 IPT7 RLAEFDIL—EHA 2=y D RAAVZEFRBLTREBTES MV 2—% v b
DY —EXTY, DDONS ZERT Bfzslcid. DynDNS.org. DIinkDDNS.com E7zl& Oray.net 7 ED DDNS 7ANA LA TTF AT Y baty b7y S
TEDREBELNDHY T, BBTHNL FREZH WANIZERS DDNS H—EREF DT ENTEET,

HE®. IV—2IE FQDNRERTIL—ZDWANIZT 7R TZDITKEFT HHEEDELWVIP 7 FLRICAIFSNS L Slc. WANIP 7 FLRICH
1375 DONS H—EXDEEZEHLE T, DONS T —EX KA M BLUORAASVETT AU bRy b7 v TI256 1T /NRAT—
BEOTAIWREA—RDFR—METATY b TONA FICL > TREENE T,

1. TOOLS >DynamicDNS DJBEICAZ2—%2 ) v L. UTOEERZRTLET,

oo ]l covces — IR
Helpful Hints...
Date and Time DYNAMIC DNS You can configure separate
domain names for each of your

Log Seftings (8l | Dynamic DNS (DDNS) is an Intemet service that allows routers with varying public 1P addresses to be located using Intemnet domain ;ggJ;FTT:S; r‘MtIEd:aS
names, To use DDNS, you must setup an account with a DONS provider such as DynDNS.com, DlinkDDNS.com or Cray.net. 7 SRy A
e,

- | Save Settings || Con't Save Settings |
Firmware

= iz USB

Firmware via USB WAN Mod

Dynamic DNS

Current WAN Mode: Disabled

Dedicated WAN (DDNS Status: )
Schedules

Select the Dynamic DNS Service: Mone ~
=

Host and Domain Name:

User Name: !

Password: I

Use wildcards:

Update every 30 days:

Select the Dynamic DNS Service: Im
Host and Domain Name: I—
User Name: !—
Password: |

Use wildcards:
Update every 30 days:

11-19 DYNAMIC DNS DF&E

2. EEARTE%. [Save Settings] R2>&EV 1) vy LTRENBEFRESLOBERLET,
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VAT LER

2y —IVODER

TOOLS > System Check X —1—
FINR—VIZHDEN TEBTEET,

IW—RICE, BEBEDNBEEAT —RALMENERY FT—TDREMEFHETED Y —IVHBREENTVET,

1. TOOLS > System Check DIBIC A =1 —% 271w o L. UTFOBEEEZRRLET,

ocoom ] o TS
Date and Time SYSTEM CHECK The router has built in
allow an administrator to

Log Settings | | This pags can be used for diagnostics purpose. This page provides user with some diagnostic tools like ping, tracsrouts and packet :;um?ﬁzé‘:;ﬁ;ntzsrn
sniffer, health. Ping and Trace Route

are two of the most fre nthy
Ping or Trace an IP Address used tools to evaluate intemet
speed and connectivity.
1P Address / Domain Name: [wuew.dlink.com | i
Rl

System Check Perform a DNS Lookup
Schedules
e | ‘

Display the IPv4 Routing Table:
Display the IPve Routing Table:
Capture Packets: Packet Trace

11-20 GUI CRIFRIREG )L — 22y —)b

Helpful Hints....

Ping
TDA—TA4)TAE TDIL—RETNUCHERT 2Ry b T—7 LORIDT I\ ABDEREE T A N T HDITERAENET, IPT7 FLRAZAT
LT, TPing) A2>& VU I LET, A FHAE ICMP ZO— UV IR MRTF—2 X AR LENSRREINE T,

PN | e | oo (TN e
Helpful Hints._..

Pinging 192.168.1.3

Date and Time Do you know there are certain

SYSTEM CHECK other diagnostics commands

Log Settings » available on Tool b
This page displays the output of the diagnostic command which user runs. Cherk’ page.

Command Output

PING 192.168.1.3 (132.1€8.1.3): 56 data bytes

bytes from 192.168.1 icmp seq=0 ttl=128

Dynamic DNS bytes from 192.16E. 1 -
2
1

o

icmp seg=1l ttl=128
from 152.1

icmp seq=2 ttl=128
System Check 64 bytes from 192 icmp seg=3 ttl=128
64 bytes from 192.168 icmp seg=4 ttl=128

Schedules X .
———192.168.1.3 ping statistics ——

Set Language S packets transmitted, 5 packets received, 0% packet losa
round-trip min/avg/max = 0.6/1.0/2.7 ms

w
LG Lo L L

11-21 GUI THIFERIEER)L— 23211V —)b - Ping

198



VRATLER

FL—RIV—F
TDA—Ta4VTAlE BRIPT7 FLRETDIN—2BICHEET HINTCDIV—2%EFRRLET, [Traceroute] RE>ET )Y LTERITLET,
D) —5E EBEDBICHZDHEA 30 [KRy 7| (FEAIL—2) #RRLET,

DSR-1000N / / ADVANCED | TOOLS | STATUS HELP

Helpful Hints_..

Traceroute To 192.168.1.1...
Do you know there are certain

Date and Time
other diagnos
Log Settings » available on Tool
This page displays the output of the diagnostic command which user runs. Check’ page.
WSLEm .

Command Output

traceroute to 192.168.1.1 {192.163.1.1), 10 hops max, 40 byt
E N

'

System Check

A A A
B

=y
o w e

11-22 FL—RJIb— A

DNS IV o7y T
Web. FTP. A—JLVETzld A V2 —2 v FOMDTF—/\DIP 7 RLAEBERLET,

lnternet Name] T T >2—2w r&] ZASIL. Tlookup) REVEV W LEY, RAMEERAAC VIV M)DFEET BHE. P77 R
L REFDISEESBLET, Unknown host] ZRT A vt—Ilk HFEDAVE2—% v MADEFEELEWVWCEARLETY,

DSR-1000N / / “ ADVANCED | TOOLS | STATUS HELP

Helpful Hints....

DNS Lookup for wanw.dlink.com
Do you know there are certain

Date and Time other diagnostics commands
TS 5 available on Tools->System
This page displays the output of the diagnostic command which user runs. e v
WSLEIM T

Firmware via USB #*+% Unknown host

System Check

Schedules
Set Language

11-23 DNS Lo 7w FHA

ZESH T OMEEIE. WAN U CRIBEIEEG A V2 —% vy b 70 2 ABB B ERELET,
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VAT LER

W—32F*7 3>
TON—ATRESNIALT A v I BEOEAF IV Ib— b ERIST BIV—T 1 > F—7IL0D [Display] REVES 1w o 2T ETERT
*ET,

DSR-1000N // ADVANCED | | STATUS HELP

) Helpful Hints__
Route Display...

Date and Time Do you know there are certzin

other diagnostics commands
Log Settings ]
This page displays the output of the diagnostic command which user runs,

Firmware via USB Kernel IP routing table
Destination Gateway Genma. Flags Metric

3k
127.0.0.1 127.0.0.1 255.255.255.255 OGH 1
192.168.2.0 0.0.0.0 355.255.255.0 O o
System Check 192.168.2.0 192.168.2.1 355.255.255.0 ©G 1
: 255.255.255.0 O 0
Schedules 255:.255: <0 oG : i
355.355.285.0 O o
Set Language 255.255.255.0 UG 1

M-24 )W—T 4> 7 7—TIVHA

Packet Tracel RE>ZEV Uy T2E. IV—2IE LANEWAN A 227 1 —XBDT/N\A RERBALT IS T 0 v I ZBEE I ERRLE T,
TOBERIET /N T ST a0 v EIb—T 4 Y TBBEDE L OBE CIEBICRITIEET,

o ]l o, RO s | wr |

Helpful Hints....

Date and Time Do you lnow that the captured
_ file can be analysed by opening

) it into @ packet capture program
Log Settings . CAPTURE PACKETS like: "Wireshark'.

_ This page allows user to do packet sniffing on a specified interface.

Firmware via USB

Dynamic DNS Select Network: LAN V)

System Check Stop Download

Capture Packets

Set Language

11-25 1\ b v TF v
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=B AT =R ABLUHETER

B1R2E IW—2AT—2ABLUHEHER

UTRFBEDOREBEEDHATT, HEITISCT. RE/EE /MEEETOTILEL,

=EEE B P
VAT LE BAED)I —2RESLUREERRLET, 201 R—Y
b Ty U ETIER Ty FORZEBREE NS T v I BRERRLET, 205 R—Y
T T A T IREHT TOT4TlxtyyaviEmERRLET, 206 X—=2

VAT LEE

[STATUS] *Za—Tld. Y AT LBHOFHZIIS T2 EHTEET, BR/ERA V27 T—ADHRED Device Status] N—IICRREN,
N=RTxT7 )Y —ADEREIV—2OFIBEHAD I —Z2DE Y2 2 R—RcEEHE5NET,

TINRRAT—2 R
STATUS > Device Info > Device Status X = 1—
T TTI& TSETUPY & TADVANCED] A Za—TCRESNZIV =20V T4 0L —2 3 VEREERTLET,

ARTAYIBEN=RI TV UTPINESEREDT 7— LU 73— 3 V& TGenerall €7 ¥ aVITRENE T, cDOX=I(CHRRIN
WAN/LAN A >4 7 2 —RI1ERIE. EBEDHRTE/NTA—ZICBEDVTVET, BEFHHEEF v RIVEEIF. A—2 TENTHBEINTCOHR
BRI CT VT4 715 AP ERITRENE T,

1. STATUS > Device Info > Device Status DJEIC A Za1—% 7 v o L, ULTFOBEEEZFRRLET,

SETUP ADVANCED TOOLS STATUS HELP

Helpful Hints...

DEVICE STATUS

This page displays the current settings and displays a snapshot of the system information.

System Name: DSR-1000N

Firmware Version: 1.09B61_WW

Serial Number: QB331A3000002

MAC Address: 00:18:E7:CD:69:C2
1Pv4 Address: 0.0.0.0 / 255.255.255.0
1Pv6 Address:

‘Wan State: DOWN

NAT (IPv4 only): Enabled

1Pv4 Connection Type: Dynamic TP (DHCP)
1Pve Connection Type: 1PvE is disabled

1Pv4 Connection State: Not Yet Connected
1Pv6 Connection State: 1Pv6 s disabled

Link State: LINK DOWN

WAN Mode: Use only single WAN port: Dedicated WaN
Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

Primary DNS (IPvG):
Secondary DNS (IPv6):

WAN2 Information

MAC Address: 00:18:E7:CD:62:C3
1Pv4 Address: 0.0.0.0 / 255.255.255.0
1Pv6 Address:

Wan State: DOWN

NAT (IPv4 only): Enabled

1Pv4 Connection Type: Dynamic 1P (DHCP)
1Pv6 Connection Type: 1Pv6 is disabled

1Pv4 Connection State: Mot Yet Connected
1Pv6 Connection State: IPv6 is disabled

Link State: LINK DOWN

WAN Mode: Use only single WAN port: Dedicated WAN

12-1 TINARRXT—R2ADHRTR
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V=B AT —ZABLUHETER

DMZ Information

MAC Address:
IP Address:
DHCP Server:
DHCP Relay:

00:18:E7:CD:69:C3
172.17.100.254 / 255.255.255.0
Disabled

Disabled

LAN Information

MAC Address:
IP Address:
IPv6 Address:
DHCP Server:
DHCP Relay:

DHCPv6 Server:

00:18:E7:CD:69:C1
192.168.1.100 / 255.255.255.0
fec::l [ 64

Disabled

Disabled

Enabled

Wireless LAN

Operating Frequency:
Mode:

Channel:

5GHzZ
A Only

44 - 5.22GHz

Available Access Points

SsID SECURITY
dlink1 WEP

ENCRYPTION AUTHENTICATION

64 Open

1222 TINARRT—ZADFRR (HE)

8= Wireless LANJ %< 3 /I3 DSR-1000N DHERENET,




=B AT =R ABLUHETER

1)y —Z2DFIHA
STATUS > Device Info > Dashboard X =1 —
[Dashboard] R—ITCld/\— Ry 7 EREHBEREZRTLE T,

CPU & X T DFARIGIV—2BETHRAEREN—FV 17 REOBR. BXU NS 71 v 7 OKETY, BT (LAND WANT. WAN2/
DMZ, VLAN) DA 227 1 —ADFEHERTIIBE LT/ \ry bEA VBT T —APMEL/NT Y bERRLET, [Refresh] 7 1) w7 LT,
CDOR—=V R EHOFFHERZIE LTI,

1.

STATUS > Device Info > Dashboard DJEICA=2—%7 1) v L, UTFOBE@EmEERRLET,

Device Info [

DASHBOARD

This page displays the resources being used in the system currently. This page also shows the bandwidth
used in form of bar graphs.

Select Interface: [Nl v

HTTP (0.75)
HTTPS (5.56)

Applications

Used Applications

Select Interface: Al v

HTTP(129%)
HTTPS(88%)

12-3 UV —RDEAROHEER

DSR-1000NH / / ADVANCED TOOLS STATUS HELP

Helpful Hints...
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V=B AT —ZABLUHETER

CPU Utilization
CPU usage by user:
CPU usage by kernel:
CPU idle:
CPU waiting for 10:

43 %
13 %
44 %

Memory Utilization
Total Memory:
Used Memory:
Free Memory:
Cached Memory:
Buffer Memory:

2470912 KB
95148 KB
152764 KB
29400 KB
7572 KB

Interface (LAN)
Incoming Packets: :
Outgoing Packets:
Dropped In Packets:
Dropped Out Packets:

Interface (WAN1)
Incoming Packets: :
Outgoing Packets:
Dropped In Packets:
Dropped Out Packets:

Interface (DMZ /WAN2)
Incoming Packets:
Outgoing Packets:
Dropped In Packets:
Dropped Out Packets:

Interface (VLAN)

LAN10 o

Port Incoming Packets Outgoing Packets

14

Dropped In Packets

o

Dropped Out Packets
0

Active Info
ICMP Received:
Active VPN Tunnels:
Available VLANSs:

Active Interfaces:

12-4
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=B AT =R ABLUHETER

b3 71 VikEHER

BHKR— FOFEHER
STATUS > Traffic Monitor > Device Statistics X =1 —
ZYIRAR— MO LWVEREFHERERRLED,

BA BT T—A (WANTLWAN2/DMZ LAN. B KT VLAN) (Zld L E 1 —DIeDICIREENDFED/ N v b LNVERDSH Y £F, ERE/\T Y
PoR—FOUY 32 BIOEZEAMICTT 2R/ ML/ BHR— FOBRBISEEHICEA V27 1 —RCRHENE T, TNTOBRK—
PETBRIEEE SIBA. DT — 7 UER— MR OBERREE ldExE LNV EBEOS @M LE T,

FETBRT —TIUiE. EX—IDEFEICRHOR— LNV T -2 DRRECREICT 2 BEEFHHLIH Y £T, ORI DEBEHDYE
fEld 10 (#) T95

1. STATUS > Traffic Monitor > Device Statistics DIBIC A Za1—%&7 v o L, UTFOBE@EmEFRRLET,

DSR-1000N / / m ADVANCED TOOLS STATUS HELP

Device Info ’ i X Helpful Hints...
The page wil auto-refrash in 2 seconds

z DEVICE STATISTICS LOGOUT

Traffic Monitor [

This page shows the Rx/Tx packet and byte count for all the system interfaces. It also shows the up time for
all the interfaces.

Wirele

System up Time : 0 days, 0 hours, 12 minutes, 18 seconds

Port Statistics

Port TxPkts RxPkts Collisions TxBfs RxBjs Up time
Dedicated WAN 4 o o o o Mot Yet Available
Configurable Port (WAN) 73 0 0 0 0 Not Yet Available
LAN 132 605 o 1] 0 0 Days 00:10:07
LANIO 14 L] 0 0 L] Not Yet Available

12-5 W3R — b OREETIER

|SR— b DOEHEER (DSR-1000N DFy)
STATUS > Traffic Monitor > Wireless Statistics X = 1 —
BENET VRARA Y MDD NS T 1y ViEHERERRLET,

CONR—DVRFEER) D VICKEEN ST v I RICETERF v TV a3y FERHLET, BIREEEIEVAPDZ Y Y ORI ERE S HBE.
CDR=IThI T4 v IO VAP BEATEREIN VDD ES D AR LE T,

BFTED AP (TS 50 5+ 7> bl SETUP > Wireless Settings > Access Points X—JMD AP 1J X b [Status] REVEI U WU FTBHTETE
RENET,

[Statistics |7 —7)LDE AP DY UREEE ENT b 57 1 v 7 DIFEHERIFMERID AP (T L THRRENE T, LUBEEG ST v o000 Y3
VIRETBERAE SR T i, R—UVVRR WEHEROEHL— ) BEETEELT,

1. STATUS > Traffic Monitor > Wireless Statistics DIEICA —a1—%27 v o L. UTFTOEEEZRRLEY,

DSR-1000N / / m ADVANCED TOOLS STATUS HELP

Device Info 3 ’ " B . Helpful Hints...
s The page will auto-refresh in 7 seconds

WIRELESS STATISTICS LOGOUT

Traffic Monitor [

‘Wireless traffic statistics for all configured access points are displayed in this table. The receive (Rx) and
transmit (Tx) data is shown per configured AP.

Wireless Statistics

Packets Bytes Errors
Active VPMNs AP NHame Radio Multicast  Collisions
e b {4 b b o b

0 0 0 0 648

apl

dlink2
ap2

3868 B43 3B634 206797
0 0 0 0

1

Dpen_guest... 1 o 0 0 o
1
1

Poll Interval: | (Seconds)

12-6 AP DFFE DFRETIFER
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V=B RT =B AELUHEHER
79T 1 TR

W—42Edantyar

STATUS > Active Sessions X —1—

TDT—TINIIN—=BDT 7 AT 7= IVERBLIET V71 74V 2—%2y by araERLES, tyaryo7aOrajb, Kee O—4h
WHBIUCUVE—FMIPT7 RLAAERRENET,

1. STATUS > Active Sessions O]

BlicAZa—%27Uv oL, MTOBEEZERRLET,

SETUP ADYANCED TOOLS STATUS |

Helpful Hints...

ACTIVE SESSIONS LOGOUT

This page displays a list of active sessions on yaour router.

Internet Protocol State
97.0.0.5:3465 97.0.0.2:443 tcp TIME_WaIT
97.0.0,5:3525 97.0.0.2:443 kcp TIME_'WAIT
97.0.0.5:3491 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0,5:3459 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3457 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0,5:3408 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3493 97.0.0.2:443 kcp TIME_'WaAIT
97.0.0.5:3431 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3479 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3515 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3501 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5: 3527 97.0.0.2:443 kcp CLOSE

192 168,75, 100:500 97.0,0,32:500 udp none
97.0.0.5:3427 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3519 97.0.0.2:443 kcp CLOSE
97.0.0,5:3507 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3543 97.0.0.2:443 tcp CLOSE
97.0.0.5:3437 97.0.0.2:443 tcp TIME _'WAIT
97.0.0,5:3409 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3497 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3541 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5: 3459 97.0.0.2:443 tcp TIME _W'aIT
97.0.0.5:3482 97.0.0.2:443 kcp TIME_'WAIT
97.0.0,5:3535 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0,5:3509 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3467 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3415 97.0.0.2:443 kcp TIME_‘WAIT
97.0.0.5:3450 97.0.0.2:443 kcp TIME_'WaAIT
97.0.0.5:3499 97.0.0.2:443 kcp TIME_‘WAIT

Fefresh |
T7AT704=)b2y>a>DUA L
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=B AT =R ABLUHETER

w8547 > F (DSR-1000N Od+)
STATUS > Wireless Clients X =1 —
YED AP IRt 20 2147 P EKRRLETD,

1. STATUS > Wireless Clients DJBIC A =2 —%7 1) w7 L. UTFOBEEERT Li@“

DSR 1000 / / _ ADVANCED TOOLS STATI.IS HELP

Device Info Helpful Hints...
2 The page wil auto-refrash in 2 seconds

This list identifies the wireless dients (or stations) currently connected to the Access Points configured and
enabled on this device.

Connected Clients

AP
Hame

MAC Address Radio Security Encryption Authentication Time Connected

dirkz  00:1d:73:an18:de 1 WEP 54 OPEN 0 days, 0 hours, 19
minutes, 35 seconds

Poll Interval: | (econds) tart

B112-8 AP C&ICHHKT 580211 7247 FDU X b

BRI 547 ME. MACT7 RLRATY— FENT. X5Y % AP ITER T 2EBGSCICER ) V7 ICEREINZEF 1 T4 /30 A—42%
~LET,

BEHERT — T IWITlE. BX—YDEHEICERHOR— b LNV T —L2ORTEZRICT 2 BBEHHELIH Y E T, ORX—JDOEBEHOYIE
fEld 10 (®) T95

LANZS547 >+
STATUS > LAN Clients X = 1—

IW—ZICHEHTT B LAN 7 547> b % LAN X FHRREAD ARP XF v VK> THALET, BEEN LAN R b D NetBIOS %4 (FIFHRIBETH
BBA). PT7RLA BLUMACT FLRAERRLET,

1. STATUS > LANClients DJEICAZa—%2 v L. UTOBEEEFRLET,

DSR 1000H / / m ADVANCED TOOLS STATI.IS HELP

Device Info Helpful Hints...

niers =

c Monitor 4

Displays the current wired

This page displays a list of LAN dients connected to the router.

List of LAN Clients

Name IP Address MAC Address
M1017610 192.168.1.2 00:0D: 5E:EE:D2:C5
LOGITECNAS 192,1568.1.14 00:11:32:00:A1: 1F
unknowr 192.168.1.12 00:13:72:0F: 28:A4

interface,

unknown 192.168.1.5 00:10:73:A2:18:D4

unknown 192,168, 1.1 00:24:A5:4E:C9:C2

1229 LANKRA DU A b
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V=B AT —ZABLUHETER

797471 VPN FRIV

STATUS > Active VPNs X = 21—

V=R D IPSec SA(LF 1) T A #EE) DAT— R X (BEREIENE) #BRBLUVUEBITHENTEELT, 777175 IPSec SA (EF a2 U7+
) DS T70 v IDFERE b RIVIREEHITREINEK T, FTT7 0 vk b URIVEEMIBROERE/NT Y FORBEZIFFFI TN/ Ny
PDREETT,

1. STATUS > Active VPNs DIBICAZ 21— 27 v o L. LTFOBEEEFRRLET,

R/ | v | oweo | os [N

e . P . Helpful Hints_..
Tha page will auto-refresh in 8 seconds

ACTIVE VPN .

095 3
Traffic Monitor » o \
This page displays the active VPN connections, IPSEC, SSL, PPTP and L2TP. FPTP V'TN en fnd LZTP VPN
Wireless Clients More.
Active VPNs dlink 11.10.10.1 0.00 1] IPsec SA Not Established

Active 551 VPN Connections

User Name 1P Address Local PPP Interface Peer PPP Interface IP Connect Status
Active PPTP VPN connections
Connection Status Action

Disconnected Connect

Active L2TP VPN connections

Connection Status Action

Disconnected Connect

Poll Interval: 10 (Seconds) Start

12-10 /A7 V747Gt y 3> R b

Active IPSecSAs o3>
VPN R 2 —3REEA TIPSec SA Not Established | ThnL, WI5d 2R — [Connect] REAVEZ ) w I TBTEICKDT. TNERIREICT S
TEDTEEY, lActiveIPSec SAs] T— )& 77 74 775 IPSecSAD U A M EFRRLET, T—TILDOE T 14— RIFLLTO®EY TY,

EH RIE
Policy Name SA ICEBEMIF SN TS IKE £721d VPN KU S —4,
Endpoint DE—FVWNT—bTIAKEEITIZAT7FDIP T RLA,
tx (KB) TDOSADEELIET—4 (Kbyte),
tx (Packets) TDSAITRIELTZIP /N ML
State IKEZR>—D SADRAFT—45 X [Not Connected] (REE§E) F/zld PSec SA Established) (IPSec SA BEYTIEFH) D
EELHTY,

Active SSL VPN Connection £ 3>
VPN k> )V E VPN Port 74 T —F 4 VI DfedDITRTDT 7 7« 775 SSL VPN EFEHAAR—IICRRENE T, T—TIWDET 14 —JU RIgL
TOEY T,

HE FRIE
User Name W—RCT T4 Tl b RIVETER— T4 T —7 1 T4y 3 >%FFD SSLVPN 1—1,
IP Address JE—FVWNIZSAT7VEDIP T FL A,
Local PPP Interface Ly avhT I T4 T THBA R T T—X (WANT £Tzld WAN2),
Peer PPP Interface IP BWETONREBRY FTD—0T7 2 T2DIPT7 KL R,
Connect Status TDIV—2EVE—FVPN 7 A7 > MED SSL D A7 — 42 X : [Not Connected] (R#EHT) Ffzld Connected)
(oA +o)

Active PPTP VPN connections ¥ <3~
ZMD') A MEPPTPVPN #GD AT — 2 A AR LET, TITPPTPVPN kY RINADBEGE IS ZT O EDNTEE T,

=[S RE
Connection Status b RIVDIREDRELZRTLET,
Action B a LT Alsicid TConnect JRZ &V 1) w7 L UERART 35zl [Disconnect ] RZ &7 w7 LET,
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Active L2TP VPN connections £ 3>

=B AT =R ABLUHETER

TDJAMEL2TP VPN BEGDA T — 2 AZRRLET, TTTL2TPVPN b Y RIVNNDEGEIETZTT O CENTEET,
15H HE

Connection Status FYRIVDOREOREZRTLE T,

Action AL D eolcidE [Connectl RA &Y ) w7 L ERZR T I 5TcdIciE Disconnect R2 > &0 ) v 7 LET,
N—=IIE VPN B DRI DA T — R RAZFRRNT BIHICEFNICEHFLE T, N—IBHOHDREIFUTDEY TY,

HE RE

Poll Interval N=IH EHMICEFTNAT 6 ()
Start BEIN— VB EMCLE T,
Stop BEIN— Y B EMIC LK T,
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NS TIWa—TaT

FT13E FSINWVa—F7a029
KBRDA YR b — L& RECRAET BRBADRAE AR LE T,
A 2—2y MES

fEIR :
TERAD LAN ED PCHSIL—2D Web 8EA VR T T —RICT VA TERL,

WREREThSIRME:

1. PCEN—ZREDA =Xy bERET TV LTLIETL

2, TERDOPCOIPT7 RLANV—2EBLCH TRy MR ERBERLTLLETL, #REINSDT FLABEDERRZHER L TWLSHE.
RO PC O KL AlF 1192.168.10.2 - 192.168.10.254] DOHEHEICT Z2HEHLH Y £,

3. PCOIP7RLREFTYY LTLEEY, PCHDHCP H—/NICEBETER WSS, Windows & Mac OS DWW DHD/N—=T 3 > TIKIP 7 R
LABFEER LT, BWYTTVET, TNSDOBEEIERM 7 L XIE 1169.254.x.x] OEEICHY) T, IP7 FLANT OEHEICH ZHE. PC
DET7AT7 04— IVETOEFEF T v LT, PCEBRELTLEETL

4, TFERADIL—ZDIPT7 RLRAZZEBLT. ZNHMITHAHERSEWVGEIE, Ib—200> 747 L—2 3 = TIBEREREREIC) Y
FLTKEEW (@NUET7 747 74—ILDIP 77 KL X% 192.168.10.1 |TERE Li@k)o

5. ITBHERREIC Ly FLTaY 747 L~ 3 rvHRW K BWEE IV —25BREE L T BEFOBIOEREIN/\T Y b EF v TF ¥
TBoHIT/NTy b AZw 77— (Ethereal %5 &) ZER LT ZEL, ARP (Address Resolution Protocol) /35w &R T, JL—2D LAN 1
VRITT—AT RLADKBERDITETY,

6. 7o UHERSIL. Java. JavaScript. £7zlE ActiveX BRI T 5 T & HFESE L T < 2T L, Internet Explorer 2R L TWABE [EHI1ET )y
LT Java7 7Ly bHAA—RENTWA T EZRERLTIEEY, 7209 EHCT. BEERHLET,

7. ELLWOVAVIEREFERLTWA T ExRERLTL f:tft,\ THHEROI—TEE/NAT— ROMEREIE Tadminl T, TDERE AT
I BB TCAPSLOCK] A 7 ThAHT EEERL T T

FEIR :

W=V T4 L= 3 VOREERELEL,

HWREThDHRME:

1.

VT4 L= aVRERANITBHBA. BIOAZ1—F 2 TICHTT DH1IC [Save Settings] A2 &7 v LTIREWN, 5L
BWETREBIERODNE T,

ToSOTT IEH] &feld TVa—F1 220Uy o LTLKREY, BEMTIODNAIREELSY £IH 72 0HIEEnI> 77— 3>
ZFvyvaLTW0BhE LNEEA.



NS IWa—Tay

EWR
=B HA VB —=Fy MTT 72 RTER,

ZZA5N3FA:
A2y PT FLRAEEBLTVSBAE. SEADIL—ZHIPITIP T FLRAEERLTWEVEREMEASY £,

HREREIISEM%E:
1. oo %EESL T, www.googlecom 7 EDHERY A MCERIL T IEELN,

2. [https//192.168101 ) TT7A T IA—IVAV T AT L= 3 VDALV AZA—ICT7 7w ALTLIEEL,
3. STATUS > Device Info > Device Status %#3&#R L T < FEE0LN,

4, IP7 FLADBWAN R— MIRENTWVWA T EREBLTLEEL, 100001 DVRENBZHBE. 7747 T+ —IVETEKDISPHS IPT R L
AZEERFLTVE YA, ROEREBRBLTIIEEL,

SEIR
JV—ZDISPHS IP 7 KL AZEERE TERZL,

HEENBHRME:
1. T—JIVERIG ADSL EF LDERES 7ICLET,

2, L—ROBREFTICLET,
3. 59BICT—TIVERIZADSL ETF LDEREBEA VICLET,

4, TETLOLEDA. ISPICBERBLEIEZRLIE V—2OBREBEES VICLET, IL—2HKRISP DT FLRAZEG TERVSEA.
ROFERESRLTIEEL,

ER -
IW—BBERISP 5 IP 7 KL AEERIGTERLY,

HEREEITNDRME:
1. A4 707 L5REETEHE DD ISP ITEVEDE TLEEL, - PPPover Ethernet (PPPoE) X/zldfbod o 71 > 24~

2. LLESTHNE BELATAVRBENRT—RRAELWC EEREELTIZEL,
3. TEADPCORAINRZETTVITHENESIHISPICHVEDETIIEEL,

4. £ LZS5THHUL SETUP > Internet Settings > WAN Settings > WAN Setup #33IR LT, 7HV > F&&E ISPDT7 AT D PCHRA MAITER
ELET,

5. 1204—H Xy b MACIFD A V2 —2y MIBRITCEST FLATHY . ZTDRHPCOMACT FLRZF IV ITEHNEDIH ISP ICH
WEHLETLREN,

6. HLLZOTHNE. FILLRY bFT—I T NAREBALTEZISPICHISET. 774774+ —ILD MACT RLAZEERAT 2L D ICHGE
LTLEED,

7. FfzlE. SETUP > Internet Settings > WAN Settings > WAN Setup Z#IRL T, JL—2HTEAD PC D MAC 7 KL XICZE UMD 2 K S ICRE
LTLfEEL,
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NS TIWa—TaT

AER -

I—2EIP 7 RLRERGTESH, PCIEA v a2—Fy pR—I%O— FTERL,

HRENBHRE:

1. BELRERACYZ—LYZT L (DNS) H—/DT FLR% ISP ICELEDE T EEL, PCHZNSDT FLRZERHAT L SICHELT
CIEV, FLUE FRL=T A VIVRT LD RF 1A bEBRLTIEEL,

2. CHERDOPCICTCP/IP 7= b7 A THBIV—2EZFELTLIEEL,

B {7 & B

ER
KRENBHAMDN January 1,1970 (19705181 H) Ths.

ZZ5N3RA:
IW—2EERRY b T =724 LHF—/\ (NTS) NOFREICHII L TOE R A,

HEENZHRME:
1. =2 ZRELLRHDITHBHE. Da< LD 5 DRFF>THS. TOOLS > Date and Time Z#RL ¢, AREBHEEEL TEEL,

2, AVB—RY 7L AREEMRLTLIEEL,

EK
RO 1 BREENTLET,

EZ5Nn3EH:
IW—2EEBMICH < — 42 L (DST: Daylight Savings Time) DFf%EE% L TWEE A,

HREIN DR
1. TOOLS > Date and Time %Z:&IR L C. WEDBN ERLUDREZSRLTILEL,

2. [Enable Daylight Savings] &ZF T w79 %0\ EfaldF v v AN LT, ISave Settings] RE>&HT v I LET,
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LAN D¥Eitt%& 7 A b9 58I Ping 5%

ZLDTCP/IPIERTINARET 7AT 74 —)UICIEZICMP TO—U VTR NNy b EIBELET/INA RITEET S ping I—T 1 UTahdb U X
T 7/INAMRFIO—) TSATIRELE T, TEBDPCEETT—IRAT—a > Tping I—T4 )T 1 & EBTHTEICEH>T TCP/IP v
b= DEERENEBICRHREICEY T,

TEADPCHSIV—2ETDLANNNAZTA TS

1.

PC @ Windows Y —JU/IN—H'5, [RZ—FI>TT710)V&%ERBELTET) #FRLES,
ping <IP 7 RL R >] &84 F7LTLIREN, <P 7 RLASEL—42DIP7 RLATY, #:ping 192.168.10.1
[OK] &#71Jwv27 LET,

FREEZZT S

« INAEELTWAHA, TOXA Y=V =5V RESRBLET,

Pinging <IP 77 F' Lo X > with 32 bytes of data
Reply from <IP 77 K L X > : bytes=32 time=NN ms TTL=xxx

C REELTUVVEWNEE. COAYE—Io—4 Y AEBBLET,

Pinging <IP 77 K L X > with 32 bytes of data Request timed out

INZEELTWEWEE, PCEIL—2BOMEBEREZT A b LTREW

« LANR—HF LED AVEIT L TWBIHBE, 15— [EDFR| v7¥a>vESRLTIZEN

c WRTBUYYTLEDDT =V AT =23 >vET7AT 04— VCERT 22y b T—0 A2V 2 71— AA— FEXUEABNTR— ML

THLRITLTWB T EZRERLTIREL,

INADEEHELTWERWBE, Ry NT—V DAY T4 L—2a>aET AN LTLEEL, ¢

c A=Y RY FA=FDRSANVYT DT T7ETCPIP YT T ITHPCICA VA P—ILENT, REBH CTHH LR LTILEL

=B EPCOIPT FLABELL, BLY TRy MIhaT LaRRBLTIZEL,

CERADPCHSVE—FTNARAETDOLAN NRETRA TS

1.

PC D Windows ¥ —/L/N—=H5, TAZ—k1 > [T 74 )V&%EIRE L THET) Z8RLET,

Mping-n10<IP 77 FL X >1& 24 FLTLIREW, T-n10JERA 10 BT T EZRL<IP 7 FL R > ETEHD ISP D DNS —/\7x & £—
FTINARDIPT RLATY, fl:ping-n1010.1.1.1

oK) 27 Uv o LT, RreEZ42LET, WEIOFIEZSRLTILEL.)

INZABEL CLVEWEE. UTFZET>TLREY

c PCOTITHIWNT— b TAE LTRENTT7AT 04— ILDIP T FLAEF>TVWEDEF T v 7 LTLLIREL, PCOIPHRED

DHCP (LK >TEIWETENSBE. COBRIEPCOXY FI—0 32 bO—JLIXIVTRBB T EIETTEL AL

s PCORY NT—7 (BTRY M) TRLABVE—ITINARADRY bT—=0T7 FLAERGD T EHMRLTIEEL,
« T=T7IVERIFDSL BT LOERIENT, HWREL TW ST & &ML T e

- TEMODPCITRR FREEYHTRDESH ISP ISV EDE T EEWL

& LZ5ThL, SETUP > Internet Settings > WAN Settings > WAN Setup 53R LT, 7HU YV M&EISPDT7HT Y baELTASLT
fEEW,

« EADPCOINTTIFEL PCOSIED 1 DDA—H xRy b MACT FLAZIESTZHESH% ISP ICBLEDETIREL

ZLDTA— RNV FDISPH. THEADTHA— RNV FETLIEEIT2 MACT FLADSD ST 4 v I RITESHRIT A EICE2T 7€
AZEHRLET, LHL. WSDODDISP T, E5IE. TOET AIKERT 271 DDPCOMACT FLRAICHT 277t AZHIBRLET,
CDT—ADFTE. T7AT7 74—y A—| La’iiiéb‘ FlF MACT FLRZSRRIENTE PCHLDEDITHEY KDDL DI LTLREN
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NS TIWa—TaT

TRHEEIY 709 L—2a VBREZERT S

THEER Y T4 L=y a VREZEETT 27dlic. UTFOVWITNHETVET,
1. 7HOYEDINRT—REPT7 RLRETELCTTH?
< HloTUW2I5E, TOOLS > System %33R L. [Default] R2>%&7 1) v o LET,

- ASBWEE. UTET2TREL,
IW—BZDOBEE/NNRIVT, ULy bRE2VETARLED Z4 bHORAO L. KA T 2ETIOMEERLEITFET, RE2VERLT, IL—%
HERET 2D%ERF> TLREL,
2. VL—=EZHPEFNICBEHLEWVGE. FEITBEZTV. PHREZEMLTILEL,

3. IHBHEERREICETERIC. 227147 —2 3y 027 1 —REcld [Reset) REZ VHSRBIBENTUTORENBRAINE T, ¢

EE WIE
LANIP 77 KL X 192.168.10.1
1—T%4 admin
INAT— R admin
LAN @ DHCP H—/\ enabled
WAN R— E&7E DHCP 2B CRREZ BT
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{18% A FAGERRER

A B

ARP Address Resolution Protocol, IP 77 L A% MAC 7 KL RICX Y 793 70— FF+ X 7O kajl,

CHAP Challenge-Handshake Authentication Protocol, ISP (T3 L C1—H4EREEd Bz 70 )b,

DDNS Dynamic DNS; U 7Z)VRAA LT RAAL VEEEH T DV AT Lo FAAVEADRZAFTI VI IPT7 RLRAEFDT/I\ARICHY Y
THoNn%Ed,

DHCP Dynamic Host Configuration Protocol, RA FHED IP 7 RLRAEREE LIEWVEHTT RLRAEBMBETERLSICEAIF Iy
JITIP 7 RLAZBYH TSRO Db,

DNS Domain Name System, H.323 ID. URL. X/zldA—)VIDEIP 7 FLRICERT BANZ X e Tlee VE—FTF—FF—/\D
BREEDIT20EMHLT. IPT7 FLAZEEB R AN VDRI MRICR Y T 5EDITEREINET,

FQDN FQDN( FE2fE8 K XA >4 ), RAMERZEEE B XA V2% FTHLET, fl:serverAcompanyA.com

FTP File Transfer Protocol, xw b T7—% /— BT 71 IV EEXT 570 )b,

HTTP Hypertext Transfer Protocol, 7 7 1 JVDERXD =8I Web 75 0 H & Web h—/NITERETNS 70 Db,

IKE Internet Key Exchange, VPN b2V EEET 58853 & LT ISAKMP TR B tfRE iR dT 5E— K,

IPSec IP security, 7—2AMU—LIEHIFS P/ FOREE. £TalEBEBEICK>TVPN b RIVEFRIEST 570 )bty b,
IPSec (&, Mransport] E— F (/37w bAY A TG ARAA— FEES(ET %) £/zld Ttunnell = F (XqO— K&y
by ADEAEESETS) DVTNDTEMELET,

ISAKMP Internet Key Exchange Security Protocol, > 42—% v Tt Fal) 7o &G LESHEAMEITAS 70N,

ISP Internet service provider («f >&Z—%w bHY—EXTO/NA %),

MAC Address | Media-access-control address, % b =277 A7 2B HTESNTWBEEDYIET KL A+

MTU Maximum transmission unit, AR AEEEREAE W/ T Y b A XU Mo A —H 2w FOMTUIK1500/N1 FD/N7y FTY,

NAT Network Address Translation, JU—REclET7 7 A7 04 —IVEBBRT 2/ y bELTIP7 FLAEEZEMRZ D0, NAT I,
LAN DT =7 2 A)V—2 BT BE—D/INT ) w7 IPT7 RLRAEFRALT. LAN EOBBRX bHRA >V E2—2y MIT 7R
FTHDEABEICLE T,

NetBIOS Tr7AIER. TV ARER Avte—I2 ) FBEE. BRUARRADZHD< A0V 7 O Windows 70 )b,

NTP Network Time Protocol, 70w I <RAZELTHENTWBIL—2EZRY ND—7ICBIF2BE—0ryOv 7ICERTES SO
)b,

PAP Password Authentication Protocol, JE— k77 XY —/NFFlL ISP ISR L TCA—HY AR T B/bD 70O )b,

PPPoE Point-to-Point Protocol over Ethernet, ISP AN IP 77 FLADEW B TEEBT HT EESKRA DR Y b T—0% ISP T
e 7O bl

PPTP Point-to-Point Tunneling Protocol, A >2—%v b EQUE— I SZA TV OB TTAN— M —/\ETORELET —REmX
DIzHIT VPN ZERR T 270 )b,

RADIUS Remote Authentication Dial-In User Service, JE—MI—YRAET AT VT4 I DfcdOTA NIV, I—HFHE/INRT—
FOEHEBZIRMLET,

RSA Rivest-Shamir-Adleman, ~BE# BES1L77)L T XL,

TCP Transmission Control Protocol, S8 IEFE Y OEEEMRIE LA > 2 —% v MIBIFHT—2&EDOTO )b,

UDP User Data Protocol, S8t &IBFEY DEEEFRIEE T ICA V22— Y MIBITEHT—2EFET 570 )b,

VPN Virtual private network, #2%Y FT—IHBRIDZRY FT—TICb T T4 v I INTEBELTSHEICES>TIP ST 1y
THINT V) IR TCP/IP 2w b D —DICES T EARIBEE T A% Y FT—7, IP LNV TCLBREESLT Heic x>
JEFERALET,

WINS Windows Internet Name Service, ZFIfBRDIcHDY—EX, BLGHIPH TRy bDIZA 7Y A7 O— R+ v X b EXEE
TS, BAF IV VICT FLADERR. BEDER. BXURY N T—IDTZIXETHTENTEXT,

XAUTH IKE Extended Authentication, IKE 70k J)UICEDWNTT/\A R (KEAFREET 5 ) 2T Tldi< . 2—YEBE9 A 1—

-'j—D/L;\DLT: 7/ \47\muﬁ1§<‘1 IPSec 7\: vI—/3 /HU [CRITENFE T,
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fJ8%B TIHHRERERE

{18% B TIZHAERIEE

FRE A HIHAE
TFINARATA > Ry E i URL https://192.168.10.1
1—9% (KXFNXFXRHY) admin
A4 INAT—F (KX IXFXRHY) admin
A A=y MET WAN MAC 77 KL X WER7 KL A& fEH
WAN MTU 1 X 1500
R—MRE F—hrtU2R
A—A/T) 7%y bT7—=2 (LAN) [IP7 FLX 192.168.10.1
IPv4 7%y bR 255.255.255.0
RPF1Loay mL
RIPN—T 3> Eiis)
RIP 537 Eiis)
DHCP #—/\ ax
DHCP BRBA IP 7 KL X 192.168.10.2
DHCP#T IP 7 KL X 192.168.10.100
BALY—> GMT
DST RICEREEI NS 21 LY —> syl
SNMP syl
UE—EE syl
T7ATIA—I A VR —2y M SORBERE FINHTTP R— b DR— 80 LD T T 1 v 7 &BRL)
1V B =%y bADONBEERE a2 (TR0
EETT MAC 7 1 )L2 =20
ATFIWAE—R ax

FBRCR—bTxT—T4VTET7AT7 7+ —IVEREICFIBAIGRGIFES—ER

ANY ICMP-TYPE-8 RLOGIN

AlM ICMP-TYPE-9 RTELNET

BGP ICMP-TYPE-10 RTSP:TCP
BOOTP_CLIENT ICMP-TYPE-11 RTSP:UDP
BOOTP_SERVER ICMP-TYPE-13 SFTP
CU-SEEME:UDP ICQ SMTP
CU-SEEME:TCP IMAP2 SNMP:TCP
DNS:UDP IMAP3 SNMP:UDP
DNS:TCP IRC SNMP-TRAPS:TCP
FINGER NEWS SNMP-TRAPS:UDP
FTP NFS SQL-NET

HTTP NNTP SSH:TCP

HTTPS PING SSH:UDP
ICMP-TYPE-3 POP3 STRMWORKS
ICMP-TYPE-4 PPTP TACACS
ICMP-TYPE-5 RCMD TELNET
ICMP-TYPE-6 REAL-AUDIO TFTP
ICMP-TYPE-7 REXEC VDOLIVE
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%D O AvE—Y

gD AT X vE—Y

T7IoVF4 VAT L (Ry b7—7)

O Xyte—o R2E O Xxyt—o E2E

DBUpdate event: Table: %s opCode:%drowld:%d DEBUG BridgeConfig: too few arguments to command %s ERROR
networkintable.txt not found DEBUG BridgeConfig: too few arguments to command %s ERROR
sqlite3QueryResGet failed DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Interface is already deleted in bridge DEBUG ddnsDisable failed ERROR
removing %s from bridge %s... %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
adding %s to bridge %s... %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
stopping bridge... DEBUG ddnsDisable failed ERROR
stopping bridge... DEBUG failed to call ddns enable ERROR
stopping bridge... DEBUG ddnsDisable failed ERROR
%s:DBUpdate event: Table: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
opCode:%d rowld:%d

Wan is not up DEBUG Error in executing DB update handler ERROR
%s:DBUpdate event: Table: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
opCode:%d rowld:%d

doDNS:failed DEBUG lllegal invocation of ddnsView (%s) ERROR
doDNS:failed DEBUG sqlite3QueryResGet failed.Query:%s ERROR
doDNS:Result = FAILED DEBUG sqlite3QueryResGet failed.Query:%s ERROR
doDNS:Result SUCCESS DEBUG ddns: SQL error: %s ERROR
Write Old Entry: %s %s %s: to %S DEBUG lllegal operation interface got deleted ERROR
Write New Entry: %s %s #%s : to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Write Old Entry: %s %s %s: to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Write New Entry: %s %s #%s : to %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
ifStaticMgmtDBUpdateHandler: returning with " DEBUG ddnsDisable failed ERROR
nimflLinkStatusGet: buffer: \ DEBUG ddns: SQL error: %s ERROR
nimflLinkStatusGetErr: returning with status: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: current Mac Option: %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: current Port Speed Option: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: current Mtu Option: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: looks like we are reconnecting. " DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: Mtu Size: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: NIMF table is %s DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap:WAN_MODE TRIGGER DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: MTU: %d DEBUG Failed to call ddns enable ERROR
nimfAdvOptSetWrap: MacAddress: %s DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: old Mtu Flag: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: user has changed MTU option DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: MTU: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: old MTU size: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfAdvOptSetWrap: old Port Speed Option: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: old Mac Address Option: %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: MacAddress: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Setting LED [%d]:[%d] For %s DEBUG sqglite3QueryResGet failed.Query:%s ERROR
I2tpEnable: command string: %s DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: handling reboot scenario DEBUG failed to call ddns enable ERROR
nimfAdvOptSetWrap: INDICATOR = %d DEBUG ddns: SQL error: %s ERROR
nimfAdvOptSetWrap: UpdateFlag: %d DEBUG ddnsDisable failed ERROR
nimfAdvOptSetWrap: returning with status: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfGetUpdateMacFlag: MacTable Flag is: %d DEBUG Error in executing DB update handler ERROR
nimfMacGet: Mac Option changed DEBUG Failed to open the resolv.conf file. Exiting./n ERROR
nimfMacGet: Update Flag: %d DEBUG Could not write to the resolv.conf file. Exiting. ERROR
nimfMacGet: MacAddress: %s DEBUG Error opening the lanUptime File ERROR
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nimfMacGet: MacAddress: %s DEBUG Error Opening the lanUptime File. ERROR
nimfMacGet: MacAddress: %s DEBUG failed to open %s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to open %s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to query networkinterface table ERROR
nimfMacGet:Mac option Not changed \ DEBUG failed to query networkinterface table ERROR
nimfMacGet: MacAddress: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
nimfMacGet: MacAddress: %s DEBUG failed to enable IPv6 forwarding ERROR
nimfMacGet: MacAddress: %s DEBUG failed to set capabilities on the " ERROR
nimfMacGet: returning with status: %s DEBUG failed to enable IPv6 forwarding ERROR
Now in enableing LanBridge function DEBUG failed to set capabilities on the " ERROR
sucessfully executed the command %s DEBUG failed to disable IPvé forwarding ERROR
Now in disableing LanBridge function DEBUG failed to set capabilities on the " ERROR
sucessfully executed the command %s DEBUG failed to open %s ERROR
configPortTblHandler:Now we are in Sqlite Update " DEBUG Could not create ISATAP Tunnel ERROR
The Old Configuration of ConfiPort was:%s DEBUG Could not destroy ISATAP Tunnel ERROR
The New Configuration of ConfiPort was:%s DEBUG Could not configure ISATAP Tunnel ERROR
The user has deselected the configurable port DEBUG Could not de-configure ISATAP Tunnel ERROR
failed query %s DEBUG nimfStatusUpdate: updating NimfStatus failed ERROR
failed query %s DEBUG nimfStatusUpdate: updating NimfStatus failed ERROR
failed query %s DEBUG nimflLinkStatusGet: determinig link's status failed ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG nimflLinkStatusGet: opening status file failed ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG Failed to commit ERROR
%s:9%d SIP ENABLE: %s DEBUG ifStatusDBUpdate: Failed to begin " ERROR
sipTblHandler:failed to update ifStatic DEBUG %s: SQL error: %s ERROR
sipTblHandler:failed to update Configport DEBUG %s: Failed to commit " ERROR
%s:9%d SIP DISABLE: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
9%5:%d SIP SET CONF: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
Failed to open %s: %s DEBUG nimfNetlfaceTblHandler: unable to get LedPinld ERROR
Failed to start sipalg DEBUG %s: unable to kill dhclient ERROR
Failed to stop sipalg DEBUG nimfAdvOptSetWrap: unable to get current Mac Option ERROR
Failed to get config info DEBUG nimfAdvOptSetWrap: unable to get current Port " ERROR
Network Mask: 0x%x DEBUG nimfAdvOptSetWrap: unable to get current MTU Option ERROR
RTP DSCP Value: 0x%x DEBUG nimfAdvOptSetWrap: error getting Mac Address from " ERROR
Need more arguments DEBUG nimfAdvOptSetWrap: unable to get the MTU ERROR
Invalid lanaddr DEBUG nimfAdvOptSetWrap: error setting interface advanced " ERROR
Invalid lanmask DEBUG nimfAdvOptSetWrap: error getting MTU size ERROR
Invalid option DEBUG nimfAdvOptSetWrap: unable to get Mac Address ERROR
Failed to set config info DEBUG nimfAdvOptSetWrap: error setting interface advanced " ERROR
Unknown option DEBUG nimfAdvOptSetWrap: failed to get old connectiontype ERROR
sshdTblHandler DEBUG nimfAdvOptSetWrap: old connection type is: %s ERROR
pPort: %s DEBUG nimfAdvOptSetWrap: failed to get old MTU Option ERROR
pProtocol: %s DEBUG nimfAdvOptSetWrap: error getting MTU size ERROR
pListerAddr: %s DEBUG nimfOldFieldValueGet: failed to get old " ERROR
pKeyBits: %s DEBUG nimfOldFieldValueGet: user has changed MTU size ERROR
pRootEnable: %s DEBUG nimfAdvOptSetWrap: failed to get old Port Speed " ERROR
pRsaEnable: %s DEBUG nimfAdvOptSetWrap: user has changed Port Speed ERROR
pDsaEnable: %s DEBUG nimfAdvOptSetWrap: failed to get old Mac Address " ERROR
pPassEnable: %s DEBUG nimfAdvOptSetWrap: user has changed Mac Address " ERROR
pEmptyPassEnable: %s DEBUG nimfAdvOptSetWrap: unable to get Mac Address ERROR
pSftpEnable: %s DEBUG nimfAdvOptSetWrap:Failed to RESET the flag ERROR
pScpEnable: %s DEBUG nimfAdvOptSetWrap: setting advanced options failed ERROR
pSshdEnable: %s DEBUG nimfAdvOptSetWrap: interface advanced options applied ERROR
pPrivSep: %s DEBUG nimfGetUpdateMacFlag: unable to get Flag from MacTable | ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG nimfMacGet: Updating MAC address failed ERROR
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Re-Starting sshd daemon.... DEBUG sqlite3QueryResGet failed.Query:%s ERROR
sshd re-started successfully. DEBUG error executing the command %s ERROR
sshd stopped . DEBUG error executing the command %s ERROR
failed query %s DEBUG error executing the command %s ERROR
vlan disabled, not applying vlan configuration.. DEBUG disableLan function is failed to disable ConfigPort" ERROR
failed query %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
failed query %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
no ports present in this vlanld %d DEBUG Unable to Disable configurable port from ERROR
failed query %s DEBUG configPortTblHandler has failed ERROR
vlan disabled, not applying vlan configuration.. DEBUG sqglite3QueryResGet failed.Query:%s ERROR
disabling vlan DEBUG Error in executing DB update handler ERROR
enabling vlan DEBUG sqlite3QueryResGet failed ERROR
vlan disabled, not applying vlan configuration.. DEBUG Failed to execute switchConfig for port\ ERROR
no ports present in this vianid %d DEBUG Failed to execute switchConfig for port enable ERROR
failed query %s DEBUG Failed to execute ifconfig for port enable ERROR
vlan disabled, not applying vlan configuration.. DEBUG Failed to execute ethtool for\ ERROR
removing %s from bridge%s... %s DEBUG Failed to execute switchConfig for port disable ERROR
adding %s to bridge%d... %s DEBUG Failed to execute ifconfig for port disable ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed ERROR
[switchConfig] Ignoring event on port number %d DEBUG sqlite3_mprintf failed ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed ERROR
executing %s ... %s DEBUG Failed to execute switchConfig for port mirroring ERROR
removing %s from bridge%s... %s DEBUG Usage:%s <DB Name> <Entry Name> <logFile> <subject> [ ERROR
adding %s to bridge%d... %s DEBUG sqlite3QueryResGet failed ERROR
[switchConfig] Ignoring event on %s DEBUG Could not get all the required variables to email the Logs. ERROR
restarting bridge... DEBUG runSmtpClient failed ERROR
[switchConfig] Ignoring event on port number %d DEBUG getaddrinfo returned %s ERROR
[switchConfig] executing %s ... %s DEBUG file not found ERROR
restarting bridge... DEBUG sqlite3QueryResGet failed.Query:%s ERROR
UserName: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Password: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
IspName: %s DEBUG No memory to allocate ERROR
DialNumber: %s DEBUG Failed to Open SSHD Configuration File ERROR
Apn: %s DEBUG Ipaddress should be provided with accessoption 1 ERROR
GetDnsFromlsp: %s DEBUG Subnetaddress should be provided with accessoption 2 ERROR
IdleTimeOQutFlag: %s DEBUG Failed to restart sshd ERROR
IdleTimeOutValue: %d DEBUG unable to open the " ERROR
AuthMetho: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
executing %s ... %s DEBUG Error in executing DB update handler ERROR
removing %s from bridge%d... %s DEBUG Error in executing DB update handler ERROR
adding %s to bridge%d... %s DEBUG unknown vlan state ERROR
stopping bridge... DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
restarting bridge... DEBUG sglite3_mprintf failed ERROR
Could not configure 6to4 Tunnel Interface DEBUG Access port can be present only in single vlan ERROR
Could not de-configure 6to4 Tunnel Interface DEBUG Failed to execute vlanConfig binary for vlanid %d ERROR
failed to restart 6to4 tunnel interfaces DEBUG unknown vlan state ERROR
BridgeConfig: too few arguments to command %s DEBUG Failed to execute vlanConfig binary for port number %d ERROR
BridgeConfig: unsupported command %d DEBUG Failed to clear vlan for oldPVID %d ERROR
BridgeConfig returned error=%d DEBUG Failed to execute vlanConfig binary for port number %d ERROR
sqlite3QueryResGet failed DEBUG Failed to clear vlan for %d ERROR
Error in executing DB update handler DEBUG Failed to set vlan entry for vlan %d ERROR
sqlite3QueryResGet failed DEBUG Failed to set vlan entries, while enabling \ ERROR
Failed to remove vlan Interface for vianld \ DEBUG sqlite3QueryResGet failed ERROR
sqlite3QueryResGet failed DEBUG Failed to execute vlanConfig binary for port number %d ERROR
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Invalid oidp passed DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
Invalid oidp passed DEBUG Failed to enable vlan ERROR
Failed to get oid from the tree DEBUG Failed to disable vlan ERROR
threegEnable: Input to wrapper %s DEBUG Failed to set vlanPort table entries, while \ ERROR
threegEnable: spawning command %s DEBUG Failed to enable vlan ERROR
threegMgmtHandler: query string: %s DEBUG unknown vlan state ERROR
threegMgmtHandler: returning with status: %s DEBUG Error in executing DB update handler ERROR
adding to dhcprealy ifgroup failed DEBUG unknown vlan state ERROR
adding to ipset fwDhcpRelay failed DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
Disabling Firewall Rule for DHCP Relay Protocol DEBUG sqlite3_mprintf failed ERROR
Enabling Firewall Rule for DHCP Relay Protocol DEBUG Access port can be present only in single vian ERROR
prerouting Firewall Rule add for Relay failed DEBUG Failed to execute vlanConfig binary for vlanld %d ERROR
prerouting Firewall Rule add for Relay failed DEBUG unknown vlan state ERROR
%s: SQL get query: %s DEBUG Failed to execute vlanConfig binary for port number %d ERROR
%s: sqlite3QueryResGet failed DEBUG Failed to clear vlan for oldPVID %d ERROR
%s: no result found DEBUG Failed to execute vlanConfig binary for port number %d ERROR
%s: buffer overflow DEBUG Failed to clear vlan for %d ERROR
%s: value of %s in %s table is: %s DEBUG Failed to set vlan entry for vlan %d ERROR
%s: returning with status: %s DEBUG Failed to set vlan entries, while enabling \ ERROR
dnsResolverConfigure: addressFamily: %d DEBUG Failed to execute vlanConfig binary for port number %d ERROR
dnsResolverConfigure: LogicallfName: %s DEBUG Failed to execute vlanConfig binary for vianid %d ERROR
chap-secrets File found DEBUG Failed to enable vlan ERROR
PID File for xI2tpd found DEBUG Failed to disable vlan ERROR
pid: %d DEBUG Failed to set vlanPort table entries, while \ ERROR
options.x|2tpd file found DEBUG Failed to enable vlan ERROR
options.x|2tpd file not found DEBUG unknown vlan state ERROR
Conf File for xI2tpd found DEBUG threegMgmtInit: unable to open the database file %s ERROR
xI2tpd.conf not found DEBUG threegConnEnable: failed to get the WanMode ERROR
Chap Secrets file found DEBUG threegEnable:spawning failed ERROR
Chap Secrets file not found DEBUG threegDisable: unable to kill ppp daemon ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG threegMgmtHandler: Query: %s ERROR
chap-secrets File found DEBUG threegMgmtHandler: error in executing database update ERROR
PID File for pptpd found DEBUG Error in executing DB update handler ERROR
pid: %d DEBUG are we getting invoked twice ?? ERROR
PID File for pptpd interface found DEBUG could not open %s to append ERROR
pid: %d DEBUG could not write nameserver %s to %s ERROR
options.pptpd file found DEBUG could not write nameserver %s to %s ERROR
options.pptpd file not found DEBUG could not open %s to truncate ERROR
Conf File for pptpd found DEBUG dnsResolverConfigMgmtInit: unable to open the " ERROR
pptpd.conf not found DEBUG resolverConfigDBUpateHandler: sglite3QueryResGet " ERROR
Chap Secrets file found DEBUG could not configure DNS resolver ERROR
Chap Secrets file not found DEBUG dnsResolverConfigure: could not write nameserver:%s," ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG unboundMgmt: unable to open the " ERROR
chap-secrets File found DEBUG ioctl call Failed-could not update active user Details ERROR
pppoeMgmtTblHandler: MtuFlag: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: Mtu: %d DEBUG Can't kill xI2tpd ERROR
pppoeMgmtTblHandler: IdleTimeOutFlag: %d DEBUG xI12tpd restart failed ERROR
pppoeMgmtTblHandler: IdleTimeOutValue: %d DEBUG failed to get field value ERROR
pppoeMgmtTblHandler: UserName: %s DEBUG failed to get field value ERROR
pppoeMgmtTblHandler: Password: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: DNS specified: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pppoeMgmtTblHandler: Service: %s DEBUG unboundMgmt: unable to open the " ERROR
pppoeMgmtTblHandler: Staticlp: %s DEBUG writing options.xI2tpd failed ERROR
pppoeMgmtTblHandler: NetMask: %s DEBUG xI2tpdStop failed ERROR
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pppoeMgmtTblHandler: AuthOpt: %d DEBUG writing x12tpd.conf failed ERROR
pppoeMgmtTblHandler: Satus: %d DEBUG writing options.xI2tpd failed ERROR
pppoeEnable: ppp dial string: %s DEBUG xI2tpdStop failed ERROR
pppoeMgmtDBUpdateHandler: returning with status: %s DEBUG xI2tpdStart failed ERROR
pptpMgmtTblHandler: MtuFlag: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: Mtu: %d DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: IdleTimeOutFlag: %d DEBUG xI2tpdStop failed ERROR
pptpMgmtTblHandler: IdleTimeOutValue: %d DEBUG xI2tpdStart failed ERROR
pptpMgmtTblHandler: GetDnsFromisp: %d DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: UserName: %s DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: Password: %s DEBUG xI2tpdStop failed ERROR
pptpMgmtTblHandler: dynamic Mylp configured DEBUG x2tpdStart failed ERROR
pptpMgmtTblHandler: Mylp: %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
pptpMgmtTblHandler: Serverlp: %s DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
pptpMgmtTblHandler: Staticlp: %s DEBUG Error in executing DB update handler ERROR
pptpMgmtTblHandler: NetMask: %s DEBUG unboundMgmt: unable to open the " ERROR
pptpMgmtTblHandler: MppeEncryptSupport: %s DEBUG Can't kill pptpd ERROR
pptpMgmtTblHandler: SplitTunnel: %s DEBUG pptpd restart failed ERROR
pptpEnable: ppp dial string: %s DEBUG Can't kill pptpd ERROR
pptpEnable: spawning command %s DEBUG failed to get field value ERROR
PID File for dhcpc found DEBUG failed to get field value ERROR
pid: %d DEBUG unboundMgmt: unable to open the " ERROR
pptpMgmtDBUpdateHandler: query string: %s DEBUG writing options.pptpd failed ERROR
pptpMgmtDBUpdateHandler: returning with status: %s DEBUG pptpdStop failed ERROR
dhcpcReleaselease: dhcpc release command: %s DEBUG writing pptpd.conf failed ERROR
dhcpcMgmtTblHandler: MtuFlag: %d DEBUG writing options.pptpd failed ERROR
dhcpcMgmtTblHandler: Mtu: %d DEBUG pptpdStop failed ERROR
DHCPv6 Server started successfully. DEBUG pptpdStart failed ERROR
DHCPvV6 Server stopped successfully DEBUG writing Chap-secrets/Pap-Secrets failed ERROR
DHCPv6 Client started successfully. DEBUG Error in executing DB update handler ERROR
DHCPv6 Client stopped successfully. DEBUG pppStatsUpdate: unable to get default MTU ERROR
DHCPv6 Client Restart successful DEBUG pppoeMgmtinit: unable to open the database file %s ERROR
[2tpMgmtTblHandler: MtuFlag: %d DEBUG pppoeDisable: unable to kill ppp daemon ERROR
[2tpMgmtTblHandler: Mtu: %d DEBUG pppoeMultipleEnableDisable: pppoe enable failed ERROR
[2tpMgmtTblHandler: IspName: %s DEBUG pppoeMultipleEnableDisable: pppoe disable failed ERROR
[2tpMgmtTblHandler: UserName: %s DEBUG pppoeMgmtTblHandler: unable to get current Mtu Option ERROR
[2tpMgmtTblHandler: Password: %s DEBUG pppoeMgmtTblHandler: unable to get the Mtu ERROR
[2tpMgmtTblHandler: AccountName: %s DEBUG pppoeMgmtTblHandler: pppoe enable failed ERROR
[2tpMgmtTblHandler: DomainName: %s DEBUG pppoeMgmtDBUpdateHandler: failed query: %s ERROR
[2tpMgmtTblHandler: Secret: not specified DEBUG pppoeMgmtDBUpdateHandler: error in executing " ERROR
[2tpMgmtTblHandler: Secret: %s DEBUG pptpMgmtinit: unable to open the database file %s ERROR
[2tpMgmtTblHandler: dynamic Mylp configured DEBUG pptpEnable: error executing command: %s ERROR
[2tpMgmtTblHandler: Mylp: %s DEBUG pptpEnable: unable to resolve address: %s ERROR
[2tpMgmtTblHandler: Serverlp: %s DEBUG pptpEnable: inet_aton failed ERROR
[2tpMgmtTblHandler: Staticlp: %s DEBUG pptpEnable: inet_aton failed ERROR
[2tpMgmtTblHandler: NetMask: %s DEBUG pptpEnable:spawning failed ERROR
[2tpMgmtTblHandler: SplitTunnel: %s DEBUG pptpDisable: unable to kill ppp daemon ERROR
needToStartHealthMonitor: returning with status: %s DEBUG pptpMgmtTblHandler: unable to get current MTU Option ERROR
[2tpEnable: command string: %s DEBUG pptpMgmtTblHandler: unable to get the Mtu ERROR
[2tpEnable: command: %s DEBUG pptpMgmtTblHandler: dbRecordValueGet failed for %s " ERROR
[2tpEnable: command string: %s DEBUG pptpMgmtTblHandler: pptp enable failed ERROR
PID File for dhcpc found DEBUG pptpMgmtTblHandler: pptp disable failed ERROR
pid: %d DEBUG pptpMgmtDBUpdateHandler: sqlite3QueryResGet " ERROR
[2tpMgmtDBUpdateHandler: query string: %s DEBUG pptpMgmtDBUpdateHandler: error in executing " ERROR

221



222

8D OT AvE—2

Ay xyt—o R2E Ay xyt—Y R2E
12tpMgmtDBUpdateHandler: returning with status: %s DEBUG llegal invocation of dhcpConfig (%s) ERROR
RADVD started successfully DEBUG dhcplLiblnit: unable to open the database file %s ERROR
RADVD stopped successfully DEBUG sqlite3QueryResGet failed.Query:%s ERROR
empty update. nRows=%d nCols=%d WARN dhcpcMgmtinit: unable to open the database file %s ERROR
Wan is not up or in load balencing mode WARN dhcpcReleaselease: unable to release lease ERROR
threegMgmtHandler: no row found. nRows = %d nCols = %d | WARN dhcpcEnable: unable to kill dhclient ERROR
pppoeMgmtDBUpdateHandler: empty update. WARN dhcpcEnable: enabling dhcpc failed on: %s ERROR
dhcpcEnable: dhclient already running on: %s WARN dhcpcDisable: unable to kill dhclient ERROR
dhcpcDisable: deleted dhclient.leases WARN dhcpcDisable: delete failed for dhclient.leases ERROR
[2tpMgmtinit: unable to open the database file %s ERROR dhcpcDisable: failed to reset the ip ERROR
[2tpEnable: unable to resolve address: %s ERROR dhcpcMgmtTblHandler: unable to get current Mtu Option ERROR
[2tpEnable: inet_aton failed ERROR dhcpcMgmtTblHandler: unable to get the Mtu ERROR
The Enable Command is %s ERROR dhcpcMgmtTblHandler: dhclient enable failed ERROR
[2tpEnable:Executing the Command failed ERROR dhcpcMgmtTblHandler: dhcpc release failed ERROR
[2tpDisable: command string: %s ERROR dhcpcMgmtTblHandler: dhcpc disable failed ERROR
[2tpDisable: unable to stop [2tp session ERROR dhcpcMgmtDBUpdateHandler: failed query: %s ERROR
[2tpMgmtTblHandler: unable to get current MTU option ERROR dhcpcMgmtDBUpdateHandler: error in executing " ERROR
I2tpMgmtTblHandler: unable to get the Mtu ERROR DHCPvé6 Client start failed. ERROR
[2tpMgmtTblHandler: dbRecordValueGet failed for %s " ERROR DHCPvé6 Client stop failed. ERROR
[2tpMgmtTblHandler: [2tpEnable failed ERROR failed to create/open DHCPV6 client " ERROR
[2tpMgmtTbIHandler: disabling I2tp failed ERROR failed to write DHCPV6 client configuration file ERROR
[2tpMgmtDBUpdateHandler: sqlite3QueryResGet " ERROR failed to restart DHCPv6 Client ERROR
12tpMgmtDBUpdateHandler: error in executing ERROR failed to create/open DHCPV6 Server " ERROR
lllegal invocation of tcpdumpConfig (%s) ERROR Restoring old configuration.. ERROR
Failed to start tcpdump ERROR DHCPv6 Server configuration update failed ERROR
Failed to stop tcpdump ERROR DHCPv6 Server Restart failed ERROR
Invalid tcpdumpEnable value ERROR sqlite3QueryResGet failed.Query:%s ERROR
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%d command not supported by eapAuth DEBUG PEAP key derive: ERROR ERROR
pCtx NULL. DEBUG PEAP context is NULL: ERROR ERROR
Current cert subject name= %s DEBUG Constructing P2 response: ERROR ERROR
X509_STORE_CTX_get_ex_data failed. DEBUG innerkapRecv is NULL: ERROR ERROR
Cannot get cipher, no session est. DEBUG Decrypting TLS data: ERROR ERROR
9%s: SSL_ERROR_WANT_X509_LOOKUP DEBUG Wrong identity size: ERROR ERROR
err code = (%d) in %s DEBUG Wrong size for extensions packet: ERROR ERROR
BIO_write: Error DEBUG innerkapRecv is NULL: ERROR. ERROR
Decrypting: BIO reset failed DEBUG Inner EAP processing: ERROR ERROR
Encrypting BIO reset: ERROR DEBUG TLS handshake: ERROR. ERROR
BIO_read: Error DEBUG Sending P1 response: ERROR ERROR
EAP state machine changed from %s to %s. DEBUG Unexpected tlsGlueContinue return value. ERROR
EAP state machine changed from %s to %s. DEBUG No more fragments in message. ERROR ERROR
Received EAP Packet with code %d DEBUG No phase 2 data or phase 2 data buffer NULL: ERROR ERROR
Response ID %d DEBUG Allocating memory for PEAP Phase 2 payload: ERROR ERROR
Response Method %d DEBUG TLS encrypting response: ERROR ERROR
Created EAP/PEAP context: OK DEBUG Setting message in fragment buffer: ERROR ERROR
Deleted EAP/PEAP context: OK DEBUG Allocating TLS read buffer is NULL: ERROR ERROR
Upper EAP sent us: decision = %d method state = %d DEBUG Setting last fragment: ERROR ERROR
P2 decision=(%d); methodState=(%d) DEBUG Getting message: ERROR ERROR
Writing message to BIO: ERROR. DEBUG Processing PEAP message: ERROR ERROR
Encrypted (%d) bytes for P2 DEBUG Setting fragment: ERROR ERROR
P2:sending fragment. DEBUG Creating receive buffer: ERROR ERROR
P2: message size = %d DEBUG Setting first fragment: ERROR ERROR
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P2: sending unfragmented message. DEBUG Sending P1 response: ERROR ERROR
P1:Sending fragment. DEBUG NULL request (or response) PDU or NULL context: ERROR ERROR
P1: Total TLS message size = (%d) DEBUG Expecting start packet, got something else: ERROR ERROR
P1: sending unfragmented message. DEBUG Protocol version mismatch: ERROR ERROR
peapFragFirstProcess: TLS record size to receive = (%d) DEBUG Processing PEAP message (from frag): ERROR ERROR
Setting version %d DEBUG Processing PEAP message: ERROR ERROR
PEAP pkt rcvd: data len=(%d) flags=(%d) version=(%d) DEBUG Processing PEAP message: ERROR ERROR
Got PEAP/Start packet. DEBUG Indicated length not valid: ERROR ERROR
Got first fragment DEBUG Did not get Acknowledged result: ERROR ERROR
Got fragment (n) DEBUG Cannot understand AVP value: ERROR ERROR
Got last fragment DEBUG eapExtResp is NULL: ERROR ERROR
Got unfragmented message DEBUG eapWscCtxCreate: EAPAUTH_MALLOC failed. ERROR
Got frag ack. DEBUG eapWscProcess: umiloctl req to WSC failed, status = %d ERROR
Ext AVP parsed: flags=(0x%x) DEBUG eapWscCheck: Invalid frame ERROR
Mandatory bit not set: WARNING DEBUG eapWscBuildReq: Invalid state %d ERROR
Ext AVP parsed: type=(%d) DEBUG eapWscProcessWscResp: Invalid data recd pData = %p, ERROR
datalLen"
Ext AVP parsed: value=(%d) DEBUG Data received for invalid context, dropping it ERROR
Got PEAPVO success! DEBUG eapWscProcessWscResp: Build Request failed ERROR
Got PEAPVO failure! DEBUG eapWscProcessWscResp: Invalid state %d ERROR
pCtx NULL. DEBUG eapWscProcessWscResp: Message processing failed 0x%X ERROR
Authenticator response check: Error DEBUG eapWscProcessWscData: Invalid notification recd %d ERROR
Authenticator response check: Failed DEBUG unable to initialize MD5 ERROR
MS-CHAP2 Response AVP size = %u DEBUG MDString: adpDigestInit for md>5 failed ERROR
Created EAP/MS-CHAP2 context: OK. DEBUG EAPAUTH_MALLOC failed. ERROR
pCtx NULL. DEBUG EAPAUTH_MALLOC failed. ERROR
Deleted EAP/MS-CHAPv2 context: OK DEBUG NULL context created: Error ERROR
Not authenticated yet. DEBUG NULL context received: Error ERROR
Authenticator response invalid DEBUG Authenticator ident invalid. ERROR
EAP-MS-CHAPV2 password changed. DEBUG Success request message invalid: Error ERROR
rcvd. opCode %d. DEBUG Plugin context is NULL ERROR
pCtx NULL. DEBUG Deriving implicit challenge: Error ERROR
TLS message len changed in the fragment, ignoring. DEBUG Generating NT response: Error ERROR
no data to send while fragment ack received. DEBUG NULL in/out buffer: Error ERROR
TLS handshake successful. DEBUG Incorrect vendor id. ERROR
Created EAP/TTLS context: OK DEBUG Allocating memory for outBuff: ERROR ERROR
Deleted EAP/TTLS context: OK DEBUG AVP code not recognized ERROR
No more fragments in message. ERROR DEBUG EAPAUTH_MALLOC failed. ERROR
Upper EAP sent us: method state = %d; decision = %d DEBUG Converting password to unicode: Error ERROR
P2:sending fragment. DEBUG Generating password hash: Error. ERROR
P2 send unfragmented message. DEBUG Generating password hash hash: Error. ERROR
P1:sending fragment. DEBUG Generating master key: Error. ERROR
P1:sending unfragmented message. DEBUG Generating first 16 bytes of session key: Error.n ERROR
\tTLSMsgLen = 0x%x DEBUG Generating second 16 bytes of session key: Error.n ERROR
Send req ptr = 0x%x; Send resp ptr = 0x%x DEBUG Converting password to unicode: Error ERROR
P2 decision=(%d); methodState=(%d) DEBUG Constructing failure response: ERROR ERROR
Default EAP: method state = %d; decision = %d DEBUG Error checking authenticator response. ERROR
TTLS pkt: data len=(%d) flags=(0x%x) DEBUG Error generating NT response. ERROR
Got start DEBUG Username string more than 256 ASCII characters: ERROR ERROR
Got first fragment (n). DEBUG Invalid Value-Size. ERROR
Got fragment (n). DEBUG Invalid MS-Length. Got (%d), expected (%d) ERROR
Got last fragment DEBUG Error constructing response. ERROR
Got unfragmented message. DEBUG Got type (%d), expecting (%d) ERROR
Got frag ack. DEBUG Cannot handle message; opCode = %d ERROR
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Rcvd. AVP Code-%u: flags-Ox%x: len- %u: vendorld-9%u: " DEBUG EAPAUTH_MALLOC failed. ERROR
MOD EAP: method state from upper = %d; decision = %d DEBUG tlsGlueCtxCreate failed. ERROR
Got AVP len = %ul. Should be less than 16777215 DEBUG client certificate must be set in the profile. ERROR
AVP length extract: Error DEBUG received tls message length too big. ERROR
pFB is NULL DEBUG total frags len > initial total tls length. ERROR
Requesting message before assembly complete DEBUG total frags len > initial total tls length. ERROR
pFBis NULL DEBUG total data rcvd(%d) doesnt match the initial " ERROR
pFBis NULL DEBUG couldnt write %d data to TLS buffer. ERROR
Buffer cannot hold message: ERROR DEBUG invalid flags %s passed to eapTIsBuildResp. ERROR
pFB is NULL: Error DEBUG EAPAUTH_MALLOC failed. ERROR
pFBis NULL DEBUG tlsGlueCtxCreate failed. ERROR
TLS_FB*is NULL. DEBUG Context NULL: ERROR ERROR
pFB->msgBuff is NULL. DEBUG Setting profile to glue layer: ERROR. ERROR
Error calculating binary. DEBUG _eapCtxCreate failed. ERROR
Error calculating binary. DEBUG %d authentication not enabled in the system. ERROR
adpDigestInit for SHAT failed. DEBUG Initializing inner non-EAP auth plugin: ERROR ERROR
adpDigestInit for SHAT failed. DEBUG TTLS key derive: ERROR ERROR
E=%d DEBUG TTLS context from EAP plugin is NULL: ERROR ERROR
R =%d DEBUG Allocating memory for TTLS Phase 2 payload: ERROR ERROR
Could not initialize des-ecb DEBUG TLS Encrypting response: ERROR ERROR
adpDigestInit for MD4 failed. DEBUG Allocating TLS read buffer is NULL: ERROR ERROR
adpDigestlnit for SHAT failed. DEBUG Inner authentication (id: %d) unhandled ERROR
adpDigestlnit for SHAT failed. DEBUG innerEapRecv is NULL: ERROR. ERROR
Error converting received auth reponse to bin. DEBUG Decrypting TLS data: ERROR ERROR
Gnerating challenge hash: Error DEBUG Processing Phase 2 method: Error ERROR
Generating password hash: Error DEBUG Writing message to BIO: ERROR. ERROR
Generating challenge response: Error DEBUG TLS handshake: ERROR. ERROR
Conn cipher name=9%s ver=%s: %s DEBUG Unexpected tlsGlueContinue return value. ERROR
Send req ptr = 0x%x; Send resp ptr = 0x%x DEBUG NULL request (or response) PDU or NULL context ERROR
Request ptr = 0x%x; DEBUG Protocol version mismatch: ERROR ERROR
Response ptr = 0x%x DEBUG Creating receive buffer: ERROR ERROR
Revd. AVP Code - %ul DEBUG Setting first fragment: ERROR ERROR
Revd. AVP flags - 0x9%02x DEBUG Setting fragment: ERROR ERROR
Revd. AVP len - %ul DEBUG Setting last fragment: ERROR ERROR
Revd. AVP vendor id - %ul DEBUG Getting message: ERROR ERROR
\tCode = %d DEBUG Processing TTLS message: ERROR ERROR
\tldent = %d DEBUG Processing TTLS message: ERROR ERROR
\tLen = %d DEBUG Processing TTLS message: ERROR ERROR
\tType = %d DEBUG Decapsulating AVP: ERROR ERROR
\tOpCode = %d DEBUG Processing EAP receive: Error ERROR
\tMSID = %d DEBUG AVP code not EAP: Error ERROR
\tmsLen = %d DEBUG Encapsulating AVP: ERROR ERROR
\tvalSize = %d DEBUG profile %s doesnt exist. ERROR
Frag Buffer bytes left = (%d) DEBUG profile %s is in use. ERROR
Stripped username=(%s) DEBUG profile %s already exists. ERROR
digestLen = %d. DEBUG EAPAUTH_MALLOC failed ERROR
ClearText = DEBUG User not found. ERROR
CipherText = DEBUG EAP-MD5 not enabled in system configuration. ERROR
digestLen = %d. DEBUG EAP-MSCHAPV2 not enabled in system configuration. ERROR
digestLen1 = %d. DEBUG EAP-TLS not enabled in system configuration. ERROR
digestLen2 = %d. DEBUG EAP-TTLS not enabled in system configuration. ERROR
password change is not allowed for this user DEBUG EAP-PEAP not enabled in system configuration. ERROR
completed writing the policy DEBUG EAP-WSC not enabled in system configuration. ERROR
completed writing the SA DEBUG PAP not enabled in system configuration. ERROR
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completed writing the proposal block DEBUG CHAP not enabled in system configuration. ERROR
cmdBuf: %s DEBUG MSCHAP not enabled in system configuration. ERROR
X509_DEBUG : Invalid Certificate for the generated" DEBUG MSCHAPV2 not enabled in system configuration. ERROR
X590_ERROR : Failed to create File '%s' DEBUG PAP/Token not enabled in system configuration. ERROR
x509TblHandler DEBUG EAP-MD5 not enabled in system configuration. ERROR
pCertType: %s DEBUG EAP-MSCHAPV2 not enabled in system config. ERROR
pRowQueryStr: %s DEBUG EAP-TLS not enabled in system configuration. ERROR
x509SelfCertTblHandler DEBUG EAP-TTLS and EAP-PEAP are not valid as inner" ERROR
pRowQueryStr: %s DEBUG invalid innerAuth %d. ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG profile %s doesnt exist. ERROR
umiRegister failed ERROR Re-assembling fragments incorrect size ERROR
eapAuthHandler: Invalid data received ERROR Error creating cipher context. ERROR
EAPAUTH_MALLOC failed. ERROR Error initializing cipher context. ERROR
malloc failed. ERROR Error creating digest context. ERROR
BIO_new_mem_buf failed. ERROR Error initializing digest context. ERROR
malloc failed. ERROR Error initializing DES in Klite ERROR
BIO_new_mem_buf failed. ERROR Error initializing MD4 in Klite ERROR
SSL_CTX_new (TLSv1_client_method) failed. ERROR Error initializing RC4 in Klite ERROR
unable to set user configured CIPHER list %s ERROR Error initializing SHA in Klite ERROR
Certificate verification failed. ERROR Error cleaning cipher context. ERROR
Server name match failed. Got (%s) expected " ERROR Error destroying cipher context. ERROR
SSL_CTX_use_certificate_file (cert, PEM) failed. ERROR Error cleaning digest context. ERROR
SSL_CTX_use_PrivateKey_file failed. ERROR Error destroying digest context. ERROR
private key does not match public key ERROR Error stripping domain name. ERROR
SSL_CTX_load_verify_locations failed ERROR Error cleaning digest context. ERROR
SSL_new failed. ERROR Error cleaning digest context. ERROR
Both SSL_VERIFY_PEER and SSL_VERIFY_NONE set: Error ERROR Challenge not present in failure packet. ERROR
EAPAUTH_MALLOC failed. ERROR Wrong challenge length. ERROR
EAPAUTH_MALLOC failed. ERROR Incorrect password change version value. ERROR
eapTimerCreate failed. ERROR Error generating password hash. ERROR
eapCtxDelete:pCtx == NULL ERROR Error generating password hash. ERROR
eapRole !=EAP_ROLE_PEER or EAP_ROLE_AUTHENTICATOR ERROR Error encrypting password hash with block ERROR
pEapCtx == NULL or pPDU == NULL. ERROR Could not initialize des-ecb ERROR
received EAP pdu bigger than EAP_MTU_SIZE. ERROR Error cleaning cipher context. ERROR
received EAP pdu bigger than EAP_MTU_SIZE. ERROR Error cleaning cipher context. ERROR
state machine is in invalid state. ERROR Error cleaning digest context. ERROR
unable to create method context. ERROR Error cleaning digest context. ERROR
method ctxCreate failed. ERROR adpDigestInit for SHAT failed. ERROR
method profile set failed. ERROR X509_ERROR : .Query:9%s ERROR
state machine is in invalid state. ERROR X509_ERROR : Invalid Certificate for the " ERROR
Only StandAlone authenticator supported currently. ERROR invalid x509 certificate ERROR
state machine is in invalid state. ERROR Couldn't get the x509 cert hash ERROR
BuildReq operation failed ERROR Memory allocation failed ERROR
No method ops defined for current method ERROR FileName too lengthy ERROR
Process operation failed ERROR Couldn't execute command ERROR
state machine is in invalid state. ERROR Memory allocation failed ERROR
Packet length mismatch %d, %d ERROR Memory allocation failed ERROR
eapAuthTypeToType: Invalid eapAuthType %d ERROR invalid certificate data ERROR
eapTypeToAuthType: Invalid eapType %d ERROR Query:9%s ERROR
unable to create method context. ERROR Query:%s ERROR
method ctxCreate failed. ERROR Memory allocation failed ERROR
Invalid condition, methodState = %d, respMethod = %d ERROR X509_ERROR : Failed to validate the certficate " ERROR
A EAP Ctx map already exists ERROR Memory allocation failed ERROR
eapTimerCreate: Currently unsupported for Peer role ERROR Query:9%s ERROR
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eapTimerStart: Currently unsupported for Peer role ERROR Invalid Sign Key Length : %d ERROR
eapTimerDestroy: Currently unsupported for Peer role ERROR Invalid Hash Alg : %d ERROR
eapTimerCancel: Currently unsupported for Peer role ERROR Invalid Sign Alg : %d ERROR
eapTimerHandler: Currently unsupported for Peer role ERROR No Memory Available ERROR
pCtx is NULL: ERROR ERROR Certificate Request Failed ERROR
tlsGlueCtxCreate failed ERROR File Open Failed ERROR
eapVars is NULL ERROR File is Empty ERROR
Context NULL: ERROR ERROR Memory Allocation Failed ERROR
Initializing inner EAP auth: ERROR ERROR File Open Failed ERROR
pCtx is NULL: ERROR ERROR File is Empty ERROR
Memory Allocation Failed ERROR Error in executing DB update handler ERROR
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Usage:%s <DBFile> DEBUG unable to register to UMI ERROR
Could not open database: %s DEBUG sqlite3QueryResGet failed ERROR
CPU LOG File not found DEBUG radSendtoServer: socket: %s ERROR
MEM LOG File not found DEBUG radSendtoServer: bind() Failed: %s: %s ERROR
cpuMemUsageDBUpdateHandler: update query: %s DEBUG radRecvfromServer: recvfrom() Failed: %s ERROR
Printing the whole list after inserting DEBUG radRecvfromServer: Packet too small from %s:%d: %s ERROR
%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radCheckMsgAuth: Invalid Message- Authenticator length in" ERROR
adpCmdExec exited with return code=%d DEBUG radDictLoad: couldn't open dictionary %s: %s ERROR
9%s op=%d row=%d DEBUG radBuildAndSendReq; Invalid Request Code %d ERROR
sqlite3_mprintf failed DEBUG radPairAssign: bad attribute value length ERROR
sqlite3QueryResGet failed: query=9%s DEBUG radPairAssign: unknown attribute type %d ERROR
Printing the whole list after delete DEBUG radPairNew: unknown attribute %d ERROR
9%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radPairGen: Attribute(%d) has invalid length ERROR
Printing the whole list after inserting DEBUG radPairValue: unknown attribute type %d ERROR
%s at %d(minute) %d(hour) %d(dayOfMonth) %d(month)" DEBUG radPairValueLen: unknown attribute type %d ERROR
email logs: No logging events enabled DEBUG radPairLocate: Attribute(%d) has invalid length ERROR
%s DEBUG radPairUnpackDefault: Unknown- Attribute[%d]: ERROR
Mail sent and the Database is reset. DEBUG radConfigure: can't open %s: %s ERROR
Disabled syslog server DEBUG radConfigure: %s: line %d: bogus format: %s ERROR
Event logs are full, sending logs to email DEBUG radConfAssert: No AuthServer Specified ERROR
Email logs sending failed DEBUG radConfAssert: No Default Timeout Specified ERROR
Packing attribute: %s DEBUG radConfAssert: No Default Retry Count Specified ERROR
Server found: %s, secret: %s DEBUG radExtractMppeKey: Invalid MSMPPE- Key Length ERROR
Packed Auth. Regest: code:%d, id:%d, len:%d DEBUG radVendorMessage: Invalid Length in Vendor Message ERROR
Sending Packet to %x:%d ... DEBUG radVendorMessage: Unknown Vendor ID received:%d ERROR
Receiving Reply Packet.... DEBUG radVendorAttrGet: Invalid Length in Vendor Message ERROR
Verified Reply Packet Integrity DEBUG radVendorAttrGet: Unknown Vendor ID:%d ERROR
Generated Reply Attribute-Value pairs DEBUG radVendorMessagePack: Unknown Vendor ID:%d ERROR
Verified Message-Authenticator DEBUG radGetlPByName: couldn't resolve hostname: %s ERROR
Unloaded RADIUS Dictionary DEBUG radGetHostIP: couldn't get hostname ERROR
Adding Dictionary Attribute %s DEBUG radGetHostIP: couldn't get host IP address ERROR
Adding Dictionary Value %s DEBUG radius dictionary loading failed ERROR
Loaded Dictionary %s DEBUG Failed to set default timeout value ERROR
Adding Dictionary Attribute '%s' DEBUG Failed to set default retries value ERROR
Adding Dictionary Value %s DEBUG ERROR: incomplete DB update information. ERROR
Receiving attribute: %s DEBUG old values result does not contain 2 rows ERROR
Processing attribute: %s DEBUG sqlite3QueryResGet failed ERROR
Processing attribute: %s DEBUG empty update. nRows=%d nCols=%d ERROR
Processing attribute: %s DEBUG Error in executing DB update handler ERROR
Processing attribute: %s DEBUG sqlite3QueryResGet failed ERROR




%D O AvE—Y

AJXxyte—Y E2E A xyte—o R2E
radConfGet: " DEBUG Invalid SQLITE operation code - %d ERROR
Added Server %s:%d with " DEBUG sqlite3QueryResGet failed ERROR
Added Server %s:%d with " DEBUG empty result. nRows=%d nCols=%d ERROR
Default Timeout Set to %d DEBUG sqlite3QueryResGet failed ERROR
Default Retry Count Set to %d DEBUG empty result. nRows=%d nCols=%d ERROR
9%s - %s : %d DEBUG RADIUS Accounting Exchange Failed ERROR
Deleting Server %s:9%d with " DEBUG Unable to set debug for radAcct. ERROR
Adding Rowld:%d to Server %s:96d with " DEBUG Unable to set debug level for radAcct. ERROR
rowlds: %d - %d DEBUG ERROR: option value not specified ERROR
Deleting Server %s:%d with " DEBUG ERROR: option value not specified ERROR
RADIUS Deconfigured DEBUG Unable to initialize radius ERROR
Found Option %s on line %d of file %s DEBUG radEapMsgQueueAdd: Invalid EAP packet length(%d) ERROR
Setting Option %s with value %s DEBUG radEapRecvTask: invalid EAP code:%d ERROR
RADIUS Configured DEBUG radEapRecvTask: Packet length mismatch %d, %d ERROR
%d : Server %s:%d with " DEBUG No attributes received in Access- Challenge message ERROR
DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG No State Attribute in Access- Challenge message ERROR
Host IP address: %s DEBUG radEapRecvTask: " ERROR
Adding Packet for existing cookie:%p DEBUG failed to initialize UMI ERROR
Adding Packet and cookie:%p DEBUG umiRegister failed. errno=%d ERROR
Releasing Packet and cookie:%p DEBUG Invalid arguments to ioctl handler ERROR
Releasing Packet with cookie:%p DEBUG radEapSendRtn: Invalid Arguments ERROR
Received EAP-Identity from Pnac: %s DEBUG radEapSendRtn: failed to allocate buffer ERROR
Filling User-Name: %s DEBUG umiloctl failed ERROR
Filling State: DEBUG failed to initialize EAP message queue ERROR
Filling EAP-Message: DEBUG Unable to set debug for radEap. ERROR
Filling Service-Type: %d DEBUG Unable to set debug level for radEap. ERROR
Filling Framed-MTU: %d DEBUG ERROR: option value not specified ERROR
Received Access-Challenge from Server DEBUG ERROR: option value not specified ERROR
Sending Reply EAP Packet to Pnac DEBUG could not initialize MGMT framework ERROR
Error sending packet to Pnac DEBUG Unable to initialize radius ERROR
RADIUS Authentication Failed; " DEBUG Unable to set debug for radEap. ERROR
RADIUS Authentication Successful; " DEBUG Unable to set debug level for radEap. ERROR
Got Packet with cookie:%p DEBUG ERROR: option value not specified ERROR
Next DNS Retry after 1T min DEBUG Unable to initialize radius ERROR
Next Synchronization after" DEBUG Invalid username or password ERROR
Next Synchronization after" DEBUG Unable to set debug for radAuth. ERROR
Next Synchronization after %d \ DEBUG Unable to set debug level for radAuth. ERROR
Primary is not available, " DEBUG ERROR: option value not specified ERROR
Secondary is not available, " DEBUG Unable to initialize radius ERROR
Invalid value for use default servers, " DEBUG Invalid username, challenge or response ERROR
No server is configured, " DEBUG Unable to set debug for radAuth. ERROR
Backing off for %d seconds DEBUG Unable to set debug level for radAuth. ERROR
Requesting time from %s DEBUG ERROR: option value not specified ERROR
Synchronized time with %s DEBUG Unable to initialize radius ERROR
Received KOD packet from %s DEBUG Invalid username or password ERROR
No suitable server found %s DEBUG usage : %s <DB fileName> ERROR
Received Invalid Length packet from %s DEBUG ntpd : umi initialization failed ERROR
Received Invalid Version packet from %s DEBUG ntpd : ntplnit failed ERROR
Received Invalid Mode packet from %s DEBUG ntpd : ntpMgmtlinit failed ERROR
Request Timed out from %s DEBUG There was an error while getting the timeZoneChangeScript." ERROR
Looking Up %s DEBUG unexpected reply from %d cnd=%d ! ERROR
Timezone difference :%d DEBUG cmd %d not supported. caller %d ERROR
Could not open file: %s DEBUG default reached ERROR
Could not read data from file DEBUG Unable to initialize ntpControl ERROR
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ntpTblHandler DEBUG ntpMgmt : Couldn't open database %s ERROR
status: %d DEBUG ERROR : incomplete DB update information ERROR
tz: %d DEBUG empty update. nRows=%d nCols=%d ERROR
DayLightsaving: %d DEBUG Error in executing DB update handler ERROR
pNtpControl- >ServerNames[PRIMARY_SERVER]: %s DEBUG requestNtpTime: Invalid addr ERROR
pNtpControl- >ServerNames[SECONDARY_SERVER] : %s DEBUG failed to take lock for compld: %d ERROR
DS: %d DEBUG failed to convert ioctl args to buffer for" ERROR
pPriServ %s DEBUG request timeout dst(%d) <-- src(%d) ERROR
pSecServ %s DEBUG failed to take lock for compld: %d ERROR
Making request from %d --> %d DEBUG umiloctlArgsToBuf: failed to allocate memory ERROR
sent request dst(%d) <-- src(%d) using option %d DEBUG umiRecvFrom: could not allocate memory ERROR
received request too smalll(%d bytes) DEBUG adpMalloc failed ERROR
Received a UMI request from %d DEBUG context with ID: %d already registered ERROR
sent a reply src(%d) -—-> dst(%d) DEBUG Failed to allocate memory for creating UMI context ERROR
umiRegister (%x,%X,%Xx,%Xx) DEBUG Failed to create recvSem for UMI context ERROR
srcld=%d(%s) --> destld=%d(%s) crnd=9%d inLen=%d DEBUG Failed to create mutex locks for UMI context ERROR
outLen=%d
waiting for reply..Giving Up DEBUG Failed to create mutex recvQLock for UMI context ERROR
No request in the list after semTake DEBUG Invalid arguments to umiloct! ERROR
reply timeout DEBUG could not find the destination context ERROR
timeout after semTake DEBUG memPartAlloc for %d size failed ERROR
srcld=%d(%s) <-- destld=%d(%s) cmd=%d DEBUG memPartAlloc for %d size failed ERROR
Un-registerting component with Id %d DEBUG No Handler registered for this UMI context ERROR
failed to send ioctl request: dst(%d) <--- src(%d) DEBUG Couldn't find component with 1D (%d)," ERROR
processed a reply dst(%d) <-- src(%d) DEBUG id=%d handler=%x ERROR
request with no result option dst(%d) <-- src(%d) DEBUG Received NULL buffer in umiBufToloctlArgs() ERROR
cmd = %s DEBUG usbMgmtlinit: unable to open the database file %s ERROR
cmdstring is %s 9%s:%d DEBUG call to printConfig failed ERROR
Calling printerConfig binary ... DEBUG Failed to Disable Network Storage" ERROR
Calling unmount for USB ... DEBUG Some error occurred while removing device ERROR
Calling mount for USB ... DEBUG Some error occurred while removing device ERROR
usbdevice is %d %s:%d DEBUG Sqlite update failed ERROR
Query string: %s DEBUG Failed to enable printer properly ERROR
sqglite3QueryResGet failed.Query:%s DEBUG Failed to mount device on system ERROR
%s: 1. usb is already disconnected for old usb type. " DEBUG Failed to enable network storage device" ERROR
%s: 2.call disable for new usb type! DEBUG Failed to mount device on system ERROR
%s: 3. usb is already disconnected for old usb type. " DEBUG Sqlite update failed ERROR
%s: 4. Disabled old usb type . Now " DEBUG USBT Touch failed ERROR
usbdevice is %d %s:%d DEBUG USB2 Touch failed ERROR
USB: failed to begin transaction: %s DEBUG Sqlite update failed ERROR
USB: SQL error: %s pSetString = %s DEBUG Failed query: %s ERROR
USB: failed to commit transaction: %s DEBUG Failed to execute usb database update handler ERROR
USB: updated table: %s DEBUG Usage:%s <DBFile> <opType> <tbIName> <rowld> ERROR
USB: returning with status: %s DEBUG lllegal invocation of snmpConfig (%s) ERROR
%s:DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG Invalid Community Access Type ERROR
executing %s status =%d DEBUG Invalid User Access Type ERROR
executing %s DEBUG Invalid Security Level ERROR
%s returned status=%d DEBUG Invalid Authentication Algorithm ERROR
%s returned status=%d DEBUG Invalid Privacy Algorithm ERROR
snmpd.conf not found DEBUG Invalid Argument ERROR
[SNMP_DEBUG] : Fwrite Successful DEBUG Failed to allocate memory for enginelD ERROR
[SNMP_DEBUG] : Fwrite failed DEBUG [SNMP_DEBUG]: Failed to get host address ERROR
radPairGen: received unknown attribute %d of length %d WARN [SNMP_DEBUG] : FOPEN failed ERROR
radPairGen: %s has unknown type WARN sqlite3QueryResGet failed.Query:%s ERROR
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radPairLocate: unknown attribute %ld of length %d WARN sqlite3QueryResGet failed.Query:%s ERROR
radPairLocate: %s has unknown type WARN Invalid Security Level ERROR
lllegal invocation of cpuMemUsage (%s) ERROR Invalid Authentication Algorithm ERROR
cpuMemUsageDBUpdateHandler: SQL error: %s ERROR Invalid Privacy Algorithm ERROR
unable to open the DB file %s ERROR Failed to Get Host Address ERROR
umilnit failed ERROR Invalid version ERROR
unable to register to UMI ERROR snmp v3 Trap Configuration Failed ERROR
Error Reading from the Database. ERROR sqlite3QueryResGet failed query:9%s ERROR
short DB update event request! ERROR sqlite3QueryResGet failed.Query:%s ERROR
Error in executing DB update handler ERROR Failed to Open Snmp Configuration File ERROR
adpListNodeRemove : Returned with an error ERROR Failed to write access control entries ERROR
command too long. Try increasing " ERROR Failed to write snmpv3 users entries ERROR
failed to allocate memory for CRON_NODE ERROR Failed to write snmp trap entries ERROR
sqlite3QueryResGet failed ERROR Failed to write system entries. ERROR
There was an error while reading the schedules. ERROR Failed to restart snmp ERROR
unable to register to UMI ERROR %s failed with status ERROR
short DB update event request! ERROR Error in executing DB update handler ERROR
malloc(DB_UPDATE_NODE) failed ERROR %s: Unable to open file: %s ERROR
short ifDev event request! ERROR RADVD start failed ERROR
sqlite3_mprintf failed ERROR RADVD stop failed ERROR
no component id matching %s ERROR failed to create/open RADVD configuration file %s ERROR
umiloctl (%s, UMI_CMD_DB_UPDATE(%d)) failed. ERROR Restoring old configuration.. ERROR
sqlite3_mprintf failed ERROR failed to write/update RADVD configuration file ERROR
sglite3_mprintf failed ERROR upnpDisableFunc failed ERROR
no component id matching %s ERROR upnpEnableFunc failed ERROR
umiloctl (%s, UMI_CMD_IFDEV_EVENT(%d)) failed. ERROR sqlite3QueryResGet failed.Query:%s ERROR
klogctl(9) failed ERROR Error in executing DB update handler ERROR
malloc failed for %d bytes ERROR unable to open the DB file %s ERROR
klogctl(4) failed ERROR umilnit failed ERROR
emailLogs: Invalid Number of Arguments!! Exiting. ERROR unable to register to UMI ERROR
sqlite3QueryResGet failed ERROR short DB update event request! ERROR
Could not execute the smtpClient. ERROR short ifDev event request! ERROR
Error while cleaning the database.Exiting. %s ERROR sqlite3_mprintf failed ERROR

9%s failed. status=%d ERROR
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Enabling rule for protocol binding. DEBUG Disable all NAT rules. DEBUG
Disabling rule for protocol binding. DEBUG Enable all NAT rules. DEBUG
Enabling Remote SNMP on WAN. DEBUG Enabling NAT URL filter rules. DEBUG
Disabling Remote SNMP on WAN DEBUG Restarting all NAT rules. DEBUG
wan traffic counters are restared DEBUG Deleting schedule based firewall rules. DEBUG
Traffic limit has been reached DEBUG Deleting schedule based firewall rules from DB. DEBUG
Traffic meter monthly limit has been changed to %d. DEBUG Update schedule based firewall rules in DB. DEBUG
Enabling traffic meter for only dowload. DEBUG Restart schedule based firewall rules. DEBUG
Enabling traffic meter for both directions. DEBUG inter vlan routing enabled DEBUG
Enabling traffic meter with no limit. DEBUG inter vlan routing disabled DEBUG
Email alert in traffic meter disabled. DEBUG Disabling Content Filter for %d DEBUG
Email alert in traffic meter enabled. DEBUG Enabling Content Filter for %d DEBUG
Traffic Meter:Monthly limit %d MB has been " DEBUG Jsrc/firewall/linux/user/firewalld.c:59:#u ndef ADP_DEBUG2 DEBUG
Traffic Metering: Adding rule to drop all traffic DEBUG Jsrc/firewall/linux/user/firewalld.c:61:#d efine ADP_DEBUG2 printf | DEBUG
Traffic Metering: %sabling Email traffic DEBUG Enabling Source MAC Filtering DEBUG
Disabling attack checks for IPv6 rules. DEBUG Disabling Source MAC Filtering DEBUG
Enabling attack checks for IPv6 rules. DEBUG Adding MAC Filter Policy for Block & Permit Rest DEBUG
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Configuring one to one NAT settings with %s private start IP " DEBUG Adding MAC Filter Policy for Permit & Block Rest DEBUG
Deleting forward one to one NAT having setting %s private start" | DEBUG Restarting Source MAC Address Policy DEBUG
Disabling attack check for Block ping to WAN interface. DEBUG Disabling Firewall Rule for DHCP Relay Protocol DEBUG
Disabling attack check for Stealth mode for tcp DEBUG Enabling Firewall Rule for DHCP Relay Protocol DEBUG
Disabling attack check for Stealth mode for udp DEBUG prerouting Firewall Rule add for Relay failed DEBUG
Disabling attack check for TCP Flood. DEBUG prerouting Firewall Rule add for Relay failed DEBUG
Disabling attack check for UDP Flood. DEBUG Deleting MAC Filter Policy for Address %s DEBUG
Disabling attack check for IPSec. DEBUG Adding MAC Filter Policy for Address %s DEBUG
Disabling attack check for PPTP. DEBUG Disabling Firewall Rules for DMZ host DEBUG
Disabling attack check for L2TP. DEBUG Enabling Firewall Rules for DMZ host DEBUG
Disabling attack check for UDP Flood. DEBUG Disabling Firewall Rules for Spill Over Load Balancing DEBUG
Disabling attack check for IPSec. DEBUG Disabling Firewall Rules for Load Balancing DEBUG
Disabling attack check for PPTP. DEBUG Enabling Firewall Rules for Load Balancing DEBUG
Disabling attack check for L2TP. DEBUG Enabling Firewall Rules for Spill Over Load Balancing DEBUG
Enabling attack check for Block ping to WAN " DEBUG Enabling Firewall Rules for Auto Failover DEBUG
Enabling attack check for Stealth Mode for tcp. DEBUG Enabling Firewall Rules for Load Balancing . DEBUG
Enabling attack check for Stealth Mode for udp. DEBUG Enabling Firewall Rules for Spill Over Load Balancing . DEBUG
Enabling attack check for TCP Flood. DEBUG Enabling Firewall Rules for Auto Failover DEBUG
Enabling attack check for UDP Flood. DEBUG Deleting BlockSites Keyword \ DEBUG
Enabling attack check for IPSec. DEBUG Enabling BlockSites Keyword \ DEBUG
Enabling attack check for PPTP. DEBUG Disabling BlockSites Keyword \ DEBUG
Enabling attack check for L2TP. DEBUG Updating BlockSites Keyword from \ DEBUG
Enabling attack check for UDP Flood. DEBUG Inserting BlockSites Keyword \ DEBUG
Enabling attack check for IPSec. DEBUG Deleting Trusted Domain \ DEBUG
Enabling attack check for PPTP. DEBUG Adding Trusted Domain \ DEBUG
Enabling attack check for L2TP. DEBUG Restarting Schedule Based Firewall Rules DEBUG
Enabling DoS attack check with %d SyncFlood detect rate, " | DEBUG Enabling Remote SNMP DEBUG
Disabling DoS attack check having %d SyncFlood detect| DEBUG Disabling Remote SNMP DEBUG
rate,"

Enabling ICSA Notification Item for ICMP notification. DEBUG Enabling Remote SNMP DEBUG
Enabling ICSA Notification Item for Fragmented Packets. DEBUG Disabling DOS Attacks DEBUG
Enabling ICSA Notification Item for Multi cast Packets. DEBUG Enabling DOS Attacks DEBUG
Disabling ICSA Notification Item for ICMP notification. DEBUG Enabling DOS Attacks DEBUG
Disabling ICSA Notification Item for Fragmented Packets. DEBUG Restarting Firewall [%d1:[%d] For %s DEBUG
Disabling ICSA Notification Item for Multicast Packets. DEBUG restartStatus = %d for LogicallfName = %s DEBUG
Adding IP/MAC binding rule for %s MAC address " DEBUG Deleting Lan Group %s DEBUG
Deleting IP/MAC binding rule for %s MAC " DEBUG Adding Lan Group %s DEBUG
Jsrc/firewall/linux/user/firewalld.c:60:#un def ADP_DEBUG | DEBUG Deleting lan host %s from group %s DEBUG
Jsrc/firewall/linux/user/firewalld.c:62:#def ine ADP_DEBUG | DEBUG Adding lan host %s from group %s DEBUG
printf

Restarting traffic meter with %d mins, %d hours, " DEBUG Disabling Firewall Rule for IGMP Protocol DEBUG
Updating traffic meter with %d mins, %d hours, DEBUG Enabling Firewall Rule for IGMP Protocol DEBUG
Deleting traffic meter. DEBUG Deleting IP/MAC Bind Rule for MAC address %s and IP " DEBUG
Disabling block traffic for traffic meter. DEBUG Adding IP/MAC Bind Rule for MAC address %s and IP DEBUG
Enabling traffic meter. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Adding lan group %s. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Deleting lan group %s. DEBUG Deleting Protocol Bind Rule for Service %s DEBUG
Renaming lan group from %s to %s. DEBUG Adding Protocol Bind Rule for Service %s DEBUG
Deleting host %s from %s group. DEBUG %s Session Settings DEBUG
Adding host %s to %s group. DEBUG Restarting IPv6 Firewall Rules... DEBUG
Enabling Keyword blocking for %s keyword. DEBUG Deleting Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Disabling keyword Blocking for %s keyword . DEBUG Deleting Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Deleting trusted domain with keyword %s. DEBUG Enabling Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Adding %s keyword to trusted domain. DEBUG Disabling Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
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Enabling Management Access from Internet on port DEBUG Enabling Port Trigger Rule for %d:96d:%d:%d:%d DEBUG
Enabling remote access management for IP address range" DEBUG Disabling Port Trigger Rule for %d:%d:%d:%d:%d DEBUG
Enabling remote access management to only this PC. DEBUG Adding Port Trigger Rule for %d:9d:%d:%d:%d DEBUG
Disabling Management Access from Internet on port %d DEBUG Enabling Content Filter DEBUG
Disabling remote access management for IP address range” DEBUG Disabling Content Filter DEBUG
Disabling remote access management only to this PC. DEBUG Enabling Content Filter DEBUG
MAC Filtering %sabled for BLOCK and PERMIT REST. DEBUG Setting NAT mode for pLogicallfName = %s DEBUG
MAC Filtering %sabled for PERMIT and BLOCK REST. DEBUG Enabling DROP for INPUT DEBUG
Enabling Content Filtering. DEBUG Enabling DROP for FORWARD DEBUG
Disabling Content Filtering. DEBUG Enabling NAT based Firewall Rules DEBUG
Deleting rule, port triggering for protocol TCP. DEBUG Setting transparent mode for pLogicallfName \ DEBUG
Deleting rule, port triggering for protocol UDP. DEBUG Enabling Accept for INPUT DEBUG
Deleting rule, port triggering for protocol TCP. DEBUG Enabling Accept for FORWARD DEBUG
Deleting rule, port triggering for protocol UDP. DEBUG Setting Routing mode for pLogicallfName \ DEBUG
Enabling rule, port triggering for protocol TCP. DEBUG Enabling DROP for INPUT DEBUG
Enabling rule, port triggering for protocol UDP. DEBUG Enabling DROP for FORWARD DEBUG
Enabling rule, port triggering for protocol TCP. DEBUG Disabling NAT based Firewall Rules DEBUG
Enabling rule, port triggering for protocol UDP. DEBUG Enabling Firewall Rules for URL Filtering &" DEBUG
Enabling DNS proxy. DEBUG Adding Firewall Rule for RIP Protocol DEBUG
Restarting DNS proxy. DEBUG Restarting Schedule Based Firewall Rules DEBUG
checking DNS proxy for Secure zone. DEBUG enabling IPS checks between %s and %s zones. DEBUG
checking DNS proxy for Public zone. DEBUG disabling IPS checks between %s and %s zones. DEBUG
Enabling Block traffic from %s zone. DEBUG Stopping IPS..%s DEBUG
Configuring firewall session settings for " DEBUG IPS started. DEBUG
Disabling DMZ DEBUG Route already exists DEBUG
Disabling WAN-DMZ rules . DEBUG Route addition failed: Network Unreachable DEBUG
Enabling WAN DMZ rules . DEBUG Route addition failed: Network is down DEBUG
Restarting DMZ rule having %s address with %s address. DEBUG Route addition failed DEBUG
Enabling LAN DHCP relay. DEBUG Failed to add rule in iptables DEBUG
OneToOneNat configured successfully DEBUG Failed to delete rule from iptables DEBUG
OneToOneNat configuration failed DEBUG fwLBSpillOverConfigure: Something going wrong here ERROR
Deleting scheduled IPv6 rules. DEBUG fwLBSpillOverConfigure: unable to get interfaceName ERROR
delete from FirewallRules6 where ScheduleName = '%s'. DEBUG fwLBSpillOverConfigure: Could not set PREROUTING rules ERROR
Update FirewallRules6 where ScheduleName = '%s' to New " DEBUG fwLBSpillOverConfigure: Could not set POSTROUTING rules ERROR
Dns proxy Restart failed DEBUG fwLBSpillOverConfigure: Something going wrong Here ERROR
deleting interface to ifgroup failed DEBUG fwL2TPGenericRules.c: unable to open the database file " ERROR
adding interface to ifgroup failed DEBUG fwL2TPGenericRules.c: inet_aton failed ERROR
deleting interface pVirtlface %s from ifgroup %d" DEBUG fwPPTPGenericRules.c: unable to open the database file " ERROR
adding interface pVirtlface %s to ifgroup %d failed DEBUG fwPPTPGenericRules.c: inet_aton failed ERROR
Deleting IP address %s. DEBUG DNS proxy firewall rule add failed for %s ERROR
Adding new IP address %s. DEBUG deleting interface %s from ifgroup %d failed ERROR
Updating old IP address %s to new IP address %s. DEBUG adding interface %s to ifgroup %d failed ERROR
Restarting Firewall For %s Address Update from %s:9%s DEBUG nimfBridgeTblHandler: unable to get interfaceName ERROR
Disabling Firewall Rule for MSS packet marking DEBUG nimfBridgeTblHandler: \ ERROR
Enabling Firewall Rule for MSS packet marking DEBUG nimfBridgeTblHandler: unable to get \ ERROR
Enabling packet marking rule for %s IDLE timer DEBUG Failed to %s traffic from %s to %s to IPS. ERROR
Deleted firewall rule %s for service %s with action %s DEBUG Failed to %s traffic from %s to %s to IPS. ERROR
%s firewall rule %s for service %s with action %s DEBUG failed to start IPS service. ERROR
Added firewall rule %s for service %s with action %s DEBUG Timeout in waiting for IPS service to start. ERROR
Deleting inbound(WAN-LAN) firewall rule. DEBUG Usage:%s <DBFile> <opType> <tbIName> <rowld> " ERROR
Deleting inbound(WAN-DMZ) firewall rule. DEBUG xIr8NatConfig: illegal invocation of (%s) ERROR
RIPng disabled. DEBUG llegal invocation of [%s] ERROR
RIPng enabled. DEBUG xIr8NatMgmtTblHandler: failed query: %s ERROR
Disable IPv6 firewall rule. DEBUG Could not open file: %s ERROR
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Enable IPv6 firewall rule. DEBUG Rip Error Command Too Long ERROR
Deleting IGMP proxy rule. DEBUG No authentication for Ripv1 ERROR
Enable IGMP proxy rule. DEBUG Invalid Rip Direction ERROR
Restarting IGMP rule. DEBUG Invalid Rip Version ERROR
Traffic meter enabled with no limit type. DEBUG Invalid Password for 1st Key ERROR
Traffic meter enabled for only download. DEBUG Invalid Time for 1st Key ERROR
Traffic meter enabled for both directions. DEBUG Invalid Password for 2nd Key ERROR
Deleted firewall rule %s for service %s with action %s DEBUG Invalid Time for 2nd Key ERROR
%s firewall rule %s for service %s with action %s DEBUG Invalid First Keyld ERROR
Added firewall rule %s for service %s with action %s DEBUG Invalid Second Keyld ERROR
Enabling Inter VLAN routing. DEBUG Invalid Authentication Type ERROR
Updating inter VLAN routing status. DEBUG ripDisable failed ERROR
Deleting inter VLAN routing. DEBUG ripEnable failed ERROR
T7IVT4 VAT L (R
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(node=%s) setting %s to val = %d DEBUG sqlite3QueryResGet failed ERROR
Custom wireless event: '%s' DEBUG sqlite3QueryResGet failed ERROR
Wireless event: cnd=0x%x len=%d DEBUG VAP(%s) set beacon interval failed ERROR
New Rogue AP (9602x:9602x:9602x:9602x:9602x:%02x) detected DEBUG VAP (%s) set DTIM interval failed ERROR
WPS session in progress, ignoring enrolle assoc request DEBUG VAP(%s) set RTS Threshold failed ERROR
ran query %s DEBUG VAP(%s) set Fragmentation Threshold failed ERROR
DBUpdate event: Table: %s opCode:%d rowld:%d DEBUG VAP(%s) set Protection Mode failed ERROR
%sing VAPs using profile %s DEBUG VAP(%s) set Tx Power failed ERROR
%sing VAP %s DEBUG WDS Profile %s not found ERROR
ran query %s DEBUG Failed to initalize WPS on %s ERROR
%sing VAP instance %s DEBUG failed to get profile %s ERROR
VAP (%s) set Short Preamble failed DEBUG could not initialize MGMT framework ERROR
VAP(%s) set Short Retry failed DEBUG could not initialize MGMT framework ERROR
VAP(%s) set Long Retry failed DEBUG dot11VapBssidUpdt SQL error: %s ERROR
Decrypting context with key %s DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Unknown IAPP command %d received. DEBUG KDOT11_GET_PARAM(IEEE80211_I OC_CHANNEL) failed ERROR
unexpected reply from %d cmd=%d ! DEBUG Failed to get the channel setting for %s ERROR
unexpected reply from %d cmd=%d ! DEBUG sqlite3QueryResGet failed.Query:%s ERROR
Recvied DOT11_EAPOL_KEYMSG DEBUG sqlite3QueryResGet failed.Query:%s ERROR
shutting down AP:%s DEBUG profile %s not found ERROR
APCtx Found DEBUG sqlite3QueryResGet failed.Query:%s ERROR
APCtx Not-Found DEBUG Interface name and policy must be specified ERROR
node not found *:*:*:9x:%x:%x DEBUG Interface name and policy must be specified ERROR
error installing unicast key for %s DEBUG invalid ACL type %d ERROR
cmd =%d i_type =%d i_val=%d DEBUG interface name not specified ERROR
join event for new node %s DEBUG interface name not specified ERROR
wpa/rsn IE id %d/%d not supported DEBUG Invalid interface - %s specified ERROR
wpa IE id %d not supported DEBUG buffer length not specified ERROR
leave event for node %s DEBUG Invalid length(%d) specified ERROR
NodeFree request for node : %s DEBUG failed created iappdLock ERROR
installing key to index %d DEBUG failed to create cipher contexts. ERROR
iReq.i_val : %d DEBUG unable to register to UMI ERROR
plfName : %s DEBUG iappSockinit() failed ERROR
iReq.i_val : %d DEBUG iapplnit got error, unregistering it with UMI ERROR
setting mode: %d DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) failed ERROR
Global counter wrapped, re-generating... DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) failed ERROR
Got PNAC_EVENT_PREAUTH_SUCCESS event for : %s DEBUG UDP failed, received Length is %d ERROR
event for non-existent node %s DEBUG umiloctl(UMI_COMP_KDOT11, ERROR
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PNAC_EVENT_EAPOL_START event received DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) \ ERROR
PNAC_EVENT_EAPOL_LOGOFF event received DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) \ ERROR
PNAC_EVENT_REAUTH event received DEBUG No IAPP Node found for req id %d ERROR
PNAC_EVENT_AUTH_SUCCESS event received DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) \ ERROR
PNAC_EVENT_PORT_STATUS_CHAN GED event received DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) \ ERROR
unsupported event %d from PNAC DEBUG umiloctl(UMI_COMP_UDOT11,%d,%d ) failed ERROR
event for non-existent node %s. Create new node. DEBUG UDP socket is not created ERROR
Add new node to DOT11 Node list DEBUG UDP send failed ERROR
Update dot11STA database DEBUG IAPP: socket (SOCK_STREAM) failed. ERROR
Add PMKSA to the list DEBUG IAPP: TCP connect failed to %s. ERROR
eapolRecvAuthKeyMsg: received key message DEBUG cmd %d not supported.sender=%d ERROR
node not found DEBUG umiloctl(UMI_COMP_KDOT11,%d,%d ) failed ERROR
eapolRecvKeyMsg: replay counter not incremented DEBUG IAPP-CACHE-NOTIFY-REQUEST send to ERROR
eapolRecvKeyMsg: replay counter is not same DEBUG J/src/dot11/iapp/iapplLib.c:1314: ADP_ERROR ( ERROR
processing pairwise key message 2 DEBUG BSSID value passed is NULL ERROR
RSN IE matching: OK DEBUG reserved requestld is passed ERROR
processing pairwise key message 4 DEBUG interface name is NULL ERROR
processing group key message 2 DEBUG IP-address value passed is NULL ERROR
processing key request message from client DEBUG opening receive UDP socket failed ERROR
WPA version %2x %2x not supported DEBUG enabling broadcast for UDP socket failed ERROR
(%s) group cipher %2x doesn't match DEBUG opening receive TCP socket for new AP failed ERROR
(%s)Pairwise cipher %s not supported DEBUG J/src/dot11/iapp/iappLib.c:1784: ADP_ERROR( ERROR
(%s) authentication method %d not supported DEBUG J/src/dot11/iapp/iappLib.c:1794: ADP_ERROR( ERROR
9%s:Auth method=9%s pairwise cipher=%s IE size=%d DEBUG J/src/dot11/iapp/iappLib.c:1803: ADP_ERROR( ERROR
WPA version %2x %2x not supported DEBUG failed created dot11dLock. ERROR
Unable to obtain IE of type %d DEBUG failed initialize profile library. ERROR
PTK state changed from %s to %s DEBUG failed to create cipher contexts. ERROR
using PMKSA from cache DEBUG unable to register to UMI ERROR
PTK GK state changed from %s to %s DEBUG could not create MIB tree ERROR
GK state changed from %s to 9%s DEBUG unable to register to PNAC ERROR
Sending PTK Msg1 DEBUG Max registration attempts by DOT11 to PNAC exceeded ERROR
Sending PTK Msg3 DEBUG Creation of EAP WPS Profile Failed ERROR
Sending GTK Msg1 DEBUG umiloctl(UMI_COMP_IAPP,%d ) failed ERROR
sending EAPOL pdu to PNAC... DEBUG DOT11_RX_EAPOL_KEYMSG: unknown ifname %s ERROR
creating pnac authenticator with values %d %d - %s DEBUG cmd %d not supported.sender=%d ERROR
Profile %s does not exist DEBUG inteface name passed is NULL ERROR
IAPP initialized. DEBUG BSSID passed is NULL ERROR
Encrypting context key=9%s for DEBUG inteface name passed is NULL ERROR
could not find access point context for %s DEBUG unable to allocate memory for DOT11_CTX ERROR
join event for existing node %s DEBUG unable to install wme mapping on %s ERROR
failed to send PNAC_FORCE_AUTHORIZED " DEBUG unable to get %s mac address ERROR
failed to send PNAC_AUTHORIZED " DEBUG Failed to set %s SSID ERROR
failed to send PNAC_VAR_KEY_AVAILABLE (TRUE) " DEBUG Failed to set SSID broadcast status ERROR
failed to send PNAC_VAR_KEY_TX_EN (TRUE) " DEBUG Failed to set PreAuth mode ERROR
failed to send PNAC_VAR_KEY_TX_EN (FALSE) " DEBUG unable to install key ERROR
failed to send PNAC_FORCE_AUTHORIZED " DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_AUTHMODE failed ERROR
failed to send PNAC_AUTHORIZED " DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_PRIVACY failed ERROR
mic verification: OK DEBUG wpalnit failed ERROR
pnaclfConfig: Invalid supplicant” DEBUG dot11InstallProfile: unable to get interface index ERROR
Failed to process user request DEBUG adpHmacInit(%s) failed ERROR
Failed to process user request - %s(%d) DEBUG interface %s not found ERROR
pnaclfConfigUmiloctl: umiloctl failed DEBUG AP not found on %s ERROR
pnaclfConfigUmiloctl: usrPnac returned %d DEBUG keyLen > PNAC_KEY_MAX_SIZE ERROR
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pnaclfConfigUmiloctl: usrPnac returned %d DEBUG Invalid profile name passed ERROR
pnaclfConfigUmiloctl: usrPnac returned %d DEBUG Creation of WPS EAP Profile failed ERROR
pnacKernNotifier: invalid PAE configuration " DEBUG unsupported command %d ERROR
From pnacEapDemoAuthRecv: unsupported response " DEBUG device %s not found ERROR
From pnacEapDemoAuthRecv: invalid codes received DEBUG unsupported command %d ERROR
From pnacRadXlateDemoRecv: received unknown " DEBUG dot11NodeAlloc failed ERROR
From pnacRadXlateDemoRecv: invalid codes received DEBUG Getting WPA IE failed for %s ERROR
Error from pnacRadXlateDemoRecv: malloc failed DEBUG Getting WPS IE failed for %s ERROR
From pnacRadXlateRadPktHandle: received a non-supported” DEBUG Failed initialize authenticator for node %s ERROR
Only md5 authentication scheme currently supported. " DEBUG Failed to get the system up time while adding node %s ERROR
Message from authenticator: DEBUG error creating PNAC port for node %s ERROR
from pnacPDUXmit: bufsize = %d, pktType = %d," DEBUG dot11NodeAlloc failed ERROR
pnacPDUXmit: sending eap packet. code = %d, " DEBUG Invalid arguments. ERROR
pnacRecvRtn: no corresponding pnac port pae found DEBUG umiloctl(UMI_COMP_IAPP,%d) failed ERROR
sending unicast key DEBUG Invalid IE. ERROR
sending broadcast key DEBUG umiloctl(UMI_COMP_KDOT11_VAP, %d ) failed ERROR
from pnacAuthPAEDisconnected: calling pnacTxCannedFail DEBUG umiloctl(UMI_COMP_KDOT11,%d ,%d) failed ERROR
from pnacAuthPAEForceUnauth: calling pnacTxCannedFail DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_CWMIN failed ERROR
state changed from %s to %s DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_CWMAX failed ERROR
PNAC user comp id not set. dropping event %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_AIFS failed ERROR
sending event %d to %d DEBUG KDOT11_SET_PARAM:80211_IOC_WME_TXOPLIMIT failed ERROR
requesting keys informantion from %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME_ACM failed ERROR
pnacUmiPortPaeParamSet: error in getting port pae DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WME failed ERROR
pnacUmiPortPaeParamSet: invalid param - %d DEBUG invalid group cipher %d ERROR
pnacRecvASInfoMessage: Skey of length %d set DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_MCASTCIPHER failed ERROR
pnacRecvASInfoMessage: reAuthPeriod set to: %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_MCASTKEYLEN failed ERROR
pnacRecvASInfoMessage: suppTimeout set to: %d DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_UCASTCIPHERS failed ERROR
PORT SUCCESSFULLY DESTROYED DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_KEYMGTALGS failed ERROR
creating physical port for %s DEBUG KDOT11_SET_PARAM:IEEE80211_I OC_WPA failed ERROR
pnacAuthlinit: using defualt pnacAuthParams DEBUG unknow cipher type = %d ERROR
pnacSupplnit: using defualt pnacSuppParams DEBUG umiloct!(UMI_COMP_IAPP,%d) failed ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid media value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid mediaOpt value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG invalid mode value=%d ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG dot11PnaclfCreate failed ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG wpaPRF failed ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG Error generating global key counter ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG wpaCalcMic: unsupported key descriptor version ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG integrity failed. need to stop all stations " ERROR
Error from pnacCombinedStMachTriggerFunc: " DEBUG couldn't find AP context for %s interface ERROR
received a pdu on %s DEBUG dot11Malloc failed ERROR
pnacRecvMapi: protoType: %04x pPhyPort-> DEBUG dot11Malloc failed ERROR
authToASSendRtn:%p
port not found DEBUG eapolRecvKeyMsg: unknown descType =%d ERROR
from pnacRecvMapi: pkt body len = %d, pktType = %d DEBUG eapolRecvKeyMsg: invalid descriptor version ERROR
from pnacPDUProcess: received PNAC_EAP_PACKET DEBUG eapolRecvKeyMsg: incorrect descriptor version ERROR
from pnacPDUProcess: currentld = %d DEBUG eapolRecvKeyMsg: Ack must not be set ERROR
from pnacPDUProcess: code = %d, identifier = %d, " DEBUG eapolRecvKeyMsg: MIC bit must be set ERROR
from pnacPDUProcess: setting rxResp true DEBUG wpaAuthRecvPTKMsg2: unexpected packet received ERROR
from pnacPDUProcess: code = %d, identifier = %d, " DEBUG wpaAuthRecvPTKMsg2: mic check failed ERROR
from pnacPDUProcess: received " DEBUG wpaAuthRecvPTKMsg2: rsn ie mismatch ERROR
from pnacPDUProcess: received " DEBUG wpaAuthRecvPTKMsg4: unexpected packet received ERROR
from pnacPDUProcess: received PNAC_EAPOL_KEY_PACKET DEBUG wpaAuthRecvPTKMsg4: keyDatalength not zero ERROR
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doing pnacTxCannedFail DEBUG wpaAuthRecvPTKMsg4: mic check failed ERROR
doing pnacTxCannedSuccess DEBUG wpaAuthRecvGTKMsg2: unexpected packet received ERROR
doing pnacTxReqld DEBUG secureBit not set in GTK Msg2 ERROR
doing pnacTxReq DEBUG wpaAuthRecvGTKMsg2: keyDatalength not zero ERROR
doing pnacTxStart DEBUG wpaAuthRecvGTKMsg2: mic check failed ERROR
doing pnacTxLogoff DEBUG wpaAuthRecvKeyReq: unexpected packet received ERROR
doing pnacTxRspld: 1st cond DEBUG wpaAuthRecvKeyReq: keyDatalLength not zero ERROR
doing pnacTxRspld: entering 2nd cond DEBUG wpaAuthRecvKeyReq: mic check failed ERROR
from pnacTxRspld: code = %d, identifier = %d, length = %d, " DEBUG invalid OUI %x %x %x ERROR
doing pnacTxRspld: 2nd cond DEBUG (%s) invalid OUI %x %x %x ERROR
doing pnacTxRspAuth: 1st cond DEBUG [%5:%d] Cipher in WPA IE : %x ERROR
doing pnacTxRspAuth: 2nd cond DEBUG (%s) invalid OUI %x %x %x ERROR
message for unknown port PAE DEBUG short WPA IE (length = %d) received ERROR
from pnacACToSuppRecvRtn: calling pnacEapPktRecord DEBUG PTK state machine in unknown state. ERROR
from pnacEapPktRecord: code = %d, identifier = %d, " DEBUG dot11InstallKeys failed ERROR
from pnacEapPktRecord: received success pkt DEBUG group state machine entered into WPA_AUTH_GTK_INIT ERROR
from pnacEapPktRecord: received failure pkt DEBUG dot11Malloc failed ERROR
from pnacEapPktRecord: received request pkt DEBUG dot11Malloc failed ERROR
unknown EAP-code %d DEBUG dot11Malloc failed ERROR
Authenticator[%d]: DEBUG aesWrap failed ERROR
Auth PAE state = %s DEBUG unknown key descriptor version %d ERROR
Auth Reauth state = %s DEBUG dot11Malloc failed ERROR
Back auth state = %s DEBUG could not initialize AES128ECB ERROR
Supplicant[9%d]: DEBUG could not initialize AES-128-ECB ERROR
Supp Pae state = %s DEBUG MDS5 initialization failed ERROR
from pnacBackAuthFail: calling pnacTxCannedFail DEBUG RC4 framework initialization failed ERROR
%s returned ERROR DEBUG PNAC framework initialization failed ERROR
pnacUmiloctiHandler: cd: %s(%d) DEBUG ERROR: option value not specified ERROR
%s not configured for 802.1x DEBUG ERROR: -u can be used only with -s ERROR
could not process PDU received from the wire DEBUG ERROR: user-name not specified ERROR
pnacPDUForward: failed to foward the received PDU DEBUG failed to enable debug ERROR
Creating PHY port with AUTH backend : %s SendRtn: %p DEBUG [%s]: failed to convert string to MAC " ERROR
RecvRtn:%p
pnacUmiAuthConfig: %s not configured for 802.1x DEBUG failed to initialize UMI ERROR
pnacSuppRegisterUserinfo: not a valid AC DEBUG pnacPhyPortParamSet:invalid arguments ERROR
pnaclfConfig: autoAuth Enabled DEBUG pnacPhyPortParamSet:Failed to create socket ERROR
pnacSendRtn: no pnac port pae found for " DEBUG Error from pnacPhyPortParamSet:%sdevice invalid ERROR
sending portStatus: %s[%d] to dot11 DEBUG Error from pnacPhyPortParamSet:%s- Getting MAC address " ERROR
pnacRecvASInfoMessage: Rkey of length %d set DEBUG pnacPhyPortParamSet:Failed to add 802.1X multicast " ERROR
ASSendRtn: %p ASToAuthRecv: %p DEBUG pnaclsinterfaceUp: failed to create a raw socket ERROR
adpRand failed:unable to generate random unicast key WARN pnaclsinterfaceUp: failed to get interface flags ERROR
using group key as unicast key WARN failed to allocate buffer ERROR
Integrity check failed more than once in last 60 secs. WARN UMl initialization failed ERROR
MIC failed twice in last 60 secs, taking countermeasures WARN UMl initialization failed ERROR
Failed to set dot11 port status WARN Error from pnacEapDemoAuthLibinit: malloc failed ERROR
PTK state machine in NO_STATE. WARN Error from pnacEapDemoAuthRecv: received null EAP pkt ERROR
PTK state machine in NO_STATE!! WARN Error from pnacEapDemoAuthRecv: send " ERROR
PMKSA refcount not 1 WARN Error from pnacRadXlateASAdd: cannot open socket ERROR
IV verification failednknown subtype> WARN Error from pnacRadXlateDemoRecv: received null EAP pkt ERROR
pnaclfConfig: overwriting previous interface " WARN From pnacRadXlateDemoRecv: send " ERROR
pnaclfConfig: overwriting previous " WARN Error from pnacRadXlateDemoRecv: radius " ERROR
pnaclfConfig: overwriting previous username” WARN Error from pnacRadXlateDemoRecv: radius " ERROR
pnaclfConfig: overwriting previous password" WARN Error from pnacRadXlateRadldRespSend: send to failed ERROR
%s: Failed to set port status WARN Error from pnacRadXlateRadNonldRespSend: send to failed ERROR
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%s: Failed to notify event to dot11 WARN Error from pnacRadXlateRadRecvProc: recvfrom failed ERROR
pnacLibDeinit: Failed to destroy the phyPort:%s WARN From pnacRadXlateRadPktIntegrityChk: no corresponding " ERROR
pnacPortPaeDeconfig:kpnacPortPaeDec onfig failed WARN Error from pnacRadXlateRadPktIntegrityChk: no message " ERROR
pnacPortPaeDeconfig:kpnacPortPaeDec onfig failed WARN Error from pnacRadXlateRadPktIntegrityChk: " ERROR
pnacBackAuthSuccess: failed to notify the destination " WARN From pnacRadXlateRadChalPktHandle: no encapsulated eap " | ERROR
could not initialize MGMT framework ERROR Error from pnacRadXlateRadChalPktHandle: malloc foreap " | ERROR
umilnit failed ERROR Error from pnacEapDemoSuppUserinfoRegister: invalid ERROR
iapplnit failed ERROR Error from pnacEapDemoSuppRecv: received null EAP pkt ERROR
could not initialize IAPP MGMT. ERROR Error from pnackapDemoSuppRecv: send ptr to pnac supplicant" | ERROR
dot11Malloc failed ERROR From pnacEapDemoSuppRecv: user info not entered yet ERROR
buffer length not specified ERROR Error from pnacEapDemoSuppRecv: couldn't " ERROR
Invalid length(%d) specified ERROR MDString: adpDigestInit for md>5 failed ERROR
Failed to get information about authorized AP list. ERROR pnacUmilnit: UMl initialization failed ERROR
Recd IE data for non-existent AP %s ERROR could not start PNAC task ERROR
Recd IE data for wrong AP %s ERROR invalid aruments ERROR
Received Invalid IE data from WSC ERROR pnaclfNameTolndex failed ERROR
Recd IE data for non-existent AP %s ERROR pnacPhyPortParamSet: device invalid %s%d ERROR
Recd WSC Start command without interface name ERROR pnacPhyPortParamSet: EIOCGADDR ioctl failed ERROR
Recd WSC start for non-existent AP %s ERROR pnacPhyPortParamSet: multicast addr add ioctl failed ERROR
Recd WSC start for wrong AP %s ERROR pnacPhyPortParamUnset: multicast addr del ioctl failed ERROR
Unable to send WSC_WLAN_CMD_PORT to WSC ERROR pnacPDUXmit: Invalid arguments ERROR
Failed to get the ap context for %s ERROR pnacPDUXmit: failed to get M_BLK_ID ERROR
WPS can only be applied to WPA/WPA2 security profiles ERROR from pnaclsinterfaceUp: device %s%d invalid ERROR
wpsEnable: running wsccmd failed ERROR pnacRecvRtn: dropping received packet as port is" ERROR
Failed to get the ap context for %s ERROR pnacSendRtn: Invalid arguments ERROR
WPS conf. under non WPA/WPA2 security setting ERROR pnacSendRtn: no physical port corresponding to" ERROR
Failed to reset the Beacon Frame IE in the driver ERROR pnacSendRtn: dropping packet as port” ERROR
Failed to reset the Beacon Frame IE in the driver ERROR pnacAuthBuildRC4KeyDesc: adpEncryptinit(RC4) failed ERROR
WPS method cannot be NULL ERROR pnacAuthBuildRC4KeyDesc: adpCipherContextCtrl" ERROR
PIN value length should be a multiple of 4 I! ERROR pnacDot11UserSet: incorrect buffer length ERROR
Failed to initiate PIN based association, PIN = %s ERROR PNAC user component id not set. ERROR
Failed to initiate PBC based enrolle association ERROR pnacKeyInfoGet:failed to allocate buffer ERROR
Invalid association mode. (Allowed modes : PIN/PBC) ERROR PNAC user comp id not set. dropping EAPOL key pkt ERROR
wpsEnable: running wscemd failed ERROR pnacUmiPortPaeParamSet: invalid buffer received ERROR
Failed to send QUIT command to WSC from DOT11 ERROR Error from pnacRecvASInfoMessage: " ERROR
Failed to clear off the WPS process ERROR pnacRecvASInfoMessage: " ERROR
missing profile name ERROR pnacRecvASInfoMessage: Bad info length ERROR
A profile exists with the same name ERROR Error from pnacLibinit: malloc failed ERROR
Error in allocating memory for profile ERROR could not create phy ports lock ERROR
missing profile name ERROR could not create nodes ports lock ERROR
missing profile name ERROR port exists for iface - %s ERROR
Profile name and interface name must be specified ERROR pnacPhyPortCreate failed ERROR
Profile %s does not exist ERROR kpnacPhyPortCreate failed ERROR
Could not set profile %s on the interface %s ERROR invalid argument ERROR
missing profile name ERROR pnacAuthConfig: maxAuth limit reached ERROR
Profile %s does not exist ERROR pnacAuthConfig: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacAuthConfig: pAsArg cannot be NULL ERROR
SSID should not be longer than %d ERROR Error from pnacAuthConfig: receive routine hook " ERROR
Profile %s does not exist ERROR pnacAuthConfig: pnacAuthinit failed ERROR
Profile %s does not exist ERROR kpnacPortPaeConfig failed ERROR
Profile %s does not exist ERROR Invalid arguments ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: receive routine hook " ERROR
Profile %s does not exist ERROR Error from pnacSuppConfig: pnacSupplnit failed ERROR
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SSID not set. SSID is needed to generate password hash ERROR kpnacPortPaeConfig failed ERROR
Password string too big ERROR pnacAuthDeconfig failed: pPortPae NULL ERROR
dot11Malloc failed ERROR Error from pnacPhyPortDestroy: port not configured ERROR
Profile %s does not exist ERROR pnacPhyPortDestroy: Failed to deconfigure port ERROR
Hex string should only have %d hex chars ERROR pnacPhyPortParamUnset FAILED ERROR
dot11Malloc failed ERROR Error from pnacPhyPortCreate: malloc failed ERROR
Profile %s does not exist ERROR Error from pnacPhyPortCreate: pnacPhyPortParamSet” ERROR
invalid key index %d. key index should be 0-3. ERROR error from pnacPhyPortCreate: malloc failed ERROR
wepKey length incorrect ERROR Error from pnacAuthlnit: pnacPortTimersinit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlinit: pnacAuthPAEInit failed ERROR
Invalid Cipher type %d ERROR Error from pnacAuthlinit: pnacAuthKeyTxInit failed ERROR
Profile supports WEP stas,Group cipher must be WEP ERROR Error from pnacAuthinit: pnacReauthTimerlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlinit: pnacBackAuthlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlnit: pnacCtrIDirlnit failed ERROR
Profile %s does not exist ERROR Error from pnacAuthlinit: pnacKeyRecvinit failed ERROR
invalid pairwise cipher type %d ERROR Error from pnacSupplnit: malloc failed ERROR
Cipher %s is already in the list. ERROR Error from pnacSupplnit: pnacPortTimersInit failed ERROR
Profile %s does not exist ERROR Error from pnacSupplnit: pnacKeyRecvinit failed ERROR
Invalid Cipher type %d ERROR Error from pnacSupplnit: pnacSuppKeyTxInit failed ERROR
Cipher %s not found in the list. ERROR Error from pnacSupplnit: pnacSuppPAEInit failed ERROR
Profile %s does not exist ERROR Error from pnacRecvRtn: invalid arguments ERROR
Profile %s does not exist ERROR Error from pnacRecvMapi: unsupported PDU received ERROR
Auth method %s is already in the list ERROR suppToACSendRtn returned not OK! ERROR
Profile %s does not exist ERROR Error from pnacBasicPktCreate: malloc failed ERROR
Auth method %s not found in the list. ERROR Error from pnacEAPPktCreate: basic pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxCannedFail: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxCannedSuccess: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxRegld: eap pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxReq: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacSendRespToServer: malloc failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacSendRespToServer: no AS configured ERROR
Profile %s does not exist ERROR Error from pnacTxStart: basic pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxStart: basic pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacTxRspld: eap pkt create failed ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacTxRspAuth: eap pkt create failed ERROR
Profile %s does not exist ERROR Error from pnacEapPktRecord: EAP packet too" ERROR
invalid type value %d. supported values are 1,2,3,4 ERROR Error from pnacEapPktRecord: " ERROR
Profile %s does not exist ERROR from pnacBackAuthTimeout: calling pnacTxCannedFail ERROR
ERROR: incomplete DB update information. ERROR hmac_md5: adpHmacContextCreate failed ERROR
old values result does not contain 2 rows ERROR hmac_md5:adpHmacinit failed ERROR
sqlite3QueryResGet failed ERROR pnacUmiloctiHandler: invalid cmd: %d ERROR
Error in executing DB update handler ERROR pnacEapRadAuthSend: Invalid arguments ERROR
sqlite3QueryResGet failed ERROR pnackapRadAuthSend: failed to allocate inbuffer ERROR
ERROR: incomplete DB update information. ERROR pnacXmit : umiloctl failed[%d] ERROR
old values result does not contain 2 rows ERROR pnacPDUForward: Invalid input ERROR
sqlite3QueryResGet failed ERROR pnacPDUForward: error in getting port pae information ERROR
Error in executing DB update handler ERROR pnacPDUForward: error allocating memory ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmilfMacAddrChange: %s not configured for 802.1x ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmilfMacAddrChange: could not process PDU received" | ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmiPhyPortConfig: Invalid config data ERROR
sqlite3QueryResGet failed.Query:%s ERROR pnacUmiPhyPortConfig: Invalid backend name specified ERROR
startStopVap failed to stop %s ERROR pnacUmiPhyPortConfig: could not create PNAC physical" ERROR
Invalid SQLITE operation code - %d ERROR pnacUmiAuthConfig: Invalid config data ERROR
J/src/dot11/mgmt/dot1 1Mgmt.c:1177: ADP_ERROR ( ERROR pnacUmiAuthConfig: Invalid backend name specified ERROR
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only delete event expected on dot11RogueAP. ERROR unable to create new EAP context. ERROR
sqlite3QueryResGet failed ERROR unable to apply %s profile on the EAP context. ERROR
unhandled database operation %d ERROR pnacUmiAuthConfig: could not configure PNAC PAE " ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: Invalid config data ERROR
failed to configure WPS on %s ERROR pnacUmiSuppConfig: Invalid backend name specified ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: %s not configured for 802.1x ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: could not PNAC port Access" ERROR
sqlite3QueryResGet failed ERROR pnacUmiSuppConfig: Failed to register user information ERROR
sqlite3QueryResGet failed ERROR pnacPortByMacDeconfig: port not found ERROR
sqlite3QueryResGet failed ERROR pnacPortByMacDeconfig: port not found ERROR
no VAP rows returned. expected one ERROR pnacUmilfDown: Invalid config data ERROR
multiple VAP rows returned. expected one ERROR pnacUmilfDown: Invalid config data ERROR
sqlite3QueryResGet failed ERROR Error from pnacPortDeconfig: port not configured ERROR
invalid query result. ncols=%d nrows=%d ERROR pnacUmilfDown: could not deconfigure port ERROR
%s:VAP(%s) create failed ERROR pnacUmiPhyPortDestroy: Invalid config data ERROR
sqlite3QueryResGet failed ERROR pnacUmiPhyPortDestroy: Invalid config data ERROR
invalid query result. ncols=%d nrows=%d ERROR pnacUmiPhyPortDestroy: Failed to destroy the port ERROR
Invalid config data ERROR
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DNAT: multiple ranges no longer supported DEBUG 95s: %5%5:96d -> %5:%d %s, DEBUG
DNAT: Target size %u wrong for %u ranges, DEBUG 9s: %5%5:96d %s, DEBUG
DNAT: wrong table %s, tablename DEBUG %s: Failed to add WDS MAC: %s, dev- >name, DEBUG
DNAT: hook mask 0x%x bad, hook_mask DEBUG %s: Device already has WDS mac address attached, DEBUG
%s%d: resetting MPPC/MPPE compressor, DEBUG %s: Added WDS MAC: %s, dev- >name, DEBUG
%s9%d: wrong offset value: %d, DEBUG %s: WDS MAC address %s is not known by this interface, DEBUG
%s%d: wrong length of match value: %d, DEBUG [madwifi] %s() : Not enough space., __ FUNCTION__ DEBUG
%s%d: too big offset value: %d, DEBUG Returning to chan %d, ieeeChan DEBUG
%s%d: cannot decode offset value, DEBUG WEP DEBUG
%s%d: wrong length code: 0x%X, DEBUG AES DEBUG
%5%d: short packet (len=9%d), __FUNCTION__, DEBUG AES_CCM DEBUG
%5%d: bad sequence number: %d, expected: %d, DEBUG CKIP DEBUG
%5%d: bad sequence number: %d, expected: %d, DEBUG TKIP DEBUG
PPPIOCDETACH file->f_count=%d, DEBUG %s: cannot map channel to mode; freq %u flags 0x%X, DEBUG
PPP: outbound frame not passed DEBUG %s: %s, vap->iv_dev->name, buf DEBUG
PPP: VJ decompression error DEBUG %s: [%5] %s, vap->iv_dev->name, DEBUG
PPP: inbound frame not passed DEBUG %s: [%s] %s, vap->iv_dev->name, ether_sprintf(mac), buf DEBUG
PPP: reconstructed packet DEBUG [%s:96s] discard %s frame, %s, vap- >iv_dev->name, DEBUG
PPP: no memory for DEBUG [%s5:%s] discard frame, %s, vap- >iv_dev->name, DEBUG
missed pkts %u..%u, DEBUG [%s5:%s] discard %s information element, %s, DEBUG
%5%d: resetting MPPC/MPPE compressor, DEBUG [%s:96s] discard information element, %s, DEBUG
%s%d: wrong offset value: %d, DEBUG [%5:96s] discard %s frame, %s, vap- >iv_dev->name, DEBUG
%s%d: wrong length of match value: %d, DEBUG [%s5:%s] discard frame, %s, vap- >iv_dev->name, DEBUG
%s%d: too big offset value: %d, DEBUG ifmedia_add: null ifm DEBUG
9%s%d: cannot decode offset value, DEBUG Adding entry for DEBUG
%5%d: wrong length code: 0x%X, DEBUG ifmedia_set: no match for 0x%x/0x%x, DEBUG
%5%(d: short packet (len=%d), __FUNCTION__, DEBUG ifmedia_set: target DEBUG
%5%(d: bad sequence number: %d, expected: %d, DEBUG ifmedia_set: setting to DEBUG
%5%d: bad sequence number: %d, expected: %d, DEBUG ifmedia_ioctl: no media found for 0x%¥, DEBUG
PPPIOCDETACH file->f_count=%d, DEBUG ifmedia_ioctl: switching %s to , dev- >name DEBUG
PPP: outbound frame not passed DEBUG ifmedia_match: multiple match for DEBUG
PPP: VJ decompression error DEBUG <unknown type> DEBUG
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PPP: inbound frame not passed DEBUG desc->ifmt_string DEBUG
PPP: reconstructed packet DEBUG mode %s, desc->ifmt_string DEBUG
PPP: no memory for DEBUG <unknown subtype> DEBUG
missed pkts %u..%u, DEBUG %s, desc->ifmt_string DEBUG
90s: INC_USE_COUNT, now %d, __FUNCTION__, mod_use_count\ | DEBUG %5%s, seen_option++ 7,1, DEBUG
90s: DEC_USE_COUNT, now %d, __FUNCTION__, mod_use_count\ | DEBUG %5%s, seen_option++ 7,1, DEBUG
PPPOL2TP %s: _fmt, DEBUG %s, seen_option ? > : DEBUG
PPPOL2TP: --> %s, __FUNCTION_) DEBUG 9%s: %s, dev->name, buf DEBUG
PPPOL2TP: <--%s, __FUNCTION_ ) DEBUG %s: no memory for sysctl table!, _ func__ DEBUG
%s: recv:, tunnel->name DEBUG %s: no memory for VAP name!, __func__ DEBUG
%s: xmit;, session->name DEBUG %s: failed to register sysctls!, vap- >iv_dev->name DEBUG
%s: xmit;, session->name DEBUG %s: no memory for new proc entry (%s)!, __func__, DEBUG
9%s: module use_count is %d, __FUNCTION__, mod_use_count DEBUG %s: 0x%p len %u, tag, p, len DEBUG
PPPOL2TP %s: _fmt, DEBUG %03d:, i DEBUG
PPPOL2TP: > %s, __FUNCTION__) DEBUG %02x, ((u_int8_t *)p)[i] DEBUG
PPPOL2TP: <--%s, __FUNCTION_) DEBUG first difference at byte %u, i DEBUG
%s: recv:, tunnel->name DEBUG %s: , t->name DEBUG
%s: xmit;, session->name DEBUG FAIL: ieee80211_crypto_newkey failed DEBUG
%s: xmit;, session->name DEBUG FAIL: ieee80211_crypto_setkey failed DEBUG
PPPOL2TP %s: _fmt, DEBUG FAIL: unable to allocate skbuff DEBUG
PPPOL2TP: --> %s, __FUNCTION_) DEBUG FAIL: wep decap failed DEBUG
PPPOL2TP: <--%s, __FUNCTION_) DEBUG FAIL: decap botch; length mismatch DEBUG
%s: recv:, tunnel->name DEBUG FAIL: decap botch; data does not compare DEBUG
%s: xmit;, session->name DEBUG FAIL: wep encap failed DEBUG
%s: xmit;, session->name DEBUG FAIL: encap data length mismatch DEBUG
IRQ 31 is triggered DEBUG FAIL: encrypt data does not compare DEBUG
[%s:%d], __func__, __ LINE_\ DEBUG PASS DEBUG
\t[R%s %#0x %#0x 0x9%08x%08x], (status == ERROR ? #:), page, | DEBUG %u of %u 802.11i WEP test vectors passed, pass, total DEBUG
addr, (uint32_t)(*pValue >> 32), (uint32_t)(*pValue & Oxffffffff)
\t[W9%s %#0x %#0x 0x%08x%08x], (status == ERROR 7 #:), DEBUG %s: 0x%p len %u, tag, p, len DEBUG
page, addr, (uint32_t)(value >> 32), (uint32_t)(value & Oxffffffff)
%s: mac_add %02X:9%02X:9602X:9%02X:9%02X:9602X, dev- DEBUG %03d:, i DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
%s: mac_del %02X:9%02X:9602X:9%02X:%02X:902X, dev- DEBUG %02x, ((u_int8_t *)p)[i] DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
%s: mac_kick %02X:9602X:9602X:9602X:%02X:9602X, dev- DEBUG first difference at byte %u, i DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
9%s: mac_undefined %02X:9602X:9%602X:9602X:9602X:9%02X, dev- | DEBUG %s: , t->name DEBUG
>name, addr([0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: addr_add %02X:9%02X:9602X:9%602X:9602X:%02X, dev- DEBUG FAIL: ieee80211_crypto_newkey failed DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
%s: addr_del %02X:9%02X:9602X:%02X:9%602X:9602X, dev- DEBUG FAIL: ieee80211_crypto_setkey failed DEBUG
>name, addr[0], addr[1], addr[2], addr([3], addr[4], addr[5]
%s: mac_undefined %02X:%02X:%02X:9%02X:%02X:%602X, dev- | DEBUG FAIL: unable to allocate skbuff DEBUG
>name, addr([0], addr[1], addr[2], addr[3], addr[4], addr[5]
%s: set_float %d;%d, DEBUG FAIL: ccmp encap failed DEBUG
IRQ 32 is triggered DEBUG FAIL: encap data length mismatch DEBUG
ip_finish_output2: No header cache and no neighbour! DEBUG FAIL: encrypt data does not compare DEBUG
a guy asks for address mask. Who is it? DEBUG FAIL: ccmp decap failed DEBUG
icmp v4 hw csum failure) DEBUG FAIL: decap botch; length mismatch DEBUG
expire>> %u %d %d %d, expire, DEBUG FAIL: decap botch; data does not compare DEBUG
expire++ %u %d %d %d, expire, DEBUG PASS DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG 9%u of %u 802.11i AES-CCMP test vectors passed, pass, total | DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG 9%s: 0x%p len %u, tag, p, len DEBUG
ip_rt_advice: redirect to DEBUG %03d:;, i DEBUG
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ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG %02x, ((u_int8_t *)p)[i] DEBUG
udp cork app bug 2) DEBUG first difference at byte %u, i DEBUG
udp cork app bug 3) DEBUG ieee80211_crypto_newkey failed DEBUG
udp v4 hw csum failure.) DEBUG ieee80211_crypto_setkey failed DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to | DEBUG unable to allocate skbuff DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From %d.%d.%d.%d:%d to|DEBUG tkip enmic failed DEBUG
%d.%d.%d.%d:%d ulen %d,

%s: lookup policy [list] found=%s, DEBUG enmic botch; length mismatch DEBUG
%s: called: [output START], __FUNCTION__ DEBUG enmic botch DEBUG
%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl4_dst, | DEBUG tkip encap failed DEBUG
family)

%s: flow src=%s, ___FUNCTION__, XFRMSTRADDR(fl->fl4_src, | DEBUG encrypt phase1 botch DEBUG
family)

%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_dst, | DEBUG encrypt data length mismatch DEBUG
family)

9%s: flow src=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_src, | DEBUG encrypt data does not compare DEBUG
family)

a guy asks for address mask. Who is it? DEBUG tkip decap failed DEBUG
icmp v4 hw csum failure) DEBUG decrypt phasel botch DEBUG
expire>> %u %d %d %d, expire, DEBUG decrypt data does not compare DEBUG
expire++ %u %d %d %d, expire, DEBUG decap botch; length mismatch DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG decap botch; data does not compare DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG tkip demic failed DEBUG
ip_rt_advice: redirect to DEBUG 802.11i TKIP test vectors passed DEBUG
ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG %s, buf DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to DEBUG Atheros HAL assertion failure: %s: line %u: %s, DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From 9%d.%d.%d.%d:%d to DEBUG ath_hal: logging to %s %s, ath_hal_lodfile, DEBUG
%d.%d.%d.%d:%d ulen %d,

a guy asks for address mask. Who is it? DEBUG ath_hal: logging disabled DEBUG
fib_add_ifaddr: bug: prim == NULL DEBUG %s%s, sep, ath_hal_buildoptsi DEBUG
fib_del_ifaddr: bug: prim == NULL DEBUG ath_pci: No devices found, driver not installed. DEBUG
expire>> %u %d %d %d, expire, DEBUG _fmt, __VA_ARGS__ DEBUG
expire++ %u %d %d %d, expire, DEBUG %s: Warning, using only %u entries in %u key cache, DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG %s: TX99 support enabled, dev->name DEBUG
rt_bind_peer(0) @%p, DEBUG %s:grppoll Buf allocation failed,__func__ DEBUG
ip_rt_advice: redirect to DEBUG %s: %s: unable to start recv logic, DEBUG
ip_rt_bug: %u.%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG 9%s: %s: unable to start recv logic, DEBUG
%s: lookup policy [list] found=%s, DEBUG %s: no skbuff, __func__ DEBUG
%s: called: [output START], __FUNCTION__ DEBUG %s: hardware error; resetting, dev- >name DEBUG

%s: flow dst=%s, ___FUNCTION__, XFRMSTRADDR(fl->fl4_dst, | DEBUG %s: rx FIFO overrun; resetting, dev- >name DEBUG
family)

%s: flow src=%s, _ FUNCTION__, XFRMSTRADDR(fl->fl4_src, | DEBUG %s: unable to reset hardware: '%s' (HAL status %u) DEBUG
family)

%s: flow dst=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_dst, | DEBUG %s: unable to start recv logic, dev- >name DEBUG
family)

%s: flow src=%s, __FUNCTION__, XFRMSTRADDR(fl->fl6_src, | DEBUG %s: 9%s: unable to reset hardware: '%s' (HAL status %u), DEBUG
family)

a guy asks for address mask. Who is it? DEBUG %s: %s: unable to start recv logic, DEBUG
icmp v4 hw csum failure) DEBUG ath_mgtstart: discard, no xmit buf DEBUG
expire>> %u %d %d %d, expire, DEBUG %s: [%02u] %-7s , tag, ix, ciphers[hk- >kv_type] DEBUG
expire++ %u %d %d %d, expire, DEBUG 9%02x, hk->kv_vall[i] DEBUG
rt_cache @%02x: %u.%u.%u.%u, hash, DEBUG mac %s, ether_sprintf(mac) DEBUG
rt_bind_peer(0) @%p, NET_CALLER(iph) DEBUG %s , sc->sc_splitmic ? mic : rxmic DEBUG
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ip_rt_advice: redirect to DEBUG 902x, hk->kv_micl[i] DEBUG
ip_rt_bug: %u.9%u.%u.%u -> %u.%u.%u.%u, %s, DEBUG txmic DEBUG
UDP: short packet: From %u.%u.%u.%u:%u %d/%d to DEBUG 9%02x, hk->kv_txmicl[i] DEBUG
%u.%u.%u.%u:%u,

UDP: bad checksum. From %d.%d.%d.%d:%d to DEBUG %s: unable to update h/w beacon queue parameters, DEBUG
9d.%d.%d.%d:%d ulen %d,
REJECT: ECHOREPLY no longer supported. DEBUG %s: stuck beacon; resetting (bmiss count %u), DEBUG
ipt_rpc: only valid for PRE_ROUTING, FORWARD, POST_ | DEBUG move data from NORMAL to XR DEBUG
ROUTING, LOCAL_IN and/or LOCAL_OUT targets.
ip_nat_init: can't setup rules. DEBUG moved %d buffers from NORMAL to XR, index DEBUG
ip_nat_init: can't register in hook. DEBUG move buffers from XR to NORMAL DEBUG
ip_nat_init: can't register out hook. DEBUG moved %d buffers from XR to NORMAL, count DEBUG
ip_nat_init: can't register adjust in hook. DEBUG %5:96d %s, __FILE__, __LINE__, __func__ DEBUG
ip_nat_init: can't register adjust out hook. DEBUG %5:90d %s, __FILE__, __LINE__, _ func__ DEBUG
ip_nat_init: can't register local out hook. DEBUG %s: no buffer (%s), dev->name, __func__ DEBUG
ip_nat_init: can't register local in hook. DEBUG %s: no skbuff (%s), dev->name, __func__ DEBUG
ipt_hook: happy cracking. DEBUG %s: HAL gnum %u out of range, max %ul!, DEBUG
ip_conntrack: can't register pre-routing defrag hook. DEBUG grppoll_start: grppoll Buf allocation failed DEBUG
ip_conntrack: can't register local_out defrag hook. DEBUG %s: HAL gnum %u out of range, max %ul, DEBUG
ip_conntrack: can't register pre-routing hook. DEBUG %s: AC %u out of range, max %ul, DEBUG
ip_conntrack: can't register local out hook. DEBUG %s: unable to update hardware queue DEBUG
ip_conntrack: can't register local in helper hook. DEBUG %s: bogus frame type 0x%x (%s), dev- >name, DEBUG
ip_conntrack: can't register postrouting helper hook. DEBUG ath_stoprecv: rx queue 0x%x, link %p, DEBUG
ip_conntrack: can't register post-routing hook. DEBUG %s: %s: unable to reset channel %u (%u MHz) DEBUG
ip_conntrack: can't register local in hook. DEBUG %s: %s: unable to restart recv logic, DEBUG
ip_conntrack: can't register to sysctl. DEBUG %s: unable to allocate channel table, dev->name DEBUG
ip_conntrack_rtsp v IP_NF_RTSP_VERSION loading DEBUG %s: unable to allocate channel table, dev->name DEBUG
ip_conntrack_rtsp: max_outstanding must be a positive integer | DEBUG %s: unable to collect channel list from HAL; DEBUG
ip_conntrack_rtsp: setup_timeout must be a positive integer | DEBUG R (%0p %lIx) %08x %08x %08x %08x %08x %08x %C, DEBUG
ip_conntrack_rtsp: ERROR registering port %d, ports[i DEBUG T (%P %lIx) %08x %08x %08x %08x %08x %08x %08x %08x %c, | DEBUG
ip_nat_rtsp v IP_NF_RTSP_VERSION loading DEBUG %s: no memory for sysctl tablel, __func__ DEBUG
%s: Sorry! Cannot find this match option., __FILE__ DEBUG %s: no memory for device name storage!, __func__ DEBUG
ipt_time loading DEBUG %s: failed to register sysctls!, sc- >sc_dev->name DEBUG
ipt_time unloaded DEBUG 9%s: mac %d.%d phy %d.%d, dev- >name, DEBUG
ip_conntrack_irc: max_dcc_channels must be a positive integer | DEBUG 5 GHz radio %d.%d 2 GHz radio %d.%d, DEBUG
ip_conntrack_irc: ERROR registering port %d, DEBUG radio %d.%d, ah->ah_analog5GhzRev >> 4, DEBUG
ip_nat_h323:ip_nat_mangle_tcp_packet DEBUG radio %d.%d, ah->ah_analog5GhzRev >> 4, DEBUG
ip_nat_h323:ip_nat_mangle_udp_packet DEBUG %s: Use hw queue %u for %s traffic, DEBUG
ip_nat_h323: out of expectations DEBUG %s: Use hw queue %u for CAB traffic, dev->name, DEBUG
ip_nat_h323: out of RTP ports DEBUG %s: Use hw queue %u for beacons, dev->name, DEBUG
ip_nat_h323: out of TCP ports DEBUG Could not find Board Configuration Data DEBUG
ip_nat_q931: out of TCP ports DEBUG Could not find Radio Configuration data DEBUG
ip_nat_ras: out of TCP ports DEBUG ath_ahb: No devices found, driver not installed. DEBUG
ip_nat_qg931: out of TCP ports DEBUG _fmt, _VA_ARGS__ DEBUG
ip_conntrack_core: Frag of proto %u., DEBUG _fmt,__VA_ARGS__ DEBUG
Broadcast packet! DEBUG xIr8NatlpFinishOutput: Err.. skb2 == NULL ! DEBUG
Should bcast: %u.%u.%u.%u- >%u.%u.%u.%u (sk=%p, DEBUG xIr8NatSoftCtxEnqueue: Calling xIr8NatlpFinishOutput () ., status | DEBUG
ptype=%u),
ip_conntrack version %s (%u buckets, %d max) DEBUG xIr8NatSoftCtxEnqueue: xIr8NatlpFinishOutput () returned DEBUG
[%d], status
ERROR registering port %d, DEBUG icnpExceptionHandler: Exception! DEBUG
netfilter PSD loaded - (c) astaro AG DEBUG fragExceptionHandler: Exception! DEBUG
netfilter PSD unloaded - (c) astaro AG DEBUG algExceptionHandler: Exception! DEBUG
%s , SELF DEBUG dnsExceptionHandler: Exception! DEBUG
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%s , LAN DEBUG ipsecExceptionHandler: Exception! DEBUG
%s , WAN DEBUG ESP Packet Src:%x Dest:%x Sport:%d dport:%d secure:%d | DEBUG
spi:9%d isr:%p,
TRUNCATED DEBUG xIr8NatConntrackPreHook: We found the valid context, DEBUG
SRC=%u.%u.%u.%u DST=%u.%u.%u.%u, DEBUG xIr8NatConntrackPreHook: Not a secured packet. DEBUG
LEN=%u TOS=0x%02X PREC=0x%02X TTL=%u ID=%u, DEBUG xIr8NatConntrackPreHook: isr=[%p], plsr DEBUG
FRAG:%u, ntohs(ih->frag_off) & IP_OFFSET DEBUG xIr8NatConntrackPreHook: secure=[%d], secure DEBUG
TRUNCATED DEBUG Context found for ESP %p,pFlowEntry- >post.plsr[0] DEBUG
PROTO=TCP DEBUG xIr8NatConntrackPreHook: New connection. DEBUG
INCOMPLETE [%u bytes], DEBUG xIr8NatConntrackPostHook: postSecure=[%d] postlsr=[%p %p], | DEBUG
SPT=%u DPT=%u, DEBUG proto %d spi %d <------- > proto %d spi %d,pPktInfo- DEBUG
>proto,pPktinfo->spi,
SEQ=%u ACK=%u, DEBUG IPSEC_INF Clock skew detected DEBUG
WINDOW=9%u, ntohs(th->window) DEBUG IPSEC_ERR [9s5:9%d]: Max (%d) No of SA Limit reached, DEBUG
RES=0x%02x , (u8)(ntohl(tcp_flag_word(th) & TCP_ DEBUG IPSEC_ERR [%s5:%d]: Max (%d) No of SA Limit reached, DEBUG
RESERVED_BITS) >> 22)
URGP=9%u , ntohs(th->urg_ptr) DEBUG IPSEC_ERR [%5:%d]: time(secs): %u DEBUG
TRUNCATED DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
%02X, opli] DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=UDP DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
INCOMPLETE [%u bytes] , DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
SPT=%u DPT=%u LEN=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
SPT=%u DPT=%u LEN=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=ICMP DEBUG unknown oid '%s', varName DEBUG
INCOMPLETE [%u bytes], DEBUG could not find oid pointer for '%s', varName DEBUG
TYPE=%u CODE=%u, ich->type, ich- >code DEBUG unRegistering ipsecMib ..... DEBUG
INCOMPLETE [%u bytes], DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
ID=%u SEQ=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PARAMETER=%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
GATEWAY=%u.%u.%u.%u, DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
MTU=%u , ntohs(ich->un.frag.mtu) DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
PROTO=AH DEBUG ERROR: Failed to add entry to ipsec sa table DEBUG
INCOMPLETE [%u bytes], DEBUG unknown oid '%s', varName DEBUG
SPI=0x%x , ntohl(ah->spi) DEBUG could not find oid pointer for '%s', varName DEBUG
PROTO=ESP DEBUG unRegistering ipsecMib ... DEBUG
INCOMPLETE [%u bytes], DEBUG . 9%U.%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
SPI=0x%x , ntohl(eh->spi) DEBUG 9%02x, *p DEBUG
PROTO=%u, ih->protocol DEBUG . %U.%Uu.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
UID=%u, skb->sk->sk_socket->file- >f_uid DEBUG %02x, *p DEBUG
<9%d>%sIN=%s OUT=%s , loginfo- >u.log.level, DEBUG . 96u.%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
level_string DEBUG %02x, *p DEBUG
9%sIN=%s OUT=%s , DEBUG . %u.9%u.%u.%u, NIPQUAD(trt->rt_dst) DEBUG
%s , prefix == NULL ? loginfo->prefix : prefix DEBUG %02x, *p DEBUG
IN= DEBUG unable to register vipsec kernel comp to UMI DEBUG
OoUT= DEBUG unregistering VIPSECK from UMI ... DEBUG
PHYSIN=%s , physindev->name DEBUG in vipsecKloctiHandler cmd - %d, cmd DEBUG
PHYSOUT=%s , physoutdev->name DEBUG %s: Error. DST Refcount value less than 1 (%d), DEBUG
MAC= DEBUG for %s DEVICE refcnt: %d ,pDst- >dev->name, DEBUG
%02x%c¢, *p, DEBUG 9%s: Got Null m:9%p *m:%p sa:%p *sa:%p,__func__,ppBufMgr, DEBUG
NAT: no longer support implicit source local NAT DEBUG %s Got Deleted SA:%p state:%d,__func__,plpsecinfo,plpsecinf| DEBUG
o->state
NAT: packet src %u.%u.%u.%u -> dst %u.%u.%u.%u, DEBUG %s: %s: fmt, __FILE__, _ FUNCTION__, ## args) INFO
SNAT: multiple ranges no longer supported DEBUG %s: %s: fmt, __FILE__, _ FUNCTION__, ## args) INFO
format,##args) DEBUG ipt_TIME: format, ## args) INFO
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version DEBUG IPT_ACCOUNT_NAME : checkentry() wrong parameters (not | INFO
equals existing table parameters).
offset_before=%d, offset_after=%d, correction_pos=%u, DEBUG IPT_ACCOUNT_NAME : checkentry() too big netmask. INFO
x->0ffset_before, x- >offset_after, x->correction_pos
ip_ct_h323: DEBUG IPT_ACCOUNT_NAME : checkentry() failed to allocate %zu INFO
for new table %s., sizeof(struct t_ipt_account_table), info-
>name
ip_ct_h323:incomplete TPKT (fragmented?) DEBUG IPT_ACCOUNT_NAME : checkentry() wrong network/ INFO
netmask.
ip_ct_h245: decoding error: %s, DEBUG account: Wrong netmask given by netmask parameter (%i). | INFO
Valid is 32 to 0., netmask
ip_ct_h245: packet dropped DEBUG IPT_ACCOUNT_NAME : checkentry() failed to create procfs INFO
entry.
ip_ct_q931: decoding error: %s, DEBUG IPT_ACCOUNT_NAME : checkentry() failed to register match. |INFO
ip_ct_q931: packet dropped DEBUG failed to create procfs entry . INFO
ip_ct_ras: decoding error: %s, DEBUG MPPE/MPPC encryption/compression module registered INFO
ip_ct_ras: packet dropped DEBUG MPPE/MPPC encryption/compression module unregistered | INFO
ERROR registering port %d, DEBUG PPP generic driver version PPP_VERSION INFO
ERROR registering port %d, DEBUG MPPE/MPPC encryption/compression module registered INFO
ipt_connlimit [%d]: src=%u.%u.%u.%u:%d DEBUG MPPE/MPPC encryption/compression module unregistered | INFO
dst=%u.%u.%u.%u:%d %s,
ipt_connlimit [%d]: src=%u.%u.%u.%u:%d DEBUG PPP generic driver version PPP_VERSION INFO
dst=%u.%u.%u.%u:%d new,
ipt_connlimit: Oops: invalid ct state ? DEBUG PPPoL2TP kernel driver, %s, INFO
ipt_connlimit: Hmm, kmalloc failed :~( DEBUG PPPoL2TP kernel driver, %s, INFO
ipt_connlimit: src=%u.%u.%u.%u mask=%u.%u.%u.%u DEBUG PPPoL2TP kernel driver, %s, INFO
_IVIPPPOL2TP: _fmt, #i#targs DEBUG failed to create procfs entry . INFO
%02X, ptrllength] DEBUG proc dir not created .. INFO
%02X, ((unsigned char *) m- >msg_iov[i].iov_base)[]] DEBUG Initialzing Product Data modules INFO
%02X, skb->datali] DEBUG De initializing by \ INFO
_IVIPPPOL2TP: _fmt, ##args DEBUG kernel UMI module loaded INFO
%02X, ptrllength] DEBUG kernel UMI module unloaded INFO
%02X, ((unsigned char *) m- >msg_iov[il.iov_base)[j] DEBUG Loading bridge module INFO
%02X, skb->datali] DEBUG Unloading bridge module INFO
_IVIPPPOL2TP: _fmt, ##args DEBUG unsupported command %d, cmd INFO
%02X, ptrllength] DEBUG Loading ifDev module INFO
%02X, ((unsigned char *) m- >msg_iov[il.iov_base)[]] DEBUG Unloading ifDev module INFO
902X, skb->datali] DEBUG ERROR#9%d in alloc_chrdev_region, result INFO
KERN_EMERG THE value read is %d,value*/ DEBUG ERROR#%d in cdev_add, result INFO
KERN_EMERG Factory Reset button is pressed DEBUG using bcm switch 9%s, bcmswitch INFO
KERN_EMERG Returing error in INTR registration DEBUG privlegedID %d wanporttNo: %d, privlegedID,wanportNo INFO
KERN_EMERG Initialzing Factory defaults modules DEBUG Loading mii INFO
Failed to allocate memory for pSipListNode DEBUG Unloading mii INFO
SIPALG: Memeory allocation failed for pSipNodeEntryTbl DEBUG %s: Version 0.1 INFO
pkt-err %s, pktinfo.error DEBUG %s: driver unloaded, dev_info INFO
pkt-err %s, pktinfo.error DEBUG wlan: %s backend registered, be- >iab_name INFO
pkt-err %s, pktinfo.error DEBUG wlan: %s backend unregistered, INFO
%s Len=%d, msg, len DEBUG wlan: %s acl policy registered, iac- >iac_name INFO
%02x , (uint8_t *) ptnIi] DEBUG wlan: %s acl policy unregistered, iac- >iac_name INFO
End DEBUG %s, tmpbuf INFO
CVM_MOD_EXP_BASE MISMATCH cmd=9%x base=%x, cmd, DEBUG VLAN2 INFO
op->sizeofptr = %ld, op->sizeofptr DEBUG VLAN3 INFO
opcode cmd = %x, cmd DEBUG VLAN4 <%d %d>, INFO
modexp opcode received DEBUG 9%s: %s, dev_info, version INFO
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Memory Allocation failed DEBUG %s: driver unloaded, dev_info INFO
modexpcrt opcode received DEBUG %s, buf INFO
kmalloc failed DEBUG %s: %s (, dev_info, ath_hal_version INFO
kmalloc failed DEBUG %s: driver unloaded, dev_info INFO
kmalloc failed DEBUG %s: %s: mem=0x%lIx, irq=%d hw_base=0x%p, INFO
kmalloc failed DEBUG %s: %s, dev_info, version INFO
kmalloc Failed DEBUG %s: driver unloaded, dev_info INFO
kmalloc failed DEBUG %s5: %s: mem=0x%lIx, irq=%d, INFO
unknown cyrpto ioctl cmd received %x, cmd DEBUG %s5: %s: mem=0x%lIx, irq=%d, INFO
register_chrdev returned ZERO DEBUG %s: %s, dev_info, version INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
F password, &pdata DEBUG %s, buf INFO
test key, key DEBUG %s: %s (, dev_info, ath_hal_version INFO
pre-hashed key, key DEBUG %s: driver unloaded, dev_info INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
AES 128-bit key, &key DEBUG %s: Version 2.0.0 INFO
const char *descr, krb5_keyblock *k) { DEBUG %s: driver unloaded, dev_info INFO
test key, key DEBUG %s: driver unloaded, dev_info INFO
pre-hashed key, key DEBUG wlan: %s backend registered, be- >iab_name INFO
const char *descr, krb5_keyblock *k) { DEBUG wlan: %s backend unregistered, INFO
128-bit AES key,&dk DEBUG wlan: %s acl policy registered, iac- >iac_name INFO
256-bit AES key, &dk DEBUG wlan: %s acl policy unregistered, iac- >iac_name INFO
WARNING: DEBUG 9%s: %s, dev_info, version INFO
bwMonMultipathNxtHopSelect:: checking rates DEBUG %s: driver unloaded, dev_info INFO
hop :%d dev:%s usableBwLimit = %d currBwShare = %d DEBUG %s: %s (, dev_info, ath_hal_version INFO
lastHopSelected = %d weightedHopPrefer = %d ,
1. selecting hop: %d lastHopSelected = %d , selHop, DEBUG %s: driver unloaded, dev_info INFO
lastHopSelected
4. hop :%d dev:%s usableBwLimit = %d currBwShare = %d DEBUG %s: %s: mem=0x%lx, irqg=%d, INFO
lastHopSelected = %d weightedHopPrefer = %d ,
2. selecting hop: %d lastHopSelected = %d, selHop, DEBUG %s: %s, dev_info, version INFO
lastHopSelected
3. selecting hop: %d lastHopSelected = %d , selHop, DEBUG %s: driver unloaded, dev_info INFO
lastHopSelected
bwMonitor multipath selection enabled DEBUG ath_pci: switching rfkill capability %s, INFO
bwMonitor multipath selection disabled DEBUG Unknown autocreate mode: %s, INFO
weightedHopPrefer set to %d ,weightedHopPrefer DEBUG %s: %s: mem=0x%lIx, irq=%d, INFO
bwMonitor sysctl registration failed DEBUG %s: %s, dev_info, version INFO
bwMonitor sysctl registered DEBUG %s: driver unloaded, dev_info INFO
bwMonitor sysctl not registered DEBUG %s: %s, dev_info, version INFO
Unregistered bwMonitor sysctl DEBUG %s: unloaded, dev_info INFO
CONFIG_SYSCTL enabled ... DEBUG %s: %s, dev_info, version INFO
Initialized bandwidth monitor ... DEBUG %s: unloaded, dev_info INFO
Removed bandwidth monitor ... DEBUG %s: %s, dev_info, version INFO
Oops.. AES_GCM_encrypt failed (keylen:%u) key->cvm_keylen | DEBUG %s: unloaded, dev_info INFO
Oops.. AES_GCM_decrypt failed (keylen:%u) key->cvm_keylen | DEBUG failed to create procfs entry . INFO
%s, msg DEBUG ICMP: %u.%u.%u.%u: INFO
9%02x%s, datalil, DEBUG ICMP: 9%u.%u.%u.%u: Source INFO
Failed to set AES encrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO
Failed to set AES encrypt key DEBUG Redirect from %u.%u.%u.%u on %s about INFO
AES %s Encrypt Test Duration: %d:%d, hard ? Hard : Soft, DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO
Failed to set AES encrypt key DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO
Failed to set AES encrypt key DEBUG ICMP: 9%u.%u.%u.%u: INFO
AES %s Decrypt Test Duration: %d:%d, hard ? Hard : Soft, DEBUG ICMP: 9%u.%u.%u.%u: Source INFO
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Failed to set AES encrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set AES encrypt key DEBUG Redirect from 9%u.%u.%u.%u on %s about INFO

Failed to set AES encrypt key DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO

Failed to set AES encrypt key DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO

Failed to set DES encrypt key[%d], i DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set DES decrypt key[%d], i DEBUG Redirect from 9%u.%u.%u.%u on %s about INFO

Failed to set DES encrypt key[%d], i DEBUG source route option INFO

Failed to set DES decrypt key[%d], i DEBUG ICMP: %u.%u.%u.%u: INFO

Failed to set DES encrypt key DEBUG ICMP: 9%u.%u.%u.%u: Source INFO

Failed to set DES decrypt key DEBUG Wrong address mask %u.%u.%u.%u from INFO

Failed to set DES encrypt key DEBUG Redirect from %u.%u.%u.%u on %s about INFO

Failed to set DES decrypt key DEBUG IP: routing cache hash table of %u buckets, %IdKbytes, INFO

AES Software Test: DEBUG source route option %u.%u.%u.%u -> %u.%u.%u.%u, INFO

AES Software Test %s, aesSoftTest(0) ? Failed : Passed DEBUG IPsec: device unregistering: %s, dev- >name INFO

AES Hardware Test: DEBUG IPsec: device down: %s, dev->name INFO

AES Hardware Test %s, aesHardTest(0) ? Failed : Passed DEBUG mark: only supports 32bit mark WARNING
3DES Software Test: DEBUG ipt_time: invalid argument WARNING
3DES Software Test %s, des3SoftTest(0) ? Failed : Passed DEBUG ipt_time: IPT_DAY didn't matched WARNING
3DES Hardware Test: DEBUG /Logs_kernel.txt:45:KERN_WARNING WARNING
3DES Hardware Test %s, des3HardTest(0) ? Failed : Passed DEBUG /Logs_kernel.txt:59:KERN_WARNING WARNING
DES Software Test: DEBUG ipt_LOG: not logging via system console WARNING
DES Software Test %s, desSoftTest(0) ? Failed : Passed DEBUG %s: wrong options length: %u, fname, opt_len WARNING
DES Hardware Test: DEBUG %s: options rejected: o[0]=%02x, o[11=%02x, WARNING
DES Hardware Test %s, desHardTest(0) ? Failed : Passed DEBUG %s: wrong options length: %u, WARNING
SHA Software Test: DEBUG %s: options rejected: o[0]=%02x, o[11=%02x, WARNING
SHA Software Test %s, shaSoftTest(0) ? Failed : Passed DEBUG %s: don't know what to do: 0[5]=%02x, WARNING
SHA Hardware Test: DEBUG %s: wrong options length: %u, fname, opt_len WARNING
SHA Hardware Test %s, shaHardTest(0) ? Failed : Passed DEBUG %s: options rejected: o[0]=%02x, o[1]=%02x, WARNING
MD5 Software Test: DEBUG %s: wrong options length: %u, WARNING
MDS5 Software Test %s, md5SoftTest(0) ? Failed : Passed DEBUG %s: options rejected: o[0]=%02x, o[1]=%02x, WARNING
MD5 Hardware Test: DEBUG %s: don't know what to do: 0[5]=%02x, WARNING
MD5 Hardware Test %s md5HardTest(0) ? Failed : Passed, DEBUG *** New port %d *** ntohs(expinfo- >natport) WARNING
AES Software Test: %d iterations, iter DEBUG ** skb len %d, dlen %d,(*pskb)->len, WARNING
AES Software Test Duration: %d:%d, DEBUG Frrxxxxx Non linear skb WARNING
AES Hardware Test: %d iterations, iter DEBUG End of sdp %p, nexthdr WARNING
AES Hardware Test Duration: %d:%d, DEBUG %s: unknown pairwise cipher %d, WARNING
3DES Software Test: %d iterations, iter DEBUG %s: unknown group cipher %d, WARNING
3DES Software Test Duration: %d:%d, DEBUG 9%s: unknown SIOCSIWAUTH flag %d, WARNING
3DES Hardware Test: %d iterations, iter DEBUG %s: unknown SIOCGIWAUTH flag %d, WARNING
3DES Hardware Test Duration: %d:%d, DEBUG %s: unknown algorithm %d, WARNING
DES Software Test: %d iterations, iter DEBUG %s: key size %d is too large, WARNING
DES Software Test Duration: %d:%d, DEBUG try_module_get failed \ WARNING
DES Hardware Test: %d iterations, iter DEBUG %s: request_irq failed, dev->name WARNING
DES Hardware Test Duration: %d:%d, DEBUG try_module_get failed WARNING
SHA Software Test: %d iterations, iter DEBUG try_module_get failed \ WARNING
SHA Software Test Duration: %d:%d, DEBUG %s: unknown pairwise cipher %d, WARNING
SHA Hardware Test: %d iterations, iter DEBUG %s: unknown group cipher %d, WARNING
SHA Hardware Test Duration: %d:%d, DEBUG %s: unknown SIOCSIWAUTH flag %d, WARNING
MD?5 Software Test: %d iterations, iter DEBUG %s: unknown SIOCGIWAUTH flag %d, WARNING
MD?5 Software Test Duration: %d:%d, DEBUG %s: unknown algorithm %d, WARNING
MD5 Hardware Test: %d iterations, iter DEBUG %s: key size %d is too large, WARNING
MD5 Hardware Test Duration: %d:%d, DEBUG unable to load %s, scan_modnames[mode] WARNING
/pnac/src/pnac/linux/kernel/xcalibur.c:20 9:#define DEBUG_ | DEBUG Failed to mkdir /proc/net/madwifi WARNING

PRINTK printk
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bcmDevicelnit: registration failed DEBUG try_module_get failed WARNING
bcmDevicelnit: pCdev Add failed DEBUG %s: request_irq failed, dev->name WARNING
REG Size == 8 Bit DEBUG too many virtual ap's (already got %d), sc->sc_nvaps WARNING
Value = %x :: At Page = %x : Addr = %x DEBUG %s: request_irq failed, dev->name WARNING
REG Size == 16 Bit DEBUG rix %u (%u) bad ratekbps %u mode %u, WARNING
Value = %x :: At Page = %x : Addr = %x DEBUG cix %u (%u) bad ratekbps %u mode %u, WARNING
REG Size == 32 Bit DEBUG %s: no rates for %s?, WARNING
Value = %x :: At Page = %x : Addr =%x DEBUG no rates yet! mode %u, sc- >sc_curmode WARNING
REG Size == 64 Bit DEBUG 9%U.%u.%u.%u sent an invalid ICMP WARNING
REG Size is notin 8/16/32/64 DEBUG dst cache overflow WARNING
Written Value = %x :: At Page = %x : Addr = %x DEBUG Neighbour table overflow. WARNING
bcm_ioctl :Unknown loctl Case : DEBUG host %u.%u.%u.%u/if%d ignores WARNING

DEBUG martian destination %u.%u.%u.%u from WARNING
%s : Read Status=%s data=%#x,regNamel[j], DEBUG martian source %u.%u.%u.%u from WARNING
%s : Read Status=%s data=%#x,regName][j], DEBUG Il header: WARNING
powerDevicelnit: device registration failed DEBUG %Uu.%u.%u.%u sent an invalid ICMP WARNING
powerDevicelnit: adding device failed DEBUG dst cache overflow WARNING
%s: Error: Big jump in pn number. TID=%d, from %x %x to %x [ DEBUG Neighbour table overflow. WARNING
%X.
%s: The MIC is corrupted. Drop this frame., __func__ DEBUG host %u.%u.%u.%u/if%d ignores WARNING
9%s: The MIC is OK. Still use this frame and update PN., __func__ | DEBUG martian destination %u.%u.%u.%u from WARNING
ADDBA send failed: recipient is not a 11n node DEBUG martian source %u.%u.%u.%u from WARNING
Cannot Set Rate: %x, value DEBUG [l header: WARNING
Getting Rate Series: %x,vap- >iv_fixed_rate.series DEBUG 9%u.%u.%u.%u sent an invalid ICMP WARNING
Getting Retry Series: %x,vap- >iv_fixed_rate.retries DEBUG dst cache overflow WARNING
IC Name: %s,ic->ic_dev->name DEBUG Neighbour table overflow. WARNING
usage: rtparams rt_idx <0|1> per <0..100> probe_intval DEBUG host %u.%u.%u.%u/if%d ignores WARNING
<0..100>
usage: acparams ac <0|3> RTS <0|1> aggr scaling <0.4> min | DEBUG martian source %u.%u.%u.%u from WARNING
mbps <0..250>
usage: hbrparams ac <2> enable <0|1> per_low <0.50> DEBUG Il header: WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG martian destination %u.%u.%u.%u from WARNING
%s(): Invalid TID value, __func__ DEBUG %Uu.%Uu.%Uu.%u sent an invalid ICMP WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG dst cache overflow WARNING
%s(): Invalid TID value, __func__ DEBUG Neighbour table overflow. WARNING
%s(): Invalid TID value, __func__ DEBUG host %u.%u.%u.%u/if%d ignores WARNING
Addba status IDLE DEBUG martian destination %u.%u.%u.%u from WARNING
%s(): ADDBA mode is AUTO, __func__ DEBUG martian source %u.%u.%u.%u from WARNING
%s(): Invalid TID value, __func__ DEBUG Il header: WARNING
Error in ADD- no node available DEBUG Unable to create ip_set_list ERROR
%s(): Channel capabilities do not match, chan flags 0x%x, DEBUG Unable to create ip_set_hash ERROR
%s: cannot map channel to mode; freq %u flags 0x%¥, DEBUG ip_conntrack_in: Frag of proto %u (hook=9%u), ERROR
ic_get_currentCountry not initialized yet DEBUG Unable to register netfilter socket option ERROR
Country ie is %c%c9%c, DEBUG Unable to create ip_conntrack_hash ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_conntrack slab cache ERROR
9%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_expect slab cache ERROR
9%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_set_iptreeb slab cache ERROR
%s: wrong state transition from 9%d to %d, DEBUG Unable to create ip_set_iptreed slab cache ERROR
%s: wrong state transition from 9%d to %d, DEBUG %s: cannot allocate space for %scompressor, fname, ERROR
9%s: wrong state transition from %d to %d, DEBUG %s: cannot allocate space for MPPC history, ERROR
ieee80211_deliver_|2uf: no buf available DEBUG %s: cannot allocate space for MPPC history, ERROR
%s: %s, vap->iv_dev->name, buf /* NB: no */ DEBUG %s: cannot load ARC4 module, fname ERROR
%s: [%5] %s, vap->iv_dev->name, DEBUG %s: cannot load SHA1T module, fname ERROR
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9%s: [%s] %s, vap->iv_dev->name, ether_sprintf(mac), buf DEBUG %s: CryptoAPI SHAT digest size too small, fname ERROR
[%5:%s] discard %s frame, %s, vap- >iv_dev->name, DEBUG %s: cannot allocate space for SHA1 digest, fname ERROR
[%5:%s] discard frame, %s, vap- >iv_dev->name, DEBUG 9%s%d: trying to write outside history ERROR
[%5:90s] discard %s information element, %s, DEBUG 9%s%d: trying to write outside history ERROR
[%s:90s] discard information element, %s, DEBUG 9%s%d: trying to write outside history ERROR
[%5:%s] discard %s frame, %s, vap- >iv_dev->name, DEBUG %s%d: too big uncompressed packet: %d, ERROR
[%5:90s] discard frame, %s, vap- >iv_dev->name, DEBUG 9%s%d: encryption negotiated but not an ERROR
HBR list dumpNode\tAddress\t\t\tState\tTrigger\tB lock DEBUG 9%s%d: error - not an MPPC or MPPE frame ERROR
Nodes informationAddress\t\t\tBlock\t\tDroped VI frames DEBUG Kernel doesn't provide ARC4 and/or SHA1 algorithms ERROR
96d\t %2.2x:962.2x:%2.2x:%2.2X:%2.2x:%2.2x \t%s\t%s\t%s, DEBUG PPP: not interface or channel?? ERROR
962.2%:962.2X:962.2%:9%2.2X:9%2.2%:9%2.2x \t%s\t\t%d, DEBUG PPP: no memory (VJ compressor) ERROR
[%d\tFunction\t%s, j, ni- >node_trace[il.funcp DEBUG failed to register PPP device (%d), err ERROR
[%d\tMacAddn\t%s, j, DEBUG PPP: no memory (VJ comp pkt) ERROR
[%d\tDescp\t\t%s, j, ni- >node_trace[il.descp DEBUG PPP: no memory (comp pkt) ERROR
[%d\tValue\t\t%llu(0x%llx), j, ni- >node_traceli].value, DEBUG ppp: compressor dropped pkt ERROR
ifmedia_add: null ifm DEBUG PPP: no memory (fragment) ERROR
Adding entry for DEBUG PPP: VJ uncompressed error ERROR
ifmedia_set: no match for 0x%x/0x%x, DEBUG ppp_decompress_frame: no memory ERROR
ifmedia_set: target DEBUG ppp_mp_reconstruct bad seq %u < %u, ERROR
ifmedia_set: setting to DEBUG PPP: couldn't register device %s (%d), ERROR
ifmedia_ioctl: switching %s to, dev- >name DEBUG ppp: destroying ppp struct %p but dead=%d ERROR
ifmedia_match: multiple match for DEBUG ppp: destroying undead channel %p !, ERROR
<unknown type> DEBUG PPP: removing module but units remain! ERROR
desc->ifmt_string DEBUG PPP: failed to unregister PPP device ERROR
mode %s, desc->ifmt_string DEBUG %s: cannot allocate space for %scompressor, fname, ERROR
<unknown subtype> DEBUG %s: cannot allocate space for MPPC history, ERROR
%s, desc->ifmt_string DEBUG %s: cannot allocate space for MPPC history, ERROR
%s%s, seen_option++ 7, :, DEBUG %s: cannot load ARC4 module, fname ERROR
%5%s, seen_option++ 7, :, DEBUG %s: cannot load SHA1T module, fname ERROR
%s, seen_option ? > : DEBUG %s: CryptoAPI SHAT digest size too small, fnrame ERROR
%s: %s, dev->name, buf DEBUG %s: cannot allocate space for SHA1 digest, fname ERROR
%s: no memory for sysctl tablel, __func__ DEBUG %s%d: trying to write outside history ERROR
%s: failed to register sysctls!, vap- >iv_dev->name DEBUG %s9%d: trying to write outside history ERROR
Atheros HAL assertion failure: %s: line %u: %s, DEBUG %s9%d: trying to write outside history ERROR
ath_hal: logging to %s %s, ath_hal_lodfile, DEBUG %59%d: too big uncompressed packet: %d, ERROR
ath_hal: logging disabled DEBUG %59%d: encryption negotiated but not an ERROR
%5%s, sep, ath_hal_buildoptsli] DEBUG %5%d: error - not an MPPC or MPPE frame ERROR
ath_pci: No devices found, driver not installed. DEBUG Kernel doesn't provide ARC4 and/or SHAT algorithms ERROR
-—-:%d pri:%d qd:%u ad:%u sd:%u tot:%u amp:%d DEBUG PPP: not interface or channel?? ERROR
%02x:9602x:9602x,

SC Pushbutton Notify on %s:%s,dev- >name, vap->iv_dev- DEBUG PPP: no memory (VJ compressor) ERROR
>name

Could not find Board Configuration Data DEBUG failed to register PPP device (%d), err ERROR
Could not find Radio Configuration data DEBUG PPP: no memory (comp pkt) ERROR
9%s: No device, __func__ DEBUG ppp: compressor dropped pkt ERROR
ath_ahb: No devices found, driver not installed. DEBUG PPP: no memory (VJ comp pkt) ERROR
PKTLOG_TAG %s:proc_dointvec failed, __FUNCTION__ DEBUG PPP: no memory (comp pkt) ERROR
PKTLOG_TAG %s:proc_dointvec failed, __ FUNCTION__ DEBUG PPP: no memory (fragment) ERROR
%s: failed to register sysctls!, proc_name DEBUG PPP: VJ uncompressed error ERROR
PKTLOG_TAG %s: proc_mbkdir failed, __FUNCTION__ DEBUG ppp_decompress_frame: no memory ERROR
PKTLOG_TAG %s: pktlog_attach failed for %s, DEBUG ppp_mp_reconstruct bad seq %u < %u, ERROR
PKTLOG_TAG %s:allocation failed for pl_info, __FUNCTION__ DEBUG PPP: couldn't register device %s (%d), ERROR
PKTLOG_TAG %s:allocation failed for pl_info, __FUNCTION__ DEBUG ppp: destroying ppp struct %p but dead=%d ERROR
PKTLOG_TAG %s: create_proc_entry failed for %s, DEBUG ppp: destroying undead channel %p |, ERROR
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PKTLOG_TAG %s: sysctl register failed for %s, DEBUG PPP: removing module but units remain! ERROR
PKTLOG_TAG %s: page fault out of range, __ FUNCTION__ DEBUG PPP: failed to unregister PPP device ERROR
PKTLOG_TAG %s: page fault out of range, __ FUNCTION__ DEBUG JBD: bad block at offset %u, ERROR
PKTLOG_TAG %s: Log buffer unavailable, _ FUNCTION__ DEBUG JBD: corrupted journal superblock ERROR
PKTLOG_TAG DEBUG JBD: bad block at offset %u, ERROR
Logging should be disabled before changing bufer size DEBUG JBD: Failed to read block at offset %u, ERROR
%s:allocation failed for pl_info, __ func__ DEBUG JBD: error %d scanning journal, err ERROR
%s: Unable to allocate buffer, __func__ DEBUG JBD: 10 error %d recovering block ERROR
%s:allocation failed for pl_info, __func__ DEBUG J/Logs_kernel.txt:303:KERN_ERR ERROR
%s: Unable to allocate buffer, __func__ DEBUG J/Logs_kernel.txt:304:KERN_ERR ERROR
Atheros HAL assertion failure: %s: line %u: %s, DEBUG JBD: recovery pass %d ended at ERROR
ath_hal: logging to %s %s, ath_hal_logfile, DEBUG %s: 9%5:9%d: BAD SESSION MAGIC\ ERROR
ath_hal: logging disabled DEBUG %s: %s5:%d: BAD TUNNEL MAGIC\ ERROR
%5%s, sep, ath_hal_buildopts][i] DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
failed to allocate rx descriptors: %d, error DEBUG addr family wrong: %d, usin->sin_family ERROR
ath_stoprecv: rx queue %p, link %p, DEBUG udp addr=9%x/%hu, usin- >sin_addr.s_addr, usin->sin_port | ERROR
no mpdu (%s), __func__ DEBUG %s5: %5:%d: BAD TUNNEL MAGIC ERROR
Reset rx chain mask. Do internal reset. (%s), __func__ DEBUG %s: %s:9%d: BAD TUNNEL MAGIC ERROR
OS_CANCEL_TIMER failed!! DEBUG socki_lookup: socket file changed! ERROR
%s: unable to allocate channel table, __func__ DEBUG %s: %s:9%d: BAD TUNNEL MAGIC ERROR
%s: unable to collect channel list from hal; DEBUG %s: %s:9%d: BAD SESSION MAGIC\ ERROR
%s: cannot map channel to mode; freq %u flags 0x%x, DEBUG %s: %5:%d: BAD TUNNEL MAGIC\ ERROR
%s: unable to reset channel %u (%uMhz) DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
%s: unable to restart recv logic, DEBUG addr family wrong: %d, usin->sin_family ERROR
%s: start DFS WAIT period on channel %d, __func__,sc->sc_ | DEBUG udp addr=9%x/%hu, usin- >sin_addr.s_addr, usin->sin_port [ ERROR
curchan.channel
%s: cancel DFS WAIT period on channel %d, __func__, sc- >sc_ | DEBUG %s: %s:%d: BAD TUNNEL MAGIC ERROR
curchan.channel
Non-DFS channel, cancelling previous DFS wait timer [ DEBUG %s: %s:9%d: BAD TUNNEL MAGIC ERROR
channel %d, sc- >sc_curchan.channel
%s: unable to reset hardware; hal status %u DEBUG socki_lookup: socket file changed! ERROR
%s: unable to start recv logic, __func__ DEBUG %s: %s:%d: BAD TUNNEL MAGIC ERROR
%s: unable to start recv logic, __func__ DEBUG 9%s: %5:%d: BAD SESSION MAGIC\ ERROR
%s: unable to reset hardware; hal status %u, DEBUG %s: 9%5:%d: BAD TUNNEL MAGIC\ ERROR
hardware error; reseting DEBUG msg->msg_namelen wrong, %d, msg- >msg_namelen ERROR
rx FIFO overrun; reseting DEBUG addr family wrong: %d, usin->sin_family ERROR
%s: During Wow Sleep and got BMISS, __func__ DEBUG udp addr=%x/%hu, usin- >sin_addr.s_addr, usin->sin_port ERROR
AC\ERTS \tAggr Scaling\tMin Rate(Kbps)\tHBR \tPER LOW DEBUG 9%s: %s:96d: BAD TUNNEL MAGIC ERROR
THRESHOLD
BE\©96s\t\t%d\t%6d\t\t%s\t%d, DEBUG 9%s: %5:%d: BAD TUNNEL MAGIC ERROR
BK\t%s\t\t%d\t%6d\t\t%s\t%d, DEBUG socki_lookup: socket file changed! ERROR
VINt%s\t\t%6d\t%6d\t\t%s\t%d, DEBUG 9%s: %5:%d: BAD TUNNEL MAGIC ERROR
VO\t9%s\t\t%d\t%6d\t\t%s\t%d, DEBUG rebootHook: null function pointer ERROR
--%d,%p,%Iu:0x%x 0x%x 0x%p 0x%x 0x%x 0x%x 0x%X, DEBUG Bad ioctl command ERROR
bb state: 0x%08x 0x9%08x, bbstate(sc, 4ul), bbstate(sc, Sul) DEBUG fResetMod: Failed to configure gpio pin ERROR
%08x 9%08x %08x %08x %08x %08x %08x %08x%08x %08x | DEBUG fResetMod: Failed to register interrupt handler ERROR
%08x %08x,
noise floor: (%d, %d) (%d, %d) (%d, %d), DEBUG registering char device failed ERROR
%p: %08x %08x %08x %08x %08x %08x %08x %08x %08x | DEBUG unregistering char device failed ERROR
%08x 9%08x %08,
--%d,%p,%Ilu:0x%x 0x9%x 0x%p 0x%x 0x%x 0x%x 0x%X, DEBUG proc entry delete failed ERROR
%08x 9%08x %08x %08x %08x %08x %08x %08x%08x %08x | DEBUG proc entry initialization failed ERROR
9%08x %08x,
%s: unable to allocate device object,, __func__ DEBUG testCompHandler: received %s from %d, (char *)pInBuf, ERROR
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9%s: unable to attach hardware; HAL status %u, DEBUG UMI proto registration failed %d,ret ERROR
%s: HAL ABl msmatch; DEBUG AF_UMI registration failed %d,ret ERROR
%s: Warning, using only %u entries in %u key cache, DEBUG umi initialization failed %d,ret ERROR
unable to setup a beacon xmit queue! DEBUG kernel UM registration failed! ERROR
unable to setup CAB xmit queue! DEBUG /Logs_kernel.txt:447:KERN_ERR ERROR
unable to setup xmit queue for BE traffic! DEBUG ERROR msm not found properly %d, len %d, msm, ERROR
%s DFS attach failed, __func__ DEBUG ModExp returned Error ERROR
%s: Invalid interface id = %u, __func__, if_id DEBUG ModExp returned Error ERROR
%s:grppoll Buf allocation failed ,__func__ DEBUG %s: 0x%p len %u, tag, p, (unsigned int)len ERROR
%s: unable to start recv logic, DEBUG %03d:, i ERROR
%s: Invalid interface id = %u, __func__, if_id DEBUG %02x, ((unsigned char *)p)Iil ERROR
%s: unable to allocate channel table, _ func__ DEBUG mic check failed ERROR
%s: Tx Antenna Switch. Do internal reset.,, __func__ DEBUG %s: 0x%p len %u, tag, p, (unsigned int)len ERROR
Radar found on channel %d (%d MHz), DEBUG %03d:;, i ERROR
End of DFS wait period DEBUG %02x, ((unsigned char *)p)[il ERROR
%s error allocating beacon, __func__ DEBUG mic check failed ERROR
failed to allocate UAPSD QoS NULL tx descriptors: %d, error DEBUG [%s] Wrong parameters, __func__ ERROR
failed to allocate UAPSD QoS NULL whbuf DEBUG [%s] Wrong Key length, __func__ ERROR
%s: unable to allocate channel table, __func__ DEBUG [%s] Wrong parameters, __func__ ERROR
%s: unable to update h/w beacon queue parameters, DEBUG [%s] Wrong Key length, __func__ ERROR
ALREADY ACTIVATED DEBUG [%s] Wrong parameters, __func__ ERROR
%s: missed 9%u consecutive beacons, DEBUG [%s] Wrong Key length, __func__ ERROR
%s: busy times: rx_clear=%d, rx_frame=%d, tx_frame=%d, __ | DEBUG [%s] Wrong parameters, __func__ ERROR
func__, rx_clear, rx_frame, tx_frame
%s: unable to obtain busy times, __func__ DEBUG [%s] Wrong Key length, __func__ ERROR
%s: beacon is officially stuck, DEBUG [%s]: Wrong parameters, __func__ ERROR
Busy environment detected DEBUG [%s] Wrong Key Length %d, __func__, des_key_len ERROR
Inteference detected DEBUG [%s] Wrong parameters %d, __func__, des_key_len ERROR
rx_clear=%d, rx_frame=9%d, tx_frame=%d, DEBUG [%s] Wrong Key Length %d, __func__, des_key_len ERROR
%s: resume beacon xmit after %u misses, DEBUG [%s] Wrong parameters, __func__ ERROR
%s: stuck beacon; resetting (bmiss count %u), DEBUG [%s] Wrong Key Length, __func__ ERROR
EMPTY QUEUE DEBUG [%s] Wrong parameters, __func__ ERROR
SWRInfo: seqno %d isswRetry %d retryCnt %d,wh ? (*(u_int16_ | DEBUG [%s] Wrong Key Length, __func__ ERROR
t*)&wh- >i_seq[0]) >> 4 : 0, bf->bf_isswretry,bf- >bf _swretries
Buffer #%08X --> Next#%08X Prev#%08X Last#%08X,bf, DEBUG [%s] Wrong parameters, __func__ ERROR
TAILQ_NEXT(bf,bf_list),
Stas#%08X flag#%08X Node#%08X, bf->bf_status, bf->bf_ | DEBUG [%s] Wrong parameters, __func__ ERROR
flags, bf->bf_node
Descr #%08X --> Next#%08X Data#%08X Ctl0#%08X DEBUG [%s] Wrong parameters, __func__ ERROR
Ctl1#%08X, bf- >bf_daddr, ds->ds_link, ds->ds_data, ds->ds_
ctlo, ds->ds_ctl1
Ctl2#908X Ctl3#9%08X Sta0#%08X Sta1#%08X,ds->ds_hw(0], DEBUG [%s] Wrong parameters, __func__ ERROR
ds->ds_hw([1], lastds->ds_hw([2], lastds- >ds_hw(3]
Error entering wow mode DEBUG device name=%s not found, pReg- >ifName ERROR
Wakingup due to wow signal DEBUG unable to register KIFDEV to UM ERROR
%s, wowsStatus = 0x%x, __func__, wowsStatus DEBUG ERROR: %s: Timeout at page %#0x addr %#0x ERROR
Pattern added already DEBUG ERROR: %s: Timeout at page %#0x addr %#0x ERROR
Error : All the %d pattern are in use. Cannot add a new | DEBUG Invalid IOCTL %#08x, cmd ERROR
pattern , MAX_NUM_PATTERN
Pattern added to entry %d ,i DEBUG %s: unable to register device, dev- >name ERROR
Remove wake up pattern DEBUG ath_pci: 32-bit DMA not available ERROR
mask = %p pat = %p ,maskBytes,patternBytes DEBUG ath_pci: cannot reserve PCI memory region ERROR
mask = %x pat = %x ,(u_int32_t)maskBytes, (u_int32_t) DEBUG ath_pci: cannot remap PCl memory region) ; ERROR
patternBytes
Pattern Removed from entry %d ,i DEBUG ath_pci: no memory for device state ERROR
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Error : Pattern not found DEBUG %s: unable to register device, dev- >name ERROR
PPM STATE ILLEGAL %x %x, forcePpmStateCur, afp->forceState | DEBUG ath_dev_probe: no memory for device state ERROR
FORCE_PPM %4d 9%6.6x %8.8x %8.8x %8.8x %3.3x %4.4x, DEBUG %s: no memory for device state, __func__ ERROR
failed to allocate tx descriptors: %d, error DEBUG kernel MIBCTL registration failed! ERROR
failed to allocate beacon descripotrs: %d, error DEBUG Bad ioctl command ERROR
failed to allocate UAPSD descripotrs: %d, error DEBUG WpsMod: Failed to configure gpio pin ERROR
hal gnum %u out of range, max %ul, DEBUG WpsMod: Failed to register interrupt handler ERROR
HAL AC %u out of range, max %zu!, DEBUG registering char device failed ERROR
HAL AC %u out of range, max %zu!, DEBUG unregistering char device failed ERROR
%s: unable to update hardware queue %u!, DEBUG %5:%d - ERROR: non-NULL node pointer in %p, %p<%s>! ERROR
Multicast Q: DEBUG %5:%d - ERROR: non-NULL node pointer in %p, %p<%s>! ERROR
%p , buf DEBUG can't alloc name %s, name ERROR
buf flags - 0x%08x --------- , buf- >bf_flags DEBUG %s: unable to register device, dev- >name ERROR
buf status - 0x%08x, buf->bf_status DEBUG failed to automatically load module: %s; \ ERROR
# frames in aggr - %d, length of aggregate - %d, length of DEBUG Unable to load needed module: %s; no support for \ ERROR
frame - %d, sequence number - %d, tidno - %d,
isdata: %d isaggr: %d isampdu: %d ht: %d isretried: %d DEBUG Module \%s\ is not known, buf ERROR
isxretried: %d shpreamble: %d isbar: %d ispspoll: %d
aggrburst: %d calcairtime: %d gosnulleosp: %d,
%pp: 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x DEBUG Error loading module \%s\, buf ERROR
0x%08x 0x9%08x 0x%08x 0x%08x,
0x9%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x 0x%08x DEBUG Module \%s\ failed to initialize, buf ERROR
0x%08x 0x9%08x 0x%08x,
0x9%08x 0x%08x 0x%08x 0x%08x, DEBUG ath_pci: 32-bit DMA not available ERROR
sc_txql%d] :, i DEBUG ath_pci: cannot reserve PCl memory region ERROR
tid %p pause %d :, tid, tid->paused DEBUG ath_pci: cannot remap PCl memory region) ; ERROR
%d: %p , j, tid->tx_buf[j] DEBUG ath_pci: no memory for device state ERROR
%p , buf DEBUG %s: unable to attach hardware: '%s' (HAL status %u), ERROR
axq_q: DEBUG %s: HAL ABI mismatch; ERROR
%s: unable to reset hardware; hal status %u, __func__, status [ DEBUG %s: failed to allocate descriptors: %d, ERROR
***%X ASSERTION HIT**** DEBUG %s: unable to setup a beacon xmit queue!, ERROR
MacAddr=%s, DEBUG %s: unable to setup CAB xmit queue!, ERROR
TxBufldx=%d, i DEBUG %s: unable to setup xmit queue for %s traffic!, ERROR
Tid=%d, tidno DEBUG %s: unable to register device, dev- >name ERROR
AthBuf=%p, tid->tx_buf[i] DEBUG %s: autocreation of VAP failed: %d, ERROR
%s: unable to reset hardware; hal status %u, DEBUG ath_dev_probe: no memory for device state ERROR
%s: unable to reset hardware; hal status %u, DEBUG kdot11RogueAPEnable called with NULL argument. ERROR
%s: unable to start recv logic, DEBUG kdot11RogueAPEnable: can not add more interfaces ERROR
_fmt, _VA_ARGS__\ DEBUG kdot11RogueAPGetState called with NULL argument. ERROR
sample_pri=%d is a multiple of refpri=%d, sample_pri, refpri | DEBUG kdot11RogueAPDisable called with NULL argument. ERROR
===========ft- >ft_numfilters=%u===========,ft- [ DEBUG %s: SKB does not exist., __FUNCTION__ ERROR
>ft_numfilters
filter[%d] filterlD = %d rf_numpulses=%u; rf->rf_minpri=%u; rf- | DEBUG %s: recvd invalid skb ERROR
>rf_maxpri=9%u; rf->rf_threshold=%u; rf- >rf_filterlen=9%u; rf-
>rf_mindur=%u; rf- >rf_maxdur=%u,j, rf->rf_pulseid,
NOL DEBUG unable to register KIFDEV to UMI ERROR
WARNING!! 10 minute CAC period as channel is a weather DEBUG The system is going to factory defaults.......!!! CRITICAL
radar channel
%s disable detects, __func__ DEBUG %s, msg CRITICAL
%s enable detects, __func__ DEBUG %02x, *(data + i) CRITICAL
%s disable FFT val=0x%x, __func__, val DEBUG Inside crypt_open in driver #i##### CRITICAL
%s enable FFT val=0x%x, __func__, val DEBUG Inside crypt_release in driver ####H## CRITICAL
%s debug level now = 0x%x, __func__, dfs_debug_level DEBUG Inside crypt_init module in driver e@@@@@@@ CRITICAL
RateTable:%d, maxvalidrate:%d, ratemax:%d, pRc- DEBUG Inside crypt_cleanup module in driver e@@@@@@@ CRITICAL
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9%s: txRate value of 0x%x is bad., __ FUNCTION__, txRate DEBUG SKB is null : %p ,skb CRITICAL

Valid Rate Table:- DEBUG DST is null : %p ,dst CRITICAL

Index:%d, value:%d, code:%x, rate:%d, flag:%x, i, (int) DEBUG DEV is null %p %p ,dev,dst CRITICAL

validRatelndex([il,

RateTable:%d, maxvalidrate:%d, ratemax:%d, pRc- DEBUG Packet is Fragmented %d,pBufMgr- >len CRITICAL

>rateTableSize k,pRc- >rateMaxPhy

Can't allocate memory for ath_vap. DEBUG Marked the packet proto:%d sip:%x dip:%x sport:%d CRITICAL
dport:9%d spi:%d,isr:%p:%p %p

Unable to add an interface for ath_dev. DEBUG SAV CHECK FAILED IN DECRYPTION CRITICAL

%s: [%02u] %-7s , tag, ix, ciphers[hk- >kv_type] DEBUG FAST PATH Breaks on BUF CHECK CRITICAL

902x, hk->kv_val[i] DEBUG FAST PATH Breaks on DST CHECK CRITICAL

mac %02x-%02x-%02x-%02x-9%02x-%02x, mac[0], mac[1], DEBUG FAST PATH Breaks on MTU %d %d %d, CRITICAL

mac[2], mac[3], mac[4], mac[5] bufMgrLen(pBufMgr),mtu,dst_mtu(p Dst->path)

mac 00-00-00-00-00-00 DEBUG FAST PATH Breaks on MAX PACKET %d %d, CRITICAL
bufMgrLen(pBufMgr),IP_MAX_PACKET

9%02x, hk->kv_mic[i] DEBUG SAV CHECK FAILED IN ENCRYPTION CRITICAL

txmic DEBUG Match Found proto %d spi %d,pPktinfo->proto, CRITICAL
pFlowEntry- >pre.spi

%02x, hk->kv_txmic[i] DEBUG PRE: proto: %u srcip:9%u.%u.%u.%u sport :%u dstip: CRITICAL
%Uu.%u.%u.%u dport: %u,

Cannot support setting tx and rx keys individually DEBUG POST: proto: %u srcip:%u.%u.%u.%u sport :%u dstip: CRITICAL
%Uu.%u.%u.%u dport: %u,

bogus frame type 0x%x (%s), DEBUG Clearing the ISR %p,p CRITICAL

ERROR: ieee80211_encap ret NULL DEBUG PROTO:%d %u.%u.%u.%u--- >%u.%u.%u.%u, CRITICAL

ERROR: ath_amsdu_attach not called DEBUG ESP-DONE: %p %p,sav,m CRITICAL

%s: no memory for cwm attach, __func__ DEBUG ESP-BAD: %p %p,sav,m CRITICAL

%s: error - acw NULL. Possible attach failure, __func__ DEBUG Bug in ip_route_input_slow(). CRITICAL

%s: unable to abort tx dma, __func__ DEBUG Bug in ip_route_input_slow(). CRITICAL

%s: no memory for ff attach, __func__ DEBUG Bug in ip_route_input \ CRITICAL

Failed to initiate PBC based enrolle association DEBUG Bug in ip_route_input_slow(). CRITICAL

KERN_EMERG Returing error in INTR registration DEBUG AH: Assigning the secure flags for sav :%p,sav CRITICAL

KERN_EMERG Initialzing Wps module DEBUG ESP: Assigning the secure flags for sav :9%p skb:%p src:%x CRITICAL
dst:9%x,sav,skb,ip- >ip_src.s_addr,ip->ip_dst.s_addr

%s:%d %s, __ FILE__, _ LINE__, _ func__ DEBUG %s Buffer %d mtu %d path mtu %d header %d trailer CRITICAL

%d,__func__,bufMgrLen(pBufMgr),mtu, dst_mtu(pDst-

>path),pDst- >header_len,pDst->trailer_len
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